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Case No. 13-8058

APPELLANT'S COMBINED OPENING BRIEF
AND APPLICATION FOR A CERTIFICATE OF APPEALABILITY

STATEMENT OF THE CASE, INCLUDING PRIOR PROCEEDINGS
On January 18, 2007, I, Nathaniel Solon, was charged by indictment with possession of
child pornography, in violation of 18 U.S.C. § 2252A(a)(5)(B) and (b)(2) (United States v. Solon,
District ofWyoming, Case 2:07-CR-00032-CAB, Doc. 1). On September 25, 2008, I was
charged in a superseding indictment containing both the original "possession of child
pornography'' charge, along with an additional charge of attempted receipt of child pornography,
in violation of 18 U.S.C. § 2252A(a)(2)(A) and (b)(l) (Id., Doc. 98).
A jury trial commenced on November 3, 2008, and on November 10, 2008, I was
convicted on both counts (Id., Doc. 131; and Trial Transcript, Vol. VI, 11/10/08, pp. 2-3). I was
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sentenced to serve concurrent terms of 72 months imprisomnent on each count of conviction, a
fine of $400, 5 years supervised release, and $200 in special assessments (Id., Doc 141; and
Sentencing Hearing Transcript, 1121/09, pp. 42-47).
On February 5, 2009, I appealed my conviction and sentence to the Tenth Circuit Court
of Appeals (Id., Doc. 142). On appeal, I raised three issues: 1) I was denied a speedy trial under
the Speedy Trial Act; 2) the trial court denied me the right to present a complete defense; and 3)
a six-minute absence from the courtroom by the trial judge constituted structural error.
On February 17, 2010, a three judge panel, with one dissent, affirmed my conviction

(United States v. Solon, 596 F.3d 1206 (lOth Cir. 2010)). I asked for a rehearing en bane, which
was denied by the court on April 7, 2010. I then filed a petition for a writ of certiorari with the
Supreme Court on June 17, 2010. The Court denied the writ on October 4, 2010 (Solon v. United

States, 131 S.Ct. 213, 2010).
A Motion under 28 U.S.C. § 2255 to Vacate, Set Aside, or Correct a Sentence by a
Person in Federal Custody was filed on September 7, 2011 (Solon v. United States, District of
Wyoming, Criminal Case 07-CR-00032-B, Civil Case 11-CV-303-B, Doc. 1). An Order
Requiring Service of Motion under 28 U.S. C. § 2255 and Requiring Response was served upon
the Respondent on September 16, 2011 (Id., Doc. 4).
On April12, 2012, the United States filed its Response to my Motion to Vacate Sentence
under 28 U.S.C. § 2255 (Id., Doc. 15), and on August 3, 2012, I filed a Reply to the United
States' Response (Id., Doc. 18). On May 24, 2013, the District Court for the District of
Wyoming entered a Judgment and an Order Denying my Motion under 28 U.S.C. § 2255 and
further ordering a certificate of appealability shall not issue (Id., Docs. 19 and 20). A Notice of
Appeal was filed on June 21, 2013 (Id., Doc. 21).
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On January 29, 2013, I was released from federal prison after having served my 72month sentence. I am currently on supervised release.

STATEMENT OF FACTS RELEVANT TO THE ISSUES PRESENTED FOR REVIEW
Leading up to the Indictment

Nicole Balliett, a special agent with the Department of Homeland Security, Bureau of
Immigration and Customs Enforcement (ICE) assigned to the Internet Crimes Against Children
(ICAC) Task Force, testified for the government (United States v. Solon, District ofWyoming,
Case 2:07-CR-00032-CAB, Trial Transcript, Vol. II, 11/4/08, pp. 9, 14).
While conducting an undercover operation, Agent Balliett noted that on June 23, 2006, a
2
Wyoming "IP" address 1, using a peer-to-peer file sharing program known as Limewire , was

observed offering to share approximately 250 files with other internet users. Many of the files
offered had names consistent with child pornography, and "SHA" values 3 that were known by
the government to contain images of child pornography (Id., pp. 18-19, 24-25, 30). A
subsequent investigation revealed that the IP address belonged to me, Nathaniel Solon, in
Casper, Wyoming (Id., pp. 34-35).
1

An "IP" address is an internet protocol address, similar to a telephone number, and allows a specific
computer to connect to the internet via that computer user's internet service provider (United States v.
Solon, District of Wyoming, Case 2:07-CR-00032-CAB, Trial Transcript, Vol. II, 11/4/08, p. 18).
2

"Peer-to-peer (P2P) networking applications such as Limewire, BitTorrent, Gnutella, eDonkey, Grokster,
Kazaa and sundry others, operate by directly connecting network participants to one another without the
use of a centralized server. See, e.g., Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd., 545 U.S. 913,
919-20 (2005); United States v. Shaffer, 472 F.3d 1219, 1221 n. 1 (1Oth Cir. 2007). In short, P2P
applications allow millions of users to quickly and easily share files stored on their computers over the
Internet. Shaffer, 4 72 F.3d at 1221.
3

A "SHA" (secure hash algorithm) value is analogous to a digital fingerprint for the contents of an
electronic file. The SHA value remains constant even if the file name is changed and is used to verify the
content of electronic files (United States v. Solon, District of Wyoming, Case 2:07-CR-00032-CAB, Trial
Transcript, Vol. II, 11/4/08, pp. 24-25, 30-31; and /d., Vol. Ill, 11/5/08, pp. 7-8).
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On August gth, 1oth, and 11th, 2006, another IP address, using Limewire, was offering to
share known files of child pornography. The GUID 4 connected with that IP address matched the
GUID connected with the IP address assigned to me in June that had been observed offering to
share known files of child pornography, which indicated that this was the same computer. A
subsequent investigation revealed that this IP address also belonged to me (Id., pp. 40-50).
On September 15, 2006, ICE Special Agent Nicole Balliett obtained a federal search
warrant to search my residence for evidence relating to the possession, receipt, distribution, and
production of child pornography (Id., pp. 50-52).
On September 21, 2006, prior to going to my residence to execute the search warrant,
Agent Balliett and Wyoming Division of Criminal Investigation (DCI) Special Agent Randall
Huff went to my place of employment (Id., pp. 54-55, 56). There I told the agents that I owned a
computer that was located at my residence, that Limewire software was installed on that
computer, and that I had used the Limewire software mostly to download music and computer
games (Id., pp. 57-58).
Further into the interview I remembered I had also used Limewire to download two
celebrity sex tapes, namely Pamela Anderson and Paris Hilton, and I relayed that information to
Agent Balliett (Jd., p. 61). I also told the agents that I had used Limewire the previous evening,
September 20, 2006, when I attempted to download the computer game, Grand Theft Auto, but
my anti-virus software had prevented the download (Id., pp. 58-59).

4

GUID (Global unique identification) is a random string of characters that a particular computer's
Limewire software will assign to the computer. A GUID is similar to a unique digital signature for a
specific computer (United States v. Solon, District of Wyoming, Case 2:07-CR-00032-CAB, Trial
Transcript, Vol. II, 11/4/08, p. 40; and /d., Vol. Ill, 11/5/08, p. 28).
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The agents informed me they were going to search my residence and I agreed to
accompany them (Id., p. 59). After the agents arrived at my residence, Agent Balliett continued
to question me, while Agent Huff and other agents conducted a search of the premises (!d., pp.
59-60). Three VHS tapes and one Sony Video 8 tape were seized. It was later determined that
none ofthese items had anything to do with child pornography (Id., pp. 74-75).
Agent Randall Huff performed the forensic examination of my hard drive (Id., Vol. III,
11/5/08, pp. 102-103), and also testified for the government (Id., Vol. II, 11/4/08, p. 99.). He
located my computer near the kitchen of the home, and observed that the computer was turned
on and running (Id., Vol. III, 11/5/08, p. 69).
Agent Huff then used a forensic software tool to preview digital image files on the
computer's hard drive (Id., pp. 70-75). He first searched for JPEG files, but did not find any
pictures that displayed children being sexually abused (Id., p. 74). Next he searched for MPEG
files, but again found no video files that depicted children being sexually abused. However, he
did fmd a couple of adult movie files. One was a Paris Hilton video file, and one was a Pamela
Anderson video file that depicted sexual activity between adults (Id., pp. 74-75).
Even though during this initial exam Agent Huff did not locate any child pornography, he
knew he had the right computer due to the GUID on my Limewire program matching the GUID
that was seen previously offering child pornography (Id., pp. 80-82), so at that point, Agent Huff
disconnected the hard drive from the computer system and seized only the hard drive (!d., pp.
82-83).
In her affidavit to obtain a search warrant, Agent Balliett stated that she knows from
training and experience that searches and seizures of evidence from computers require agents to
seize most or all computer items (Id., Vol. II, 1114/08, p. 68), and that in order to fully retrieve
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data from a computer system, the analyst needs all magnetic storage devices as well as the
computer, including input and output devices, such as keyboards, mouse, scanners, printers,
monitors, network communication devices, modems and external connective devices (Id., pp. 7071).
Even though Agent Balliett swore in her affidavit, and again during my trial, that she
knows from training and experience the analyst needs the entire computer system in order to
fully retrieve data from that system, in my case, this did not happen (Id., pp. 71, 73). Although
Agent Balliett testified that the reason it is important to seize the entire system is because it can
be important for detennining what happened (Id., p. 68), she, nevertheless, failed to do that in
this case (Id., pp. 71, 73).
Agent Balliett's explanation as to why the entire computer system was not seized was
because not "much was found during the preview, if anything," so at that point they decided to
take the hard drive and leave me with the rest of the computer (Id., p. 73).
Agent Balliett also testified that typically they would take pictures during the search of
the evidence seized, like how the computer was hooked up, or how the equipment was pieced
together, but during this search that didn't happened. When questioned as to why, if this is
normal procedure, this didn't happen during the search of my house and my computer, her only
explanation was "I don't know" (Id., p. 76).
On the 22nd of September, the day after the seizure, Agent Huff conducted another
preview using forensic software, but he still didn't find anything of value. The day after that,
September 23rd, he imaged the hard drive to his forensic machine (Id., Vol. III, 11/5/08, p. 86).
Agent Huffs forensic exam ofthe files that were found on my hard drive began on
September 23rd, 2006 (Id., p. 102) when he located images that were consistent with child
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pornography in the unallocated5 portion of my hard drive, which is where images end up when
they have been deleted (Id., p. 103). He saw some indications that these images had been
downloaded and deleted the night before the search, on September 20t11, 2006 (Id., p. 104).
During his forensic exam of the hard drive, Agent Huff found that on the evening of
September 20,2006, shortly after 8:00p.m., the Limewire program on my computer was used to
download two computer games - Grand Theft Auto and Madden (Id., p. 118-119).
Between 8:51p.m. and 9:11p.m., the computer was used to play online poker at a web
site known as "PartyPoker.com" by a user who used the screen name "solon40" (Id., p. 123-24).
During my trial testimony, I testified that I played poker at the PartyPoker.com web site using
the screen name "solon40," but could not remember if I had done so on the night of September
20, 2006 (Id., Vol. IV, 11/6/08, pp. 76, 99).
At 9:16p.m., a little more than five minutes after the time the last poker hand was played,
video files with names highly consistent with child pornography began to download to a folder
set up by the Limewire program known as the "incomplete folder" 6 (Id., Vol. III, 1115/08, pp.
125-126). From 9:16p.m. until10:01 p.m., a total of 46 digital video files, all ofwhich had
names consistent with child pornography, were downloaded to my computer (Id., pp. 125-126).
Of these 46 files, three incomplete files containing child pornography were found that
had been deleted from the Incomplete Folder, and four fully assembled files containing child

5

Unallocated space is the place on the hard drive where deleted files can be overwritten and are no
longer viewable without forensic software (United States v. Solon, District of Wyoming, Case 2:07-CR00032-CAB, Trial Transcript, Vol. Ill, 11/5/08, pp. 99-101 ). For this reason, files cannot be stored in
unallocated space.
6

The "incomplete folder" is where files that are being downloaded in Limewire are "assembled" (/d., pp.
42, 106-07, 125).

Form COA-12- Solon v. United States, Case No. 13-8058

Page 7

Appellate Case: 13-8058

Document: 01019119413

Date Filed: 09/03/2013

Page: 8

pornography were found that had been deleted from a shared folder (Id., p. 125), for a total of
seven movies recovered from my hard drive that contained child pornography (Id., p. 131 ).
On January 18, 2007, I was charged by indictment with possession of child pornography,
in violation of 18 U.S.C. § 2252A(a)(5)(B) and (b)(2) (United States v. Solon, District of
Wyoming, Case 2:07-CR-00032-CAB, Doc. 1).

Pre-Trial
The court appointed Thomas Smith to represent me as a Criminal Justice Act panel
attorney because of my indigency (Id., Transcript of Sentencing Proceedings, 1/3/08, p. 24).
Through counsel, I filed an ex parte motion, pursuant to 18 U.S.C. § 3006A, for approval to
retain expert witness Tami Loehrs, an out-of-state expert with significant experience in computer
forensic analysis (Jd., Supp. RoA, Doc. 64, p. 43).
When Mr. Smith informed the court we had ample evidence that these pornographic
pictures very easily could have come in on viruses, the court responded that he wasn't going to
buy that, and he doubted very much a jury would ever buy it (Id., Transcript of Motion to
Dismiss Proceedings, 5/30/07, p. 28, Lines 4-10).
The court stated it is mighty unlikely in his judgment that a man in possession of a
'

computer, and he's the only one with access to it, is going to get child pornography on his
computer without his knowledge (Id., Transcript of Motion Proceedings, 9/17/08, p. 5, Line 25 to
and including Page 6, Line 10).
The court declared that a jury might believe Ms. Loehrs, but his guess was they wouldn't.
His guess was that the actual hard drive with pornographic images on it was what was going to
be believed, and that you could get a pretty good reading as to what a Wyoming jury would be

Form COA-12- Solon v. United States, Case No. 13-8058

Page 8

Appellate Case: 13-8058

Document: 01019119413

Date Filed: 09/03/2013

Page: 9

likely to do. From what the court knew about the case, he didn't think Ms. Loehrs' argument
would sway the jury much (Id., Transcript ofMotion Proceedings, Motion to Withdraw Plea,
Motion for Detention Hearing, 4116/08, p. 16, Line 14, to and including Page 17, Line 4).

The Trial
Trial commenced on November 3, 2008. During her testimony, Ms. Loehrs provided the
court with a general explanation of computer viruses:
"We have viruses, Trojans, worms. They are all associated with malware, things
that we don't want. They're all applications that are written by human beings.
Viruses are typically annoyances. Sometimes they can destroy data on your
computer. Sometimes they just make your computer act funny; you have to keep
rebooting. Typically they're not really dangerous except for the ones that delete
data.
"Trojans are the most devastating because Trojans are the ones that open up
vulnerabilities on the computers. They're the ones that create the holes that allow
other things to get in. Worms tend to work their way through your system and go
to other people. Again, worms are more annoyances. Trojans are really the
biggest things in forensics that we look at because they're the ones that are the
most damaging (Id., Trial Transcript, Vol. V, 1117/08, pp. 48-49)."
Through Ms. Loehrs' testimony, it was revealed that the Zlob Trojan is a backdoor
Trojan. It opens up a door to allow hackers to get into your computer (Id., p. 49). With a Trojan,
sometimes you only need to open up your Internet browser to activate it. It will then send
infonnation to the computer that sent it letting that computer know there is an IP address, an
open port, and a hole for you to get in. They use your interface and that information to then
access your computer (Id., p. 50).
Ms. Loehrs testified that if someone were accessing my computer remotely, the GUID
would be the same as if I were right there in front of my computer doing the same thing.
Everything would be the same-my user name, my QUID-everything would look like it was
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me. If a person is able to hack into a computer, they can use your Internet Explorer, and your
Limewire; they can look at your pictures, and they can send email as you (Id., p. 11 0).
Mr. Smith moved for the admission ofDefendant Exhibit I (!d., p. 36), a warning log
from the AVAST virus protection program. The warning log is created by AVAST, warning of
viruses that have been noted on the system, and the date and time that it sees a particular virus,
but it does not tell you what action the antivirus program has taken in regards to a virus. Based
on the warning log, you wouldn't know if there were viruses present on September 201h or 21st,
2006 (Id., pp. 39-40).
The government objected to the admission of Defendant Exhibit I, stating it was not a
complete document, and that Mr. Smith wasn't giving the whole story. The government then
claimed they had documents that showed that the Trojan noted in the AVAST warning log on
August ih, 2006 was isolated and deleted from the computer the same day, so Mr. Smith was
giving an incomplete picture, and it was an incomplete document (Id., p. 38). The government
pointed out that Ms. Loehrs stated that she didn't go through and retrieve all of the documents
that were relevant to this particular piece of evidence (Id., p. 39).

Mr. Smith submitted to the court that if the United States had additional documents, then
they could introduce them. The court agreed to receive Defendant Exhibit I for what it was
worth, but if it appeared later that it was not complete, the court would have to strike it (Id., p.
39).
Ms. Loehrs then testified that the A VAST warning log that came from my computer
showed viruses hitting the system on August 7, 2006 at 10:10 p.m., and that the virus warnings
went from August ih to August 101h. After that, there were no virus warnings until September

10111 • Then again on the 1i

11
,

more virus warnings show up. Ms. Loehrs testified that if the
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computer were clean, it would not continually have viruses showing up in the warning log (Id., p.
43).
The AVAST warning log will show the particular files that the viruses are associated
with, and on the AVAST warning log from my computer, the viruses noted were shown to be
associated with the computer games I had been attempting to download, such as Grand Theft
Auto - San Andreas, Madden, and Ultimate Fighter. Ms. Loehrs testified that these games often
come with these viruses, and that a lot of them aren't actually games; they're actually viruses and
Trojans that install onto your computer (Id., p. 44).
The very first virus in the AVAST warning log for August ih is the Win 32 Zlob, which
is actually a Trojan. This particular Trojan is a backdoor Trojan, which actually opens up a
vulnerability that allows people to hack into your computer. Ms. Loehrs testified that she didn't
know the extent of this particular Trojan, only that it is identified on the system several times and
warrants additional investigation to find out if it actually was able to open up a door and allow
somebody to get in (Id., pp. 46-47).
On cross-examination, the government pointed out that in addition to the AVAST
warning log that Ms. Loehrs testified to, there were other logs associated with the AVAST virus
protection software. Ms. Loehrs stated that she hadn't reviewed the other AVAST reports, to
which the government responded, "Well, let me show you. Got an AVAST report here" (Id., p.
67).
When Mr. Smith requested a copy ofthat AVAST report, the government responded that
Mr. Smith would get a copy as soon as the government started talking about introducing it as an
exhibit. The government then informed the court that they would probably have to make copies
of the report, and at that point, the court recessed for lunch (Id., p. 68).
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When court resumed, the government asked Ms. Loehrs if she had had an opportunity to
review the two AVAST reports that the government had provided to her right before the break,
and Ms. Loehrs responded that she had (Jd., p. 72).
When Ms. Loehrs testified that my computer was vulnerable to attack because there were
viruses and Trojans, the government pointed out that she didn't know if those viruses or Trojans
had been isolated or deleted. Ms. Loehrs corrected the government, reminding them that she had
reviewed their report over lunch, and she was able to detennine that viruses were not deleted

(Id., p. 95).
The government's report from the AVAST antivirus program indicated that the A VAST
program would shut itself off and start up again on numerous occasions when the virus activity
was happening. The Zlob Trojan that it found on August 4th, 2006 was deleted, but the Zlob that
it found on August i

11

wasn't even mentioned in the report. The AVAST report showed activity

that starts happening on the 1oth and 11th, and again the antivirus software starts and stops (Id., p.
95).
The government's AVAST report also showed activity in June close to the time my
computer was seen offering to share child pornography. Then there was no activity between the
end of June and the end of July. Then the report shows activity on either the i

11

or gth of August,

and it goes through the 11th of August, which is again at a time my computer was seen offering
to share child pornography (Id., p. 96).
Ms. Loehrs matched the AVAST warning logs with the AVAST report the government
provided and concluded that there certainly was a problem with the antivirus protection on my
computer. "There absolutely was a problem, and it absolutely was infected" (Id., p. 96).
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Ms. Loehrs further determined that the Zlob came in through the games on Limewire, but
she didn't know the extent of the damage (Id.). When the United States asked how she knew that
the Zlob came through Limewire, Ms. Loehrs responded that she knew because it was attached
to the Madden game. When asked how she knew that the Madden game came through
Limewire, Ms. Loehrs replied she knew because she saw the Madden game in Limewire's
incomplete folder (Id., p. 100).
When Ms. Loehrs was asked if a Trojan virus allowing someone else access to my
computer could be responsible for the child pornography on my computer, she testified, "Yes, it
is absolutely possible" (Id., p. 11 0).
During his redirect examination of Ms. Loehrs, Mr. Smith asked the government for
another copy of their AVAST reports. The government suggested Mr. Smith move for their
introduction before he started going through them, and that the government would stipulate to it.
Government Exhibits 38 and 39 were received into evidence (Id., pp. 111-112).
Government Exhibit 38 is the AVAST update log. This logs the activity when the
antivirus software updates itself, which is accomplished by AVAST going online and getting
new definition files (Id., p. 112).
Government Exhibit 39 is a report that AVAST creates regarding the activity of the
application itself, when it starts and stops, and when it finds a virus and takes some action with
that. Ms. Loehrs testified that it also looked like the report had some information on when
AVAST gets its virus updates, because some of the files from the update log also showed up in
the report (Id., p. 112). Government Exhibit 39 further supported Ms. Loehrs' theory that my
computer was infected (Id., p. 113).
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Government Exhibit 39 showed that the same Trojan that appeared on August 4th and
August ih, also appeared on August 9t11, 2006, which was an indication to Ms. Loehrs that these
things were resident on the system, that they were continuing to try to work themselves, and that
the antivirus program was sometimes seeing it and sometimes not (Id., p. 116).
Government Exhibit 39 showed the antivirus program continually starting and stopping,
which in Ms. Loehrs' opinion, looked like the activity of something attacking the virus
protection program. She testified that in order for a virus protection program to be working
properly, it needed to be continually running (Id., pp. 116-118).
The AVAST report known as Government Exhibit 39 also showed that at some point
from September 18th to the 21st, the antivirus program on my computer had turned off. At 5:44
a.m., the morning of the seizure, it turned on again. It turned off again at 2:17p.m., which was
most likely at some point during the seizure. This information further supported Ms. Loehrs'
conclusion that it is possible that a Trojan or virus allowed someone else to access my computer

(Id., pp. 122, 123).
Limewire creates a downloads.dat file where it records the file names that are sitting in
the incomplete folder. The downloads.dat file often records the search terms that are used, and it
records the SHA values that are associated with those incomplete files (Id., pp. 47-48).
Ms. Loehrs reviewed the downloads.dat file on my hard drive and found essentially
nothing. The incomplete files did not show up in the downloads.dat file, which she found very
strange, because normally she finds infonnation in these files. She would have expected to see
those file names in the downloads.dat file in addition to the search terms that would have been
used to bring those files in with Limewire (Jd., p. 48).
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Ms. Loehrs testified that whenever you browse the Internet, a history of your browsing
activity is stored in what's called the index.dat file, which is a hidden system file that gets
created. There will be many of them on your computer for different periods of time that
maintain a history of your Internet browsing. Internet Explorer creates the index.dat file, and
Mozilla Firefox, which is another popular browser, creates a history.dat file (Id., p. 9).
Ms. Loehrs looked for all these history files on my hard drive because it is important to
find out what the person has done on the Internet, what types of interests they have, and what
types ofwebsites they've been to. These files also store search tenns that you use online, and
she will often find search terms in those files related to child pornography (Id., pp. 9-10).
On my computer she found the usual Internet history, such as MSN, etc. She found a few
adult pornography sites, including freegonzo.com, an adult pornography site listed in the
favorites, which I had said would be there when talking with the investigators. She found search
terms for the Paris Hilton tape, and a search term for sex, and a couple other adult pornographytype search terms, but Ms. Loehrs found nothing related to child pornography or nothing out of
the ordinary (Id., p. 10).
Government Exhibit 29 is a printout of the Limewire property files from my computer.
On the fourth line down it says Port 43110. Ms. Loehrs explains a port is basically a
communication end point that is assigned a number. She used the analogy that if an IP address is
like an address of a building, then a port would be the suite number (Id., p. 21).
The default port for Limewire is 6346. The port that Limewire was using on my
computer was 43110, which is an unassigned port, and according to Ms. Loehrs, a vulnerable
port (Id., p. 22). Further down in the printout of the Limewire properties file from my computer,
there is another entry-Forced Port 43110 (Id., p. 23).
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Ms. Loehrs downloaded and installed on her computer the exact same version of
Limewire that was installed on my computer so that she could test it. She printed out a Limewire
properties file from her computer, and she didn't get the forced port that was seen in the
Limewire properties file from my computer (Id. ).
Ms. Loehrs explained that in the Limewire options, you can type in whatever port you
want to use, but it's not something you're prompted to do during the normal installation process.
The port Limewire was utilizing on my computer was not dynamic; it was actually being forced,
and it needed further investigation (Id., pp. 23-24).
Ms. Loehrs testified that one of the security threats related to Limewire is that prior to
version 4.8 there was an opening in Limewire that allowed people to get into your machine. It
wasn't fixed until Version 4.8, so the version installed on my computer, version 4.1.09, or 4.01.9,
was a version that was vulnerable to attack from the outside that would allow people to get in
(Id., p. 24).
In Ms. Loehrs' opinion, my computer had all of the things that you could need to have a

vulnerable computer that is subject to being accessed remotely. I had Limewire. I had the IP
address out there. I had no password. I had open ports, and I had evidence of viruses and
Trojans that further made my computer vulnerable. She concluded that "it looks really bad. It is
very, very open, and very, veryunsecure" (Id., p. 55).
Agent Huff, testifying for the United States, asserted that there was virus protection
software on my computer that appeared to be in working order. It appeared to him to have been
updated, capable of functioning, and in fact, capable of isolating viruses that were introduced to
the computer (Id., Vol. III, pp. 94).
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There were indications that computer viruses had previously been on my computer that
were found by the virus detection software that was present on my hard drive, but Agent Huff
didn't believe that there were any active viruses that he recalled. He stated he had a report
generated from the virus detection software on my computer that reflected that more accurately,
and even though the evidence contained in that report known as Government Exhibit 39 was to
the contrary, there was no question in Agent Huff's mind that my virus protection software was
in working order (Id., Vol. III, pp. 93-94; and Vol. V, pp. 116-118, 122, 123).
On September 20th, 2006, at 8:03 and 20 seconds, Limewire began to download Grand
Theft Auto onto my computer. At 8:07, Limewire began to download the Madden game to my
computer (Id., Vol. III, pp. 118-119). Agent Huff testified that he didn't believe those files ever
downloaded; he thought that both of those files were deleted before they downloaded (Id., p.
120).
Agent Huff did note there was a problem with some of the games. On some of the files
he reviewed relating to games, the virus detection software had detected a virus attached to one
of the games and had deleted it automatically. When Agent Huffwas asked if it would be fair to
say that these two games being downloaded on September 20th 2006 contained malware that the
virus protection on my computer isolated and wouldn't accept, he at first responded, "yes," but
then immediately changed his answer, saying, "I'm not sure it was on these games, but it had
previously, and I have that information about those games" (Id., p. 121).
Despite the government's own report, introduced as Exhibit 39, which showed the
antivirus program on my computer was not continuously running as it is designed to do, and that
at least one Trojan was detected that had no report of any action taken to isolate it or delete it
(Id., Vol. V, pp. 116-118, 122, 123), Agent Huff continued to claim that it appeared to him that
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my computer virus detection software had deleted all the malware that had been on my computer

(Id., Vol. III, p. 162).
Agent Huff testified that there was no indication that anyone viewed the images that were
shown in court (Id., Vol IV, p. 14). He said he didn't find any evidence that Government
Exhibits 26 and 28 were viewed on September 20th(Jd., p. 55), and he testified that there was no
evidence that the three files found in the Recycler had been viewed (Id., p. 57). When he was
asked if a file is deleted, does that mean the user saw it in order to delete it, Agent Huff
responded that couldn't make a determination on whether they saw it or not (Id., Vol. III, p.
112).
Agent Huff testified that he found no email communication regarding child pornography
on my computer, and no indication that I was participating in chat rooms (Id., p. 165). On the
day of the search, he found nothing in my house suggesting an interest in child pornography (Id.,
Vol. IV, p. 9).
In Agent Huff's opinion, the 46 files that had names indicative of child pornography that
were downloaded to my computer on September 20th, 2006, were not introduced to my computer
by accident. Based on his training and experience, Agent Huff believes that search terms were
put in to Limewire that would get a higher incidence return of files that were related to child
pornography rather than to anything else (Id., Vol. III, p. 162).
When the court asked Agent Huff his opinion on whether this was done knowingly, he
responded that he did believe it was done knowingly based on text searches that bring back
material of that type to your computer (Id., Vol. IV, p. 50). However, Agent Huff also testified
that since there isn't a log of search terms that he knows about that is logged by Limewire, he
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doesn't know what search terms were employed to get those files to my computer; he could only
speculate (Id., Vol. III, pp. 165-166).
When Agent Huff was asked if there is a log containing the search tenns that are used to
surf the web, he responded that he wasn't sure exactly, and that he had never done any research
on that. When asked if he had looked into what search tenns I may have used surfing the
Internet, he responded "No, I did not (Id., p. 166).
When referring to the Limewire settings on my computer, Agent Huff was asked about
the setting of a forced IP address string, and was asked what "forced" meant. He responded that
at the time of shutdown, that would have been that last IP address that was used by Limewire to
trade peer-to-peer files, but he wasn't sure exactly what the "forced" designation meant (Id., pp.
183, 184).
When asked about the computer being remotely accessed, and how would remote access
be noted on the files, Agent Huff responded that he wasn't sure what files were built or logged
that pertain to remote access, or even if any files are built or logged on the computer that may
pertain to remote access (Id., p. 171). When asked ifthere would be a clear indication ifthere
had been remote access, Agent Huff admitted he couldn't give a detennination on that, because
he's not a network expert, and he doesn't know exactly what to look for (Id., pp. 171, 172).
When asked if he would agree that someone else might see the same evidence and come
to a different conclusion, Agent Huff responded that someone else might, yes (Id., p. 169).
After testifying, Agent Huffleft town (Id., Vol. V, pp. 3-4).
Near the beginning of Ms. Loehrs' testimony, the government introduced Todd Coleman,
who was described as a master's level forensic scientist certified in computer forensics.
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Mr. Coleman had just been hired on with the Wyoming Division of Criminal Investigation
assigned to the ICAC Task Force (Id., p. 3).
In response to a question from the jury about whether a virus, or more than one computer
virus, was found during ICAC's examination of my hard drive, the government stated that they
would develop some subsequent information about that from another witness, perhaps in rebuttal

(Id., p. 71).
Once the defense rested, Mr. Anderson asked the court for a few minutes, because he
believed he would have a short witness (Id., p. 125). The court recessed. After the recess, the
government informed the court that they weren't calling any rebuttal to Ms. Loehrs' testimony,
and theyre-rested (Id., p. 131).
Shortly before the lunch recess, the district court told the jury that after they returned
from lunch, they would be given the jury instructions between 1:30 and approximately 2:15 or
2:30p.m. Then they would be able to deliberate, and "probably ought to be able to reach a
conclusion toward the end of the afternoon would be my guess" (Id., Vol. VI, 11/10/08, p. 51).
That afternoon, the jury found me guilty ofboth counts in the superseding indictment (Id.,
Rendition ofVerdict, p. 2).

Post-Trial
The United States Tenth Circuit Court of Appeals affirmed my conviction. Circuit Judge
J. Lucero concurred in part and dissented in part, stating:
"I have no confidence in the jury verdict under review. Had at least one
juror credited Loehrs' testimony, Solon's jury may well have found
reasonable doubt ... Instead, the district court instructed the jury that
Solon's primary witness was dishonest and that Solon's theory was
unworthy of the court's time. It may as well have directed a verdict of
guilty."
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(United States v. Solon, Appeal from the United States District Court for the District of
Wyoming, D. Ct. No. 2:07-CR-00032-CAB-1, Case No. 09-8018, J. Lucero dissenting opinion,
2/17/10, p. 6)

SUMMARY OF THE ARGUMENT

I am innocent. I did not search for child pornography. I did not download child
pornography. I did not delete child pornography. I didn't even know it was on my computer
until the day I was arrested. From where I stand, this entire fiasco has been a huge miscarriage
of justice.
If a reasonable person without bias and misconceptions were to carefully read the facts
I've presented here, and actually gain a true understanding ofthose facts and the evidence, then
that person would be able to see that there is insufficient evidence-actually, no evidence-that I
had any knowledge of child pornography on my computer. If a reasonable person truly
understands the facts of this case, they would see that there is more than enough reasonable
doubt to warrant an acquittal. My conviction was based on bias and misconceptions, which is a
violation of my constitutional rights. It is truly a miscarriage of justice.
The bias I see permeating this entire case is the thinking that if it is on your computer,
then you put it there. That bias is so prevalent that it precludes any other explanation. The
misconception I see is the total disbelief that a person somewhere else in the world could access
your computer and dump child pornography on it without your knowledge. Even if a person has
knowledge that such a thing can happen, it is considered so unlikely that the possibility is
automatically thrown out and doesn't even become a consideration. The end result of such
misconceptions is an erosion of the fairness and impartiality of the justice system, resulting in the
conviction of innocent people.
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I am raising three issues which I contend entitle me to a reversal of my convictions: 1)
there was insufficient evidence to support a conviction; 2) the entire computer system was not
seized, which prevented me from being able to access and examine the same evidence that the
government had access to and was able to examine; and 3) the bias penneating the judicial
proceedings violated my constitutional right to a fair trial and due process.
I am raising all three issues under an ineffective assistance of counsel argument, because
had I had effective counsel, either I would not have been convicted, or the conviction would have
been thrown out on appeal. If my arguments fail to meet the standards required for a ruling of
ineffective assistance of counsel, then I respectfully request that the court carefully review the
facts in this case to consider whether a miscarriage of justice has occurred.

STATEMENT OF ISSUES AND ARGUMENTS

1)

THE GOVERNMENT FAILED TO PROVIDE SUFFICIENT
EVIDENCE TO SUPPORT MY CONVICTION.

The courts have consistently characterized the government's case against me as "strong."
The district court, in denying my Motion under 28 U.S.C. § 2255, stated:
"There is, in addition, simply no indication whatsoever in the record before the Court to
suggest the United States prosecution team ignored or glossed over evidence which might have
been favorable to Petitioner ... " (Solon v. United States, District ofWyoming, Criminal Case
07-CR-00032-B, Civil Case 11-CV-303-B, Doc. 19, p. 23).
Government Exhibit 39 clearly shows that my antivirus protection software was not
working properly, and that my computer was being infected with Zlob Trojans, which were
attached to the computer games I was attempting to download (United States v. Solon, District of
Wyoming, Case2:07-CR-00032-CAB, Trial Transcript, Vol. V, 11/7/0S,p. 95). Yet Agent Huff
testified that my antivirus program was working properly (Jd., Vol. III, p. 94), and that my
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computer was free from viruses (Id., p. 162). After testifying, Agent Huffleft town and wasn't
available to explain the contradiction between his opinions that the virus protection software was
working properly and my computer was free from viruses, versus the government's own exhibit,
a report from the AVAST antivirus software installed on my computer, which contained
evidence that the antivirus software was not working properly and my computer was not free
from viruses (Id., Vol. V, pp. 3-4).
Nevertheless, the government produced another computer expert, Todd Coleman, who sat
through most of Ms. Loehrs' testimony. Mr. Coleman was described as a master's level forensic
scientist certified in computer forensics (Id., p. 3), and even he didn't take the stand to explain
why Agent Huff would say the antivirus program was working properly and my computer was
free from viruses, when their own report showed that wasn't the case. Mr. Coleman did not
rebut any portion of Ms. Loehrs' testimony regarding Government Exhibit 39 (Id., p. 131 ).
The government and courts continue to repeat Agent Huff's erroneous testimony about
Government Exhibit 39 as evidence that my AVAST antivirus software was working properly,
free from viruses (United States v. Solon, Brief of Appellee, Case No. 09-8018, Doc.
01018256283- p. 14, Appellee Brief- p. 6, Footnote 5; Solon v. United States, District of
Wyoming, Criminal Case 07-CR-00032-B, Civil Case 11-CV-303-B, Doc. 15, p. 69; Id., Doc.
19, p. 98). In fact, Ms. Loehrs' analysis of Exhibit 39 revealed the exact opposite-my AVAST
virus protection software was not working properly and Trojans were attacking my computer

(United States v. Solon, District ofWyoming, Case 2:07-CR-00032-CAB, Trial Transcript, Vol.
V, 1117/08, pp. 116-118, 122, 123). Even though Agent Huffhad testified earlier to the contrary,
the government's only response to Ms. Loehrs' analysis was "no rebuttal" (Id., p. 131).
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The US prosecution team either did not understand or chose to not accept Ms. Loehrs'
unchallenged analysis. Either way, they continued to ignore it and promote Agent Huffs
mistaken analysis. During trial the government periodically inferred that Todd Coleman, their
new computer expert, would testify to refute Ms. Loehrs' testimony, however, that never
happened (Id., pp. 71, 125, 131).
The bottom line is, if you're told by the government that my antivirus software was
working properly, and that my computer was free from viruses, even though their report says
otherwise, and if you believe the government wouldn't lie to you, then how am I able to
convince anyone that a Trojan was most likely the cause of child pornography being on my
computer?
The fact that the government failed to acknowledge their own irrefutable evidence that
came directly from my computer, and instead chose to mislead the court with false testimony,
either knowingly or unknowingly, from their expert, is an egregious violation of my
constitutional rights to due process, an impartial jury, and a fair trial. If it was unknowingly
when it happened, then it most certainly became knowingly after Ms. Loehrs pointed it out, yet
they continue to ignore it (United States v. Solon, Brief of Appellee, Case No. 09-8018, Doc.
01018256283- p. 14, Appellee Brief- p. 6, Footnote 5; Solon v. United States, District of
Wyoming, Criminal Case 07-CR-00032-B, Civil Case 11-CV-303-B, Doc. 15, p. 69; Id., Doc.
19, p. 98).
Not only that, but their report that was introduced as Government Exhibit 39, shows that
the virus activity was occurring on my computer at the same time the government was observing
child pornography being offered from my computer. The government's report shows virus
activity in June when the government first observed my computer offering to share child
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pornography, and then it shows virus activity again in August, at the same time my computer
was being observed offering child pornography. Government Exhibit 39 also shows virus
activity from September 18th through the 21st, 2006, which is the day my hard drive was seized
(United States v. Solon, District ofWyoming, Case 2:07-CR-00032-CAB, Trial Transcript, Vol.

v, 11/7/08, pp. 95, 96, 116-118, 122, 123).
At no time when there wasn't virus activity on my computer, did law enforcement
observe child pornography on my computer. A reasonable person could then infer that with
virus activity occurring at the same time that law enforcement is seeing child pornography, that
perhaps a virus may be responsible.
A reasonable person could presume the reason that Todd Coleman, a master's level
forensic scientist certified in computer forensics, didn't testify in rebuttal of Ms. Loehrs, is
because he couldn't refute her testimony. Ms. Loehrs testified that the games I was attempting to
download contained Zlob Trojans (Id., p. 100), which when activated, allows someone else to
have access to your computer (Id., p. 49). Once they have access, they can use your Internet
Explorer, they can use your Limewire, they can see your photos, they can send email as you, all
the while making it appear as if you're the one doing it (Id., p. 110). That is irrefutable evidence.
It is possible for this to happen.

If you couple that fact with the evidence presented in Government Exhibit 39, a
reasonable person could find more than enough reasonable doubt to keep me from being
convicted of this crime. It is obvious the evidence contained in Government Exhibit 39 is
favorable to me, and it is clear that the government and courts have ignored it. This is not only a
violation of my constitutional rights; it is a miscarriage of justice.
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In support of the judgment denying my Motion under 28 U.S.C. § 2255, the district court
reiterated that the government's case against me was strong. The court repeated what the Tenth
Circuit, in its decision affirming my conviction, noted:

[t]he government's case was strong. Mr. Solon's computer was observed online
offering child pornography for download on June 23 and August 9, 10, and 11, 2006. A
search of Mr. Solon's computer's hard drive revealed that on September 20, 2006, fortysix files with names consistent with child pornography were downloaded using Limewire,
a peer-to-peer file sharing program. Furthermore, Mr. Solon admitted to using Limewire
on September 20 to attempt to download two computer games. Additionally, the
government presented evidence that Mr. Solon was playing online poker on his computer
less than five minutes before the child pornography files were downloaded.

United States v. Solon, 596 F.3d at 1213 (emphasis added).
(Solon v. United States, District ofWyoming, Criminal Case 07-CR-00032-B, Civil Case
11-CV-303-B, Doc. 19, p. 23).
The government's case was not strong. This is an example of the biased thinking that if it
is on your computer, then you put it there. These exact same facts, with a few more facts
inserted, could be written in strong support of my case:

The Defendant's case was strong. Mr. Solon's computer was observed online offering
child pornography for download on June 23 and August 9, 10, and 11,2006. A report
from Mr. Solon's antivirus program shows that virus activity was occurring on those
dates. When there was no virus activity on Mr. Solon's computer, there was no
observation ofhis computer offering child pornography for download. A search of Mr.
Solon's computer's hard drive revealed that on September 20, 2006, forty-six files with
names consistent with child pornography were downloaded using Limewire, a peer-topeer file sharing program. Again, the report from the antivirus software installed on
Mr. Solon's computer shows virus activity occurring on September 20, 2006.
Furthennore, Mr. Solon admitted to using Limewire on September 20 to attempt to
download two computer games. The evidence supports there were Zlob Trojans
associated with these computer games, which essentially opens up your computer to
hackers. Additionally, the government presented evidence that Mr. Solon was playing
online poker on his computer a little more than five minutes before the child pornography
files were downloaded.
The evidence has established this activity is consistent with a computer being attacked.
Mr. Solon first downloads a Trojan allowing someone access to his computer, and then
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shortly thereafter, unbeknownst to him, child pornography begins to download to his
computer. The fact that he was playing poker a little more than five minutes before the
child pornography began to download, can be construed as just a very unfortunate
coincidence for Mr. Solon.
Another example of the bias that if it is on your computer, then you put it there, is
contained in the government's response to my Motion under 28 U.S.C. § 2255. Attached to their
response were two pieces of evidence, Governments Exhibits 31A and 32.
Exhibit 32 is a list oflink files with names consistent with child pornography that were
found on my computer. The listing also shows the date and time these files were created.
Exhibit 32 establishes that those files had been on my computer at some point in time, even
though the actual files were no longer there at the time my hard drive was seized.
According to the government, Exhibit 32 "established that the Defendant used his
computer to view files with names consistent with child pornography in June, July, August, and
September of2006 (Id., Doc. 15, p. 69). The court repeats this characterization of the evidence
in its judgment denying my Motion under 28 U.S.C. § 2255 (Id., Doc. 19, p. 97).
There is absolutely no evidence in Exhibit 32 that establishes I used my computer to view
files with names consistent with child pornography. There is absolutely no evidence in
Exhibit 32 that establishes that anyone used my computer to view these files. The only thing
Exhibit 32 establishes is that those files resided on my computer at some point in time.
According to the government and the district court, if you view Exhibit 32 in a "light
most favorable to the government," then it establishes I viewed those files (Id., Doc. 15, p. 69).
The reality is that a person can view Exhibit 32 any way they like, but it's not going to change
the fact that this evidence does not establish that I, or anyone else, viewed these files that had, at
some point, resided on my computer. Of course, if you're biased, and are of the belief that if it is
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on your computer, then you put it there-not only put it there, but you viewed it too-then I
suppose one could be deluded into thinking this evidence is what it isn't.
The same can be said for Government Exhibit 31A, which is a time line of the downloads
that occurred on September 20, 2006. According to the government and the district court, "this
exhibit clearly established that the Defendant downloaded and previewed child pornography files
on September 20, 2006" (Id., Doc. 15, p. 69; Id., Doc. 19, pp. 97-98).
Exhibit 31A establishes what files were downloaded to my computer on September 20,
2006. There is absolutely no evidence in Exhibit 31A that establishes I was the one who
downloaded and previewed child pornography files. I fail to see how looking at the evidence in
a "light most favorable to the government" allows it to be mischaracterized as something it isn't.
It isn't Exhibits 31A and 32 that establish for the government and the courts that it was
me who downloaded and previewed child pornography files; it is the fact I was home alone and
using Limewire. The reality is that it is possible for someone to access my computer without my
knowledge when I am home alone using Limewire (United States v. Solon, District of Wyoming,
Case 2:07-CR-00032-CAB, Trial Transcript, Vol. V, 11/7/08, pp. 48-50). Because that is a
possibility, a reasonable person would think the government would need some corroborating
evidence before claiming it was me who downloaded and previewed child pornography, but in
my case, there was none.
There was nothing in my home that suggested I had an interest in child pornography (Id.,
Vol. IV, p. 9). There certainly is no evidence that I viewed child pornography on my computer.
Even Agent Huff testified to that (Id., Vol. III, p. 112; Id., Vol. IV, pp. 14, 55, 57). During the
search I pointed out quite a few CDs that I had burned, but they didn't seize any of them. They
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only seized a few videotapes, and a camera tape, none of which contained child pornography

(Id., Vol. II, pp. 74-75).
They found no evidence on my hard drive that I had visited websites or chat rooms that
are connected with child pornography. They found nothing in my email or in my searches of the
internet that indicated I had an interest in child pornography (Id., Vol. III, p. 165; Id., Vol. V, pp.
9-1 0). They didn't find any child pornography saved on my computer or recorded to CDs, yet
they boldly proclaim that reports containing only lists of files that were, or had been, on my
computer establishes that it was me who did this.
It is possible for someone else to hack into your computer and place child pornography

on your computer; the government has absolutely no evidence against me. The district court, in
its denial of my Motion under 28 U.S. C. § 2255, stated:
The Tenth Circuit recently held that for possession of child pornography to be
"knowing," a defendant must know the charged images exist. United States v.
Haymond, 672 F.3d 948, 955 (loth Cir. 2012). The Court in Haymond stated, "in
the analogous context of knowing receipt of child pornography, 'defendants
cannot be convicted for having the ability to control something that they do not
even know exists."' United States v. Haymond, 672 F.3d at 955, citing United
States v. Dobbs, 629 F.3d 1199, 1207 (lOth Cir. 2011). "In other words, the
defendant's control or ability to control 'need[s] to relate to images that the
defendant knew existed; otherwise, the defendant's conduct with respect to the
images could not be deemed to be knowing.' To convict [defendant], the
government was required to prove he knew of and also controlled (or at least had
the ability to control) the particular images that formed the basis of the
conviction." United States v. Haymond, 672 F.3d at 955, citing United States v.
Dobbs, 629 F.3d at 1207 (emphasis in original).
The United States evidence presented at trial unquestionably fulfilled the
requirements set out in Haymond. The Tenth Circuit described the United States
evidence as "strong." United States v. Solon, 596 F.3d at 1213.

(Solon v. United States, District ofWyoming, Criminal Case 07-CR-00032-B,
Civil Case 11-CV-303-B, Doc. 19, pp. 96-97).
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The evidence presented at trial was not strong, and it unquestionably does not fulfill the
requirements set out in Haymond. The government is required to prove that I knew of the
particular images that fonned the basis of my conviction, but the facts of this case establish there
is absolutely no evidence that I knew those files were on my computer. Therefore, the
government has not proved anything.
In my Motion under 28 U.S.C. § 2255 I raised the issue that my appellate counsel was

ineffective for not including a "sufficiency of the evidence" argument within my direct appeal.
The district court claims that I failed to develop any additional argument, or offer any analysis,
as to why my appellate counsel was deficient for failing to include this argument within the
direct appeal:
The portion of the trial transcript quoted by Petitioner, being accompanied by no other
supporting argument or analysis, is clearly not sufficient to establish a cognizable
ineffective assistance of appellate counsel claim pursuant to the two elements required by
Strickland v. Washington. Hatch v. State of Oklahoma, 58 F.3d at 1457; United States v.
Fisher, 38 F.3d at 1147 (Id., p. 83).
I am not an attorney. I do not understand what additional argument or analysis needed to

be developed. I have been "screaming from the rooftops" that I am innocent, and that the
government has no evidence that I knew about the child pornography files on my computer, and
has even ignored evidence that points the other way.

White v. Bloom, 621 F.2d 276 states: "A court faced with a motion to dismiss a prose
complaint must read the complaint's allegations expansively, Haines v. Kerner, 404 U.S. 519,
520-21, 92 S. Ct. 594, 596, 30 L. Ed. 2d 652 (1972), and take them as true for purposes of
deciding whether they state a claim. Cruz v. Beta, 405 U.S. 319, 322, 92 S. Ct. 1079, 1081, 31 L.
Ed. 2d 263 (1972)." Moreover, "the court is under a duty to examine the complaint to detennine
if the allegations provide for relief on any possible theory." Bonner v. Circuit Court of St. Louis,
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526 F.2d 1331, 1334 (8th Cir. 1975) (quoting Bramlet v. Wilson, 495 F.2d 714,716 (8th Cir.
1974)).
The courts provide pro se parties wide latitude when construing their pleadings and
papers. When interpreting pro se papers, the Court should use common sense to determine what
relief the party desires. S.E. C. v. Elliott, 953 F .2d 1560, 1582 (11th Cir. 1992). See also, United

States v. Miller, 197 F.3d 644, 648 (3rd Cir. 1999) (Court has special obligation to construe pro
se litigants' pleadings liberally); Poling v. K. Hovnanian Enterprises, 99 F.Supp.2d 502, 506-07
(D.N.J. 2000).
The district court states:
This allegation by Petitioner, however, as with prior arguments, is not supported by any
enlightening analysis of the alleged ineffectiveness, nor by any explanation of how such
ineffectiveness resulted in prejudice to Petitioner under the standards established by
Strickland v. Washington. This failure alone is sufficient to render meritless any
"ineffectiveness" allegation against appellate counsel. Hatch v. State of Oklahoma, 58
F.3d at 1457; United States v. Fisher, 38 F.3d at 1147.
A claim of appellate ineffectiveness "can be based on counsel's failure to raise a
particular issue on appeal, although it is difficult to show deficient performance under
those circumstances because counsel 'need not (and should not) raise every frivolous
claim, but rather may select from among them in order to maximize the likelihood of
success on appeal."' Cargle v. Mullin, 317 F.3d 1196, 1202 (lOth Cir. 2003)(quoting
Smith v. Robbins, 528 U.S. 259, 288 (2000). An indigent defendant does not, as well,
have "a constitutional right to compel appointed counsel to press nonfrivolous points
requested by the client, if counsel, as a matter of professional judgment, decides not to
present those points." Jones v. Barnes, 463 U.S. 745, 751 (1983). Appellate counsel is
entitled to use her professional judgment to determine which points best deserve attention
in appellate briefs. Jones v. Barnes, 463 U.S. at 750-754.
A court, in order to evaluate the perfonnance of appellate counsel, must "look to the
merits ofthe omitted issue." Cargle v. Mullin, 317 F.3d at 1202. "If the omitted issue is
so plainly meritorious that it would have been unreasonable to winnow it out even from
an otherwise strong appeal, its omission may directly establish deficient perfonnance."
Cargle v. Mullin, 317 F.3d at 1202.

(Solon v. United States, District ofWyoming, Criminal Case 07-CR-00032-B, Civil Case
11-CV-303-B, Doc. 19, pp. 73-74).
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My appellate counsel was ineffective and deficient for not raising a "sufficiency of the
evidence" argument on appeal. This is not a frivolous issue, and a claim of appellate
ineffectiveness can be based on counsel's failure to raise a particular issue on appeal. My
appellate counsel used her professional judgment to determine which points best deserved
attention in my appellate brief, and even though I was "screaming from the rooftops" that I am
innocent, she decided not to present that point.
"If the omitted issue is so plainly meritorious that it would have been unreasonable to
winnow it out even from an otherwise strong appeal, its omission may directly establish deficient
performance." Cargle v. Mullin, 317 F.3d at 1202. The fact there is absolutely no evidence that I
knew child pornography was on my computer is plainly meritorious, and it was "unreasonable to
winnow it out" of the issues raised on appeal. Omitting that issue directly establishes the
deficient performance of my appellate counsel.
Even though the government claims, and the courts have determined, that the
government's case against me was strong, the facts establish otherwise. There was absolutely no
evidence proving I knew child pornography was on my computer, or that I searched for it, or that
I downloaded it, or that I viewed it, or that I deleted it. In my case there was insufficient
evidence, which is plainly meritorious; therefore, my appellate counsel's deficient perfonnance
was prejudicial.

2)

THE GOVERNMENT FAILED TO SEIZE THE ENTIRE COMPUTER
SYSTEM, WHICH PREVENTED ME FROM BEING ABLE TO ACCESS
AND EXAMINE THE SAME EVIDENCE THAT THE GOVERNMENT
HAD ACCESS TO AND WAS ABLE TO EXAMINE.

On June 11, 2007, the court denied my motion to dismiss based upon the failure of the
agents to seize the entire computer system (United States v. Solon, District of Wyoming, Case
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No. 07-CR-32-B, Doc. 16-1; Id., Doc. 23). In the judgment denying my§ 2255 motion, the
district court states:
"Appellate counsel, in order to challenge the denial of Petitioner's motion on appeal,
would have to establish it was 'clear error' to conclude the United States did not destroy
potentially exculpatory evidence. United States v. Bohl, 25 F.3d 904, 909 (lOth Cir.
1994). Clear error exists only if a finding is 'without factual support in the record' or the
court is 'left with a definite and firm conviction that a mistake has been made.' United
States v. Maestas, 642 F.3d 1315, 1319 (lOth Cir. 2011). Any appeal ofthe order denying
Petitioner's motion to dismiss would clearly fail to meet the required 'clear error'
standard."
(Solon v. United States, District ofWyoming, Civil No. 11-CV-303-B, Criminal No. 07CR-0032-B, Doc. 19, p. 78).
In United States v. Bohl, 25 F.3d 904, 909 (lOth Cir. 1994), the court uses "the principles
articulated in California v. Trombetta, 467 U.S. 479, 485 (1984), and Arizona v. Youngblood,
488 U.S. 51, 56 (1988), regarding the Due Process Clause and the government's destruction or
loss of evidence prior to a criminal trial" to guide their analysis.
"To invoke Trombetta, a defendant must demonstrate that the government destroyed
evidence possessing an "apparent" exculpatory value. Trombetta, 467 U.S. at 489, 104
S.Ct. at 2534. However, to trigger the Youngblood test, all that need be shown is that the
government destroyed "potentially useful evidence." Youngblood, 488 U.S. at 58, 109
S.Ct. at 337. The Court in Youngblood defined "potentially useful evidence" as evidence
of which 'no more can be said than that it could have been subjected to tests, the results
of which might have exonerated the defendant.' Id. at 57, 109 S.Ct. at 337 (emphasis
added)."
The first prong of the Youngblood test would be to determine if the entire computer
system constitutes potentially exculpatory evidence. The government freely, repeatedly, admits
that the entire computer system is important in evaluating the evidence. That information is put
forth in a number of ways:
1. In the Department of Justice guidelines for handling cases such as this.
2. In the search warrant used to seize my computer.
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3. In testimony by agents assigned to this case regarding the importance of gathering
and analyzing the evidence from the entire system.
4. In hearings and court documents where the prosecutor explains to the court why it is
important to have the entire computer system.
In a hearing held May 30,2007, Mr. Anderson claims:
"Now, the search warrant does say a system is important. It's important because an
analyst needs to know if the computer system was working or not. When the agents
arrived, the computer was on and operating. The officers were able to check the basic
input/output device of the computer to determine that it was set to the correct day and to
the correct time and to the correct year. That's important. And that's one of the reasons
why you need the entire system (emphasis added)." (United States v. Solon, District of
Wyoming, Case No. 07-CR-032B, Transcript ofMotion to Dismiss Proceedings, 5/30/07,
p. 16).
To repeat: The system is important "because an analyst needs to know if the computer
system was working or not." Whose analyst does this statement refer to? Is the government
differentiating between the government's analyst and a defendant's analyst? If the system is
important to the government's analyst, then it certainly is important to the defendant's analyst. It
is inconceivable that this evidence was allowed to be examined and analyzed by the government,
but not by the defense-especially in light of the fact that dates and times were not only
important factors, but a central issue in this case.
In a footnote in the Government's Response to Defendant's Motion to Dismiss filed
April27, 2007, the government states:
"If a computer is on at the time of the search the BIOS system can be queried by the
seizing agent to determine the accuracy of the system clock. If the computer is off, then
it may be necessary to seize the entire system to accurately verify the workings of the
computer" (Id., Doc. 17, p. 4).
Agent Balliett confinned this when she testified that if the computer system is off, the
protocol is to take the whole computer. When asked why that is, she responded:
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"Because, again, being able to know date and time and other information on the
computer, you- if the computer is turned off, you may not be able to get that without the
whole system."
She further testified that when she executes a search warrant at a scene where the computer is
off, that she can't ever recall just taking the hard drive (Id., Transcript ofTrial Proceedings,
11/4/08, Volume II, p. 94).
The government knows the entire computer system is important. They know the date and
time are important. If the date and time are not accurate, then all the dates and times presented in
this case are not accurate. The government has absolutely no evidence the date and time were
accurate on that system, except for what they report.
The second prong of the Youngblood test would be to determine if the government acted
in bad faith when they didn't seize the entire computer system. The record shows the
government had knowledge that the date and time are important, yet they failed to document
their claims that the date and time were accurate. The government could have easily taken the
entire computer system, as they would have normally done if the system had been off. At the
very least, in lieu of taking the entire system, they could have taken photographs or video of the
evidence as they did their examination and analysis.
The government admits that if they can't get what they want from the system at the time
of the search, then they will seize the entire system. However, the government has knowledge
that by getting the evidence they need without having to seize the entire computer system will
prevent the defense from having the same opportunity to examine the evidence.
The record shows the government has knowledge there are other analyses that can be
done on the system that can uncover potentially useful evidence. The govermnent didn't bother
to examine or preserve that evidence, such as the contents of the Random Access Memory
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(RAM), or the memory contained in the router, and they knew that by leaving the system behind,
the defense would be unable to conduct additional examinations and analyses that could
potentially thwart the government's case.
In United States v. Bohl, 25 F.3d 904, 909 (lOth Cir. 1994), the court states:

"Our inquiry into bad faith "must necessarily turn on the [government's] knowledge of
the exculpatory value of the evidence at the time it was lost or destroyed." Youngblood,
488 U.S. at 57 n. *, 109 S.Ct. at 336 n. *."
The second prong of the Youngblood test has been met-the record clearly shows that in
this case the government knew the exculpatory value of the entire system when they failed to
seize it, therefore, the government acted in bad faith.
This issue of the government failing to seize the entire computer system can also be
argued under Trombetta. In United States v. Bohl, 25 F.3d 904, 909 (lOth Cir. 1994), the court
states, "To invoke Trombetta, a defendant must demonstrate that the government destroyed
evidence possessing an "apparent" exculpatory value. Trombetta, 467 U.S. at 489, 104 S.Ct. at
2534."
The district court stated:
"The United States Supreme Court, in California v. Trombetta, concluded to the extent
the Constitution imposes a duty on the government to preserve evidence, "that duty must
be limited to evidence that might be expected to play a significant role in the suspect's
defense"-i.e., evidence that is constitutionally material. California v. Trombetta, 467 U.S.
at 488. Evidence, to be constitutionally material under Trombetta, must (1) 'possess an
exculpatory value that was apparent [to law enforcement] before the evidence was
destroyed,' and (2) 'be of such a nature that the defendant would be unable to obtain
comparable evidence by other reasonably available means.' California v. Trombetta, 467
U.S. at 489. See also United States v. Hood, 615 F.3d 1293, 1299 (lOth Cir. 2010);
United States v. Parker, 72 F.3d 1444, 1451 (lOth Cir. 1995)."
(Solon v. United States, District ofWyoming, Civil No. 11-CV-303-B, Criminal No. 07-CR0032-B, Doc. 19, p. 79).
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The same argument used under the Youngblood test, can be used here. The date and time
on the system are absolutely critical, especially in this particular case. The record shows that the
government knew of the system's "apparent" exculpatory value, so much so, that if they couldn't
get the information they wanted at the time of the search, they would take the entire system with
them to examine later.
The entire computer system is evidence that is constitutionally material. It satisfies the
requirements put forth in Trombetta. The exculpatory value of "the workings of the computer"
(United States v. Solon, District ofWyoming, Case No. 07-CR-032B, Doc. 17, p. 4), and the

examination of the date and time contained within the system, possessed an exculpatory value
that was apparent at the time of the seizure.
The second prong of Trombetta has been met as well. By not seizing the entire computer
system or documenting the evidence through photographs, videos, or any other means, made it
impossible for the defense to "obtain comparable evidence by other reasonably available means."
It was ineffective for appellate counsel to not challenge the ruling issued on June 11,

2007 (Id., Doc. 23). In this case there was no factual support in the record as to why the
government failed to seize the entire system when they knew the exculpatory value of the
evidence contained within, namely the accuracy of the date and time. Upon a careful review of
the facts of this case, a court could be "left with a definite and finn conviction that a mistake has
been made." Clear error can be established from the record; therefore, it was ineffective of
appellate counsel to not raise this issue on appeal.
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THE BIAS PERMEATING THE JUDICIAL PROCEEDINGS
VIOLATED MY CONSTITUTIONAL RIGHT TO DUE PROCESS
AND A FAIR TRIAL.

Previously in this brief I discussed the bias I observed, and experienced, that violated my
constitutional rights and prevented me from getting a fair trial. The district court admitted its
bias (Id., Transcript ofMotion to Dismiss Proceedings, 5/30/07, p. 28, Lines 4-10; Id., Transcript
ofMotion Proceedings, 9/17/08, p. 5, Line 25 to and including Page 6, Line 10; Id., Transcript of
Motion Proceedings, Motion to Withdraw Plea, Motion for Detention Hearing, 4/16/08, p. 16,
Line 14, to and including Page 17, Line 4). The government did not admit their bias, but it was
apparent when evidence that was favorable to me was ignored, and other evidence was
mischaracterized as something it wasn't in order to confirm their beliefs. Law enforcement
exhibited bias when they found no corroborating evidence, yet claimed I was guilty. The circuit
court exhibited bias when they proclaimed the government's evidence was strong, despite
evidence to the contrary.
This bias that was infused throughout the entire justice system violated my constitutional
rights to due process, an impartial jury, and a fair trial. My attorneys were ineffective for not
challenging this bias, and the end result was a miscarriage of justice.

RELIEF REQUESTED

I request a Certificate of Appealability (COA) be issued for each of the three issues I've
raised, and for each of these three issues, I request the court reverse and remand to the district
court to vacate my conviction and sentence.

Form COA-12- Solon v. United States, Case No.13-8058

Page 38

Appellate Case: 13-8058

Document: 01019119413

Date Filed: 09/03/2013

Page: 39

I affirm under the penalty for perjury that I placed this Appellant's Combined Opening Brief and
Application for a Certificate of Appealability with first-class postage prepaid in the United States
Mail, addressed to the Clerk of the U.S. Court of Appeals for the Tenth Circuit, 1823 Stout St.,
Denver, CO 80257.
In addition, I hereby certify that a copy of this form was placed with first-class postage prepaid
in the United States Mail, addressed to:
James C. Anderson
Assistant United States Attorney
PO Box 668
Cheyenne, WY 82003-0668
on the following date:

Date

Signature

-----------------------------------------------------------------

I certify that the total number of pages I am submitting as my Appellant's Combined Opening
Brief and Application for a Certificate of Appealability is 30 pages or less or alternatively, if the
total number of pages exceeds 30, I certify that I have counted the number ofwords and the total
is 12,630, which is less than 14,000. I understand that if my Appellant's Combined Opening
Brief and Application for a Certificate of Appealability exceeds 14,000 words, my brief may be
stricken and the appeal dismissed.

Date

Signature
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