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4.

Nature of crime (all counts):
Possession of Child Pornography
Receipt of Child Pornography

5. (a) What was your plea? (Check one)
(1) Not guilty [X]

(2) Guilty [ ]

(3) Nolo contendere (no contest) [ ]

(b) If you entered a guilty plea to one count or indictment, and a not guilty plea to another
count or indictment, what did you plead guilty to and what did you plead not guilty to?
(c) If you entered a guilty plea pursuant to a plea bargain, state the terms and conditions of
the agreement.
6. If you went to trial, what kind of trial did you have? (Check one)
Jury [X]

Judge only [ ]

7. Did you testify at a pretrial hearing, trial, or post-trial hearing?
Yes [X]

No [ ]

8. Did you appeal from the judgment of conviction?
Yes [X]

No [ ]

(a) If you did not appeal, explain briefly why you did not:
9. If you did appeal, answer the following:
(a) Name of court:
United States Court of Appeals Tenth Circuit
(b) Docket or case number (if you know):
No. 09-8018
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(c) Result:
The court affirmed Mr. Solon’s conviction.
(d) Date of result (if you know):
February 17, 2010
(e) Citation to the case (if you know):
(f) Grounds raised:
(1) The District Court’s failure to comply with the requirements of the Speedy Trial
Act of 1974 requires dismissal of the criminal indictment.
(2) The District Court infringed on Mr. Solon’s right to present a complete defense
when it stopped his court-appointed expert witness from completing her forensic
examination by striking her funding authorization.
(3) The presiding judge committed structural error when he left the courtroom
during defense counsel’s closing argument.
(g) Did you file a petition for certiorari in the United States Supreme Court?
Yes [X]

No [ ]

If “Yes,” answer the following:
(1) Docket or case number (if you know):
No. 09-11513
(2) Result:
Denied

(3) Date of result (if you know):
October 4, 2010
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(4) Citation to the case (if you know):
United States v. Solon, 595 F.3d 1206, 1212 (10th Cir. 2010)
(5) Grounds raised:
Whether structural error results when an Article III judge walks out of the
courtroom during defense counsel’s closing argument, in derogation of his
duty of impartiality.
10. Other than the direct appeals listed above, have you previously filed any other motions,
petitions, or applications concerning this judgment of conviction in any court?
Yes [X]

No [ ]

11. If your answer to Question 10 was “Yes,” give the following information:
(a) (1) Name of court:
In the District Court for the District of Wyoming
(2) Docket or case number (if you know):
Case No. 07-CR-32-B
(3) Date of filing (if you know):
November 19, 2008
(4) Nature of the proceeding:
Motion for New Trial
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(5) Grounds raised:
The basis of the motion is the Honorable Judge Brimmer’s absence from the
Courtroom during a portion of defense counsel’s closing argument.
Defendant respectfully asserts that in this instance, the trial judge’s absence
during defense counsel’s summation constitutes a “structural error” because
the Jury may have inferred that defense was not worth listening to, thereby
prejudicing the Defendant. That was the essential holding in United States v.
Mortimer, 161 F.3d 240 (3rd Cir. 1998).
(6) Did you receive a hearing where evidence was given on your motion, petition, or
application?
Yes [ ]

No [X]

(7) Result:
Defendant’s Motion for New Trial was DENIED.
(8) Date of result (if you know):
January 21, 2009
(b) If you filed any second motion, petition, or application, give the same information:
(1) Name of court:
(2) Docket or case number (if you know):
(3) Date of filing (if you know):
(4) Nature of the proceeding:
(5) Grounds raised:
(6) Did you receive a hearing where evidence was given on your motion, petition, or
application?
Yes [ ]

No [ ]
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(7) Result:
(8) Date of result (if you know):
(c) Did you appeal to a federal appellate court having jurisdiction over the action taken on
your motion, petition, or application?
(1) First petition:

Yes [X]

(2) Second petition: Yes [ ]

No [ ]
No [ ]

(d) If you did not appeal from the action on any motion, petition, or application, explain
briefly why you did not:
12. For this motion, state every ground on which you claim that you are being held in violation
of the Constitution, laws, or treaties of the United States. Attach additional pages if you have
more than four grounds. State the facts supporting each ground.
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GROUND ONE: PROSECUTORIAL MISCONDUCT - I challenge my conviction on the
ground of Prosecutorial Misconduct. I was denied due process when Mr. James Anderson,
Assistant United States Attorney, in bad faith violated my rights as outlined in Amendments V
and VI.

(a) Supporting facts (Briefly summarize your claim. You may provide additional argument and
legal citations in a separate supporting memorandum):

See Attachment 1: Supporting Facts, Ground One, Pages 1-100

Challenge I:

My Fifth Amendment guarantee of due process was violated when Mr. Anderson, in bad faith,
ignored my right to be presumed innocent and failed to find the truth.

See Attachment 1: Supporting Facts, Ground One, Challenge I, Pages 3-11

Challenge II:

My Sixth Amendment right to trial by an IMPARTIAL jury was violated by Mr. Anderson when
in bad faith he misled the jury and the Court into trusting that his forensic computer expert was
highly qualified in determining whether or not a person KNOWINGLY possessed child
pornography.

See Attachment 1: Supporting Facts, Ground One, Challenge II, Pages 11-26
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Challenge III:

My Fifth Amendment guarantee of due process was violated when Mr. Anderson, in bad faith,
falsified evidence in order to extort a guilty plea from me.

See Attachment 1: Supporting Facts, Ground One, Challenge III, Pages 26-33

Challenge IV:

My Fifth Amendment right to due process was violated when Mr. Anderson, in bad faith,
vindictively issued a superseding indictment, adding an additional charge, after I withdrew my
guilty plea.

See Attachment 1: Supporting Facts, Ground One, Challenge IV, Pages 33-36

Challenge V:

My Fifth Amendment guarantee of due process and my Sixth Amendment right to a fair trial
were violated when Mr. Anderson, in bad faith, failed to introduce the Government’s main piece
of evidence – the hard drive.

See Attachment 1: Supporting Facts, Ground One, Challenge V, Pages 36-40
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Challenge VI:

My Fifth Amendment right to due process was violated when Mr. Anderson in bad faith
suppressed material evidence from the Court.

See Attachment 1: Supporting Facts, Ground One, Challenge VI, Pages 40-50

Challenge VII:

My Sixth Amendment right to a fair trial by an impartial jury and my Fifth Amendment right to
due process were violated when Mr. Anderson, in bad faith, “induced decision on a purely
emotional basis” by showing child pornography to the jury.

See Attachment 1: Supporting Facts, Ground One, Challenge VII, Pages 50-54

Challenge VIII:

My Sixth Amendment rights based on the presumption of innocence and my right to a fair trial
by an IMPARTIAL jury were violated when Mr. Anderson, in bad faith, confused the issues and
wasted time.

See Attachment 1: Supporting Facts, Ground One, Challenge VIII, Pages 55-68

Page 10

Challenge IX:

My Fifth Amendment right to due process and my Sixth Amendment rights based on the
presumption of innocence and the right to a fair trial by an IMPARTIAL jury were violated when
Mr. Anderson, in bad faith, misled and prejudiced the jury during his closing argument by
outright lying about Mr. Loehrs’ testimony and then proffering his own testimony in order to
rebut Ms. Loehrs.

See Attachment 1: Supporting Facts, Ground One, Challenge IX, Pages 69-100

(b) Direct Appeal of Ground One:

(1) If you appealed from the judgment of conviction, did you raise this issue?

Yes [ ]

No [X]

(2) If you did not raise this issue in your direct appeal, explain why:

My trial attorney, Mr. Smith, was ineffective when he did not recognize the
misconduct taking place on the part of the prosecutor, Mr. Anderson. And my
appellate attorney, Ms. Hayes, was ineffective in not recognizing the ineffectiveness
of Mr. Smith, and therefore, failed to raise these issues in appeal.
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(c) Post-Conviction Proceedings:

(1) Did you raise this issue in any post-conviction motion, petition, or application?

Yes [ ]

No [X]

(2) If your answer to Question (c)(1) is “Yes,” state:
Type of motion or petition:
Name and location of the court where the motion or petition was filed:
Docket or case number (if you know):
Date of the court’s decision
Result (attach a copy of the court’s opinion or order, if available):

(3) Did you receive a hearing on your motion, petition, or application?

Yes [ ]

No [ ]

(4) Did you appeal from the denial of your motion, petition, or application?

Yes [ ]

No [ ]

(5) If your answer to Question (c)(4) is “Yes,” did you raise this issue in the appeal?

Yes [ ]

No [ ]
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(6) If your answer to Question (c)(4) is “Yes,” state:

Name and location of the court where the appeal was filed:
Docket or case number (if you know):
Date of the court’s decision:
Result (attach a copy of the court’s opinion or order, if available):

(7) If your answer to Question (c)(4) or Question (c)(5) is “No,” explain why you did not
appeal or raise this issue:
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GROUND TWO: INEFFECTIVE ASSISTANCE OF COUNSEL – I challenge my
conviction on the ineffective assistance of my counsels, namely Mr. Thomas R. Smith during the
trial phase and Ms. Megan L. Hayes, during the appeal stage. My Sixth Amendment right to the
effective assistance of counsel and my Fifth Amendment right to due process were violated when
Mr. Smith and Ms. Hayes failed to take the appropriate actions in regards to my case.

(a) Supporting facts (Briefly summarize your claim. You may provide additional argument and
legal citations in a separate supporting memorandum):

Challenge I:

My Sixth Amendment right to the effective assistance of counsel and my Fifth Amendment right
to due process were violated when Mr. Thomas Smith ineffectively investigated the complexities
of this case and did not prepare my case for trial within the requisite range of competence needed
for a case of this type. In addition, Mr. Smith failed to file timely motions and failed to subject
prosecution’s case to meaningful adversarial testing.

See Attachment 1: Supporting Facts, Ground Two, Challenge I, Pages 101 -121

Challenge II:

My Sixth Amendment right to the effective assistance of counsel and my Fifth Amendment right
to due process were violated when Ms. Megan Hayes failed to raise certain issues, including
issues that had been preserved for appeal by my trial attorney, Mr. Thomas Smith.

See Attachment 1: Supporting Facts, Ground Two, Challenge II, Pages 122-127
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(b) Direct Appeal of Ground Two:

(1) If you appealed from the judgment of conviction, did you raise this issue?

Yes [ ]

No [X]

(2) If you did not raise this issue in your direct appeal, explain why:

My appellate attorney, Ms. Hayes, ineffectively made the decision to not include this
particular issue.

(c) Post-Conviction Proceedings:

(1) Did you raise this issue in any post-conviction motion, petition, or application?

Yes [ ]

No [X]

(2) If your answer to Question (c)(1) is “Yes,” state:
Type of motion or petition:
Name and location of the court where the motion or petition was filed:
Docket or case number (if you know):
Date of the court’s decision
Result (attach a copy of the court’s opinion or order, if available):

(3) Did you receive a hearing on your motion, petition, or application?

Yes [ ]

No [ ]
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(4) Did you appeal from the denial of your motion, petition, or application?

Yes [ ]

No [ ]

(5) If your answer to Question (c)(4) is “Yes,” did you raise this issue in the appeal?

Yes [ ]

No [ ]

(6) If your answer to Question (c)(4) is “Yes,” state:

Name and location of the court where the appeal was filed:
Docket or case number (if you know):
Date of the court’s decision:
Result (attach a copy of the court’s opinion or order, if available):

(7) If your answer to Question (c)(4) or Question (c)(5) is “No,” explain why you did not
appeal or raise this issue:
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GROUND THREE: SEARCH AND SEIZURE -- I challenge my conviction in USA v
SOLON based upon violation of my Constitutional rights outlined in AMENDMENTS IV and V
when Special Agents Balliett and Huff, in BAD FAITH, failed to seize the preponderance of the
evidence.

(a) Supporting facts (Briefly summarize your claim. You may provide additional argument
and legal citations in a separate supporting memorandum):

Special Agent Nicole D. Balliett prepared a facially valid Application and Affidavit for Search
Warrant listing approximately 58 items, without any exceptions, which included the entire
Computer System, to be seized. She and SA Randall Huff then proceeded, in BAD FAITH, to
ignore the warrant and to execute an “unreasonable search and seizure,” leaving the
preponderance of the items to be seized in my home and without a Chain of Custody
(AMENDMENT IV and AMENDMENT V).

See Attachment 1: Supporting Facts, Ground Three, Pages 128-146

(b) Direct Appeal of Ground Three:
(1) If you appealed from the judgment of conviction, did you raise this issue?
Yes [ ]

No [X]

(2) If you did not raise this issue in your direct appeal, explain why:
My appellate attorney, Ms. Hayes, ineffectively failed to raise this issue.
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(c) Post-Conviction Proceedings:
(1) Did you raise this issue in any post-conviction motion, petition, or application?
Yes [ ]

No [X]

(2) If your answer to Question (c)(1) is “Yes,” state:
Type of motion or petition:
Name and location of the court where the motion or petition was filed:
Docket or case number (if you know):
Date of the court’s decision
Result (attach a copy of the court’s opinion or order, if available):

(3) Did you receive a hearing on your motion, petition, or application?
Yes [ ]

No [ ]

(4) Did you appeal from the denial of your motion, petition, or application?
Yes [ ]

No [ ]

(5) If your answer to Question (c)(4) is “Yes,” did you raise this issue in the appeal?
Yes [ ]

No [ ]

(6) If your answer to Question (c)(4) is “Yes,” state:
Name and location of the court where the appeal was filed:
Docket or case number (if you know):
Date of the court’s decision:
Result (attach a copy of the court’s opinion or order, if available):

(7) If your answer to Question (c)(4) or Question (c)(5) is “No,” explain why you did not
appeal or raise this issue:
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GROUND FOUR: LOST AND DESTROYED EVIDENCE

(a) Supporting facts (Briefly summarize your claim. You may provide additional argument
and legal citations in a separate supporting memorandum):

Challenge I:

I challenge my conviction on the mishandling of my hard drive, in BAD FAITH, from the time it
left my home in the custody of SA Randall Huff, and particularly, the mishandling of the hard
drive upon its arrival at the ICAC office in Cheyenne. Any reliable information that the hard
drive could have held was lost and destroyed in the transition from my home to the “secure”
location in Cheyenne. I have been deprived of life, liberty and property without due process of
law. Amendment V.

See Attachment 1: Supporting Facts, Ground Four, Pages 147-152

Challenge II:

My Fifth Amendment right to due process was violated when Special Agents Huff and Balliett
failed to seize and maintain the chain of custody for the combination modem/router.

See Attachment 1: Supporting Facts, Ground Four, Pages 153-155
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Challenge III:

The Government acted in BAD FAITH when it failed to seize my entire Computer System. The
Government Agents executed a search warrant at my home on September 21, 2006 in Casper,
Wyoming, in BAD FAITH. I challenge my conviction based upon the evidence that was lost
and destroyed (and cannot be replaced) when the chain of custody was broken for my entire
Computer System, which violated my Fifth Amendment right to due process. I was deprived of
my life, liberty and property, without due process of law.

See Attachment 1: Supporting Facts, Ground Four, Pages 155-163

Challenge IV:

I challenge my conviction based upon Amendment VI. I was deprived of my right to confront
the “witnesses” against me.

See Attachment 1: Supporting Facts, Ground Four, Pages 164-165

(b) Direct Appeal of Ground Four:
(1) If you appealed from the judgment of conviction, did you raise this issue?
Yes [ ]

No [X]

(2) If you did not raise this issue in your direct appeal, explain why:
My appellate attorney, Ms. Hayes, ineffectively failed to raise this issue.
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(c) Post-Conviction Proceedings:
(1) Did you raise this issue in any post-conviction motion, petition, or application?
Yes [ ]

No [X]

(2) If your answer to Question (c)(1) is “Yes,” state:
Type of motion or petition:
Name and location of the court where the motion or petition was filed:
Docket or case number (if you know):
Date of the court’s decision
Result (attach a copy of the court’s opinion or order, if available):

(3) Did you receive a hearing on your motion, petition, or application?
Yes [ ]

No [ ]

(4) Did you appeal from the denial of your motion, petition, or application?
Yes [ ]

No [ ]

(5) If your answer to Question (c)(4) is “Yes,” did you raise this issue in the appeal?
Yes [ ]

No [ ]

(6) If your answer to Question (c)(4) is “Yes,” state:
Name and location of the court where the appeal was filed:
Docket or case number (if you know):
Date of the court’s decision:
Result (attach a copy of the court’s opinion or order, if available):
(7) If your answer to Question (c)(4) or Question (c)(5) is “No,” explain why you did not
appeal or raise this issue
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GROUND FIVE: INDICTMENTS -- On November 10, 2008, I was found guilty of the
charges in the Superseding Indictment filed September 25, 2008. I challenge my conviction on
the basis that the Government acted in BAD FAITH in pursuing the charges against me without
evidence and without attempting to establish probable cause.

(a) Supporting facts (Briefly summarize your claim. You may provide additional argument
and legal citations in a separate supporting memorandum):

Challenge I:

I challenge that the Government did not have sufficient evidence that I KNOWINGLY
possessed and KNOWINGLY attempted to receive child pornography as charged in the
Superseding Indictment. In fact, I challenge that the Government did not have ANY evidence
against me that I KNOWINGLY committed this crime.

See Attachment 1: Supporting Facts, Ground Five, Pages 166 -179

Challenge II:

I challenge my conviction based upon the files shown to the jury on November 5, 2008. The
“evidence” was alleged to have been on my computer on June 23, 2006 and September 20, 2006.
However, there was no evidence whatsoever that any of these files had ever been viewed. In
addition, none of these files were played from my hard drive and even if they had been played
from my hard drive, that hard drive had already been compromised when Agent Huff conducted
a forensic exam on the hard drive without the protection of a write-block device
See Attachment 1: Supporting Facts, Ground Five, Pages 179 -182
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Challenge III:

I challenge my conviction based upon the repeated accusation that I used “search terms” to
download child pornography. The following testimony indicates that the Prosecution’s Forensic
Computer Expert did not even know how to locate what “search terms” had been entered into my
computer.
See Attachment 1: Supporting Facts, Ground Five, Pages 183 -189

Challenge IV:

I challenge my conviction on the basis of Government Exhibit 39, the AVAST (AntiVirus Software) Report from my computer, which confirmed my computer was infested with
viruses and Trojans that allowed my computer to be open to someone remotely accessing it
without my knowledge. The fact there is no proof that I knowingly committed this crime, along
with the fact that malware was present on my computer, which made my computer vulnerable to
hackers, is a combination that creates more than enough reasonable doubt.
See Attachment 1: Supporting Facts, Ground Five, Pages 190 -201

(b) Direct Appeal of Ground Five:
(1) If you appealed from the judgment of conviction, did you raise this issue?
Yes [ ]

No [X]

(2) If you did not raise this issue in your direct appeal, explain why:
My appellate attorney, Ms. Hayes, ineffectively failed to raise this issue.

Page 23

(c) Post-Conviction Proceedings:

(1) Did you raise this issue in any post-conviction motion, petition, or application?
Yes [ ]

No [X]

(2) If your answer to Question (c)(1) is “Yes,” state:

Type of motion or petition:
Name and location of the court where the motion or petition was filed:
Docket or case number (if you know):
Date of the court’s decision
Result (attach a copy of the court’s opinion or order, if available):

(3) Did you receive a hearing on your motion, petition, or application?
Yes [ ]

No [ ]

(4) Did you appeal from the denial of your motion, petition, or application?
Yes [ ]

No [ ]

(5) If your answer to Question (c)(4) is “Yes,” did you raise this issue in the appeal?
Yes [ ]

No [ ]
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(6) If your answer to Question (c)(4) is “Yes,” state:

Name and location of the court where the appeal was filed:
Docket or case number (if you know):
Date of the court’s decision:
Result (attach a copy of the court’s opinion or order, if available):

(7) If your answer to Question (c)(4) or Question (c)(5) is “No,” explain why you did not
appeal or raise this issue:
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GROUND SIX: JURY PREJUDICE

(a) Supporting facts (Briefly summarize your claim. You may provide additional argument
and legal citations in a separate supporting memorandum):

My Fifth Amendment right to due process and my Sixth Amendment right to a fair trial by an
impartial jury were violated when the jury was prejudiced into reaching a verdict of guilty.
See Attachment 1: Supporting Facts, Ground Five, Pages 202 -212

(b) Direct Appeal of Ground Six:
(1) If you appealed from the judgment of conviction, did you raise this issue?
Yes [ ]

No [X]

(2) If you did not raise this issue in your direct appeal, explain why:
My appellate attorney, Ms. Hayes, ineffectively failed to raise this issue.

(c) Post-Conviction Proceedings:

(1) Did you raise this issue in any post-conviction motion, petition, or application?
Yes [ ]

No [X]
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(2) If your answer to Question (c)(1) is “Yes,” state:

Type of motion or petition:
Name and location of the court where the motion or petition was filed:
Docket or case number (if you know):
Date of the court’s decision
Result (attach a copy of the court’s opinion or order, if available):

(3) Did you receive a hearing on your motion, petition, or application?
Yes [ ]

No [ ]

(4) Did you appeal from the denial of your motion, petition, or application?
Yes [ ]

No [ ]

(5) If your answer to Question (c)(4) is “Yes,” did you raise this issue in the appeal?
Yes [ ]

No [ ]

(6) If your answer to Question (c)(4) is “Yes,” state:

Name and location of the court where the appeal was filed:
Docket or case number (if you know):
Date of the court’s decision:
Result (attach a copy of the court’s opinion or order, if available):

(7) If your answer to Question (c)(4) or Question (c)(5) is “No,” explain why you did not
appeal or raise this issue:
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13. Is there any ground in this motion that you have not previously presented in some federal
court? If so, which ground or grounds have not been presented, and state your reasons for
not presenting them:
Ground One: Prosecutorial Misconduct – The reason for not presenting this ground
in a federal court is because of the ineffectiveness of my counsel.
Ground Two: Ineffective Counsel - The reason for not presenting this ground in a
federal court is because of the ineffectiveness of my counsel.
Ground Four: Lost and Destroyed Evidence - The reason for not presenting this
ground in a federal court is because of the ineffectiveness of my counsel.
Ground Five: Indictment – The reason for not presenting this ground in a federal court
is because of the ineffectiveness of my counsel.
Ground Six: Jury Prejudice – The reason for not presenting this ground in a federal
court is because of the ineffectiveness of my counsel.

14. Do you have any motion, petition, or appeal now pending (filed and not decided yet) in any
court for the judgment you are challenging?
Yes [ ]
No [X]

If “Yes,” state the name and location of the court, the docket or case number, the type of
proceeding, and the issues raised.

15. Give the name and address, if known, of each attorney who represented you in the following
stages of the judgment you are challenging:
(a) At preliminary hearing:
Daniel G. Blythe, Federal Public Defender’s Office, 320 West 25th St, Cheyenne, WY
82001
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(b) At arraignment and plea:
Frank R. Chapman, CHAPMAN VALDEZ, PO Box 2710, Casper, Wyoming 82602
Thomas R. Smith, CHAPMAN VALDEZ, PO Box 2710, Casper, Wyoming 82602
(c) At trial:
Thomas R. Smith, CHAPMAN VALDEZ, PO Box 2710, Casper, Wyoming 82602
(d) At sentencing:
Thomas R. Smith, CHAPMAN VALDEZ, PO Box 2710, Casper, Wyoming 82602
(e) On appeal:
Megan L. Hayes, 910 Kearney Street, Laramie, Wyoming 82070
(f) In any post-conviction proceeding:

(g) On appeal from any ruling against you in a post-conviction proceeding:

16. Were you sentenced on more than one count of an indictment, or on more than one
indictment, in the same court and at the same time?
Yes [X]
No [ ]

17. Do you have any future sentence to serve after you complete the sentence for the judgment
that you are challenging?
Yes [X]
No [ ]

(a) If so, give name and location of court that imposed the other sentence you will serve in
the future:
United States District Court
For The District of Wyoming
Cheyenne, Wyoming

Page 29

(b) Give the date the other sentence was imposed:
March 2, 2009

(c) Give the length of the other sentence:
12 months
(f) Have you filed, or do you plan to file, any motion, petition, or application that
challenges the judgment or sentence to be served in the future?
Yes [ ]

No [X]

Please go to Question 18
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18. TIMELINESS OF MOTION: If your judgment of conviction became final over one year
ago, you must explain why the one-year statute of limitations as contained in 28 U.S.C. §
2255 does not bar your motion.*

On October 4, 2010 the Supreme Court of the United States denied Mr. Solon’s
petition for a writ of certiorari.
This motion is submitted in a timely manner.

* The Antiterrorism and Effective Death Penalty Act of 1996 (“AEDPA”) as contained in 28
U.S.C. § 2255, paragraph 6, provides in part that:
A one-year period of limitation shall apply to a motion under this section. The limitation
period shall run from the latest of —
(1) the date on which the judgment of conviction became final;
(2) the date on which the impediment to making a motion created by
governmental action in violation of the Constitution or laws of the United States
is removed, if the movant was prevented from making a motion by such
governmental action;
(3) the date on which the right asserted was initially recognized by the Supreme Court, if
that right has been newly recognized by the Supreme Court and made retroactively
applicable to cases on collateral review; or
(4) the date on which the facts supporting the claim or claims presented could have
been discovered through the exercise of due diligence.
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Therefore, movant asks that the Court grant the following relief:
GROUND ONE – Prosecutorial Misconduct:
Challenges I through IX: Set aside the judgment and discharge the prisoner, or any other
relief to which I may be entitled.
GROUND TWO – Ineffective Assistance of Counsel:
Challenges I and II: Set aside the judgment and discharge the prisoner, or any other relief
to which I may be entitled.
GROUND THREE – Search and Seizure:
Set aside the judgment and discharge the prisoner, or any other relief to which I may be
entitled.
GROUND FOUR – Lost and Destroyed Evidence:
Challenges I through IV: Set aside the judgment and discharge the prisoner, or any other
relief to which I may be entitled.
GROUND FIVE – Indictments:
Challenges I through IV: Set aside the judgment and discharge the prisoner, or any other
relief to which I may be entitled.
GROUND SIX – Jury Prejudice
Set aside the judgment and discharge the prisoner, or any other relief to which I may be
entitled.

Signature of Attorney: No Attorney
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GROUND ONE: PROSECUTORIAL MISCONDUCT - I challenge my conviction on the
ground of Prosecutorial Misconduct. I was denied due process when Mr. James Anderson,
Assistant United States Attorney, in bad faith violated my rights as outlined in Amendments V
and VI.

Federal Rules of Evidence, Rule 403 – Exclusion of Relevant Evidence on Grounds of Prejudice,
Confusion, or Waste of Time, states:

“Although relevant, evidence may be excluded if its probative value is substantially outweighed
by the danger of unfair prejudice, confusion of the issues, or misleading the jury, or by
considerations of undue delay, waste of time, or needless presentation of cumulative evidence.”

1

The Notes of Advisory Committee on Rules for Rule 403 state, in part:

“The case law recognizes that certain circumstances call for the exclusion of evidence which is
of unquestioned relevance. These circumstances entail risks which range all the way from
inducing decision on a purely emotional basis, at one extreme, to nothing more harmful than
merely wasting time, at the other extreme.

“Exclusion for risk of unfair prejudice, confusion of issues, misleading the jury, or waste of time,
all find ample support in the authorities. “Unfair prejudice” within its context means an undue
tendency to suggest decision on an improper basis, commonly, though not necessarily, an
emotional one.” 2

1

Legal Information Institute. Cornell University Law School. Federal Rules of Evidence.
http://www.law.cornell.edu/rules/fre/rules.htm
2
ibid. Notes to Rule 403. http://www.law.cornell.edu/rules/fre/ACRule403.htm
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Mr. Anderson at one extreme “induced decision on a purely emotional basis” by showing child
pornography to the jury, and at the other extreme, he confused the issues, misled the jury and
wasted the Court’s time. In between those two extremes, Mr. Anderson suppressed material
evidence, falsified evidence, and then vindictively increased the charges against me. These
improper actions in bad faith by Mr. James Anderson, Assistant United States Attorney, tainted
the trial with unfairness, which made my resulting conviction a denial of due process.

In a hearing held January 3, 2008, Mr. Anderson stated to the Court:

Page 4

Page 5

19

I first want to say that the Court – that as the

20

Court well knows, myself, every Assistant United States

21

Attorney and the agents that we work with take an oath that we

22

take very seriously to uphold the law, that we’re sworn to

23

uphold the United States Constitution and the laws of the

24

United States and the State of Wyoming, and that is an oath

25

that we take very seriously.

1

Prosecutors have a role within this system that is

2

unique. While we may appear to a outside objector to be

3

advocates, in fact, the prosecutor’s job is to seek a rather

4

lofty goal, and that is justice. We are to see that the guilty

5

are prosecuted and that the innocent are not unjustly charged.

6

And that is an oath that over the last 28 years I’ve certainly

7

tried to adhere to. 3

3

USA v SOLON, District of Wyoming, Case No. 07-CR-032B. Transcript of Sentencing Proceedings. Page 4, Line 19
to and including Page 5, Line 7. January 3, 2008.
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When a prosecutor stops seeking justice by not seeking the truth, he becomes an advocate. I will
provide evidence that Mr. Anderson acted as an advocate throughout this entire case, and
because of that, I, Nathaniel Solon, an innocent man, was “unjustly charged.”

Challenge I

My Fifth Amendment guarantee of due process was violated when Mr. Anderson, in bad
faith, ignored my right to be presumed innocent and failed to find the truth.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

In the January 3, 2008 hearing, Mr. Anderson admitted that when child pornography is found,
“things will be different” and “the benefit of the doubt,” or the presumption of innocence, will be
gone.

Page 8

4

17

… In fact, when they first did an onsite

18

preview of the defendant’s machine at his house, the software

19

that they were using didn’t show any child pornography and, as

20

a result of that, they gave him a break. They said, “Well,

21

gee, we will just take the hard drive for a couple of days and

22

examine it, but if we do find pornography, then things will be

23

different.” But certainly they tried. At the first they gave

24

him the benefit of the doubt. 4

ibid. Transcript of Sentencing Proceedings. Page 8, Lines 17-24. January 3, 2008.
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Once child pornography was discovered on my hard drive, the investigation stopped. It did not
matter to Mr. Anderson how it got there. As far as he was concerned, if it was on my computer,
I was guilty.

During trial, Mr. Anderson questions Agent Randall Huff, the prosecution’s top computer
forensic expert, on the length of time it takes to do a forensic examination of a hard drive.

Vol III, Page 99

1

Q.

Is that – when you folks do a forensic exam of a computer,

2

do you ever really get finished?

3

A.

4

find the end of the Internet. There’s just so much information

5

in these forensics that we can continue to dig and dig and dig.

6

Q.

7

of storage or information to be stored on a hard drive, right?

8

A.

No, you can go on with these forever. It is like trying to

And one of the reasons, there’s just huge, massive amounts

Correct.

5

Agent Huff testifies to this again when being questioned by Mr. Smith, my defense attorney:

Vol IV, Page 5

16

Q.

So someone could literally spend thousands of hours to try

17

to ferret out exactly what happened with a particular computer?

18

A.

Yes.

19

Q.

At some point you have to just call it good; would that be

20

a fair statement?

21

A.

22

our material, and at some point you have to stop, yes. 6

Well, we take the best information that we can glean from

5

USA v SOLON, District of Wyoming, Case No. 07-CR-032B. Transcript of Trial Proceedings. Volume III. Page 99,
Lines 1-8. November 5, 2008.
6
ibid. Transcript of Trial Proceedings. Volume IV. Page 5, Lines 16-22. November 6, 2008.
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While testifying in trial, Agent Huff admits he cannot determine whether or not I saw a deleted
file containing child pornography.

Vol III, Page 112

15

THE COURT: Back up a minute, Mr. Huff.

16

If you found a deleted file that came from the

17

incoming folder and then was deleted, does that mean that the

18

user apparently saw it in order to know enough to press the

19

delete button?

20
21

THE WITNESS: I couldn’t make a determination on
whether they saw it or not… 7

And again while being questioned by the prosecutor, Agent Huff admits there is no way to
determine whether or not a file containing child pornography has been viewed.

Vol III, Page 152

10

Q.

And again, any reason to believe or is there any way to

11

show that it was not viewed that night?

12

A.

There’s no way to show.

13

Q.

Either way, is there?

14

A.

That’s correct.

8

While being questioned by Mr. Smith, my defense attorney, Agent Huff continues to insist he
sees no indication that anyone viewed the images found on my computer.

Vol IV, Page 13

7
8

15

Q.

Okay. So the images and the movies that you showed in

16

court, collectively the Government showed in court, these were

ibid. Transcript of Trial Proceedings. Volume III. Page 112, Lines 15-21. November 5, 2008.
ibid. Transcript of Trial Proceedings. Volume III. Page 152, Lines 10-14. November 5, 2008.
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17

from files that weren’t previews but may have continued to

18

download?

19

A.

20

temporary folder, the Incomplete folder. Those had been

21

attempted to be previewed. The previews didn’t display any

22

content. However, those movies continued to build, and the

23

movies that I recovered you could preview – you could look at

24

and see child porn on those.

25
Vol IV, Page 14

Four of those movies I recovered were still in the

Three of them I recovered from the Recycler. Those

1

three –

2

Q.

3

viewed these images that were shown in court?

4

A.

All right. Now, do you have any indication that anyone
No. 9

And again when questioned by Mr. Smith, Agent Huff testifies he has no evidence certain files
were viewed.

Vol IV, Page 55

14

Q.

These two files that – well, only one of them was shown,

15

26. Is it accurate to say that there’s no evidence that 26 and

16

28 were ever viewed on September 20th?

17

A.

I didn’t find evidence of that, no. 10

And just to make sure Agent Huff had no evidence that I ever viewed those files, the prosecutor,
Mr. Anderson asks him once again:

9

ibid. Transcript of Trial Proceedings. Volume IV. Page 13, Line 15 to and including Page 14, Line 4. November 6,
2008.
10
ibid. Transcript of Trial Proceedings. Volume IV. Page 55, Lines 14-17. November 6, 2008.
Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 6

Vol IV, Page 57

18

Q.

(BY MR. ANDERSON) In regards to those last couple of

19

exhibits that we played and the exhibits – the three files

20

that were found that were child pornography that were found in

21

the Recycler –

22

A.

Yes.

23

Q.

-- you said that you had no evidence that they were viewed;

24

is that correct?

25

A.

That’s correct. 11

In addition to testifying there was no evidence I had ever viewed the files that were on my
computer, Agent Huff, when being cross-examined by my defense attorney, Mr. Smith, testified
he found absolutely nothing in my home suggesting an interest in child pornography.

Vol IV, Page 9

9

Q.

Mr. Huff, did you find – other than the hard drive you

10

seized, on the day of this search, did you find anything in Ned

11

Solon’s house suggesting an interest in child pornography?

12

A.

Not that I recall, no. 12

The prosecution’s top forensic computer expert repeatedly testified he found no evidence that I
saw, or even knew about, any child pornography on my computer. Consequently the only
“proof” Mr. Anderson had to offer that those files did not enter my computer accidentally (or
without my knowledge) was Agent Huff’s “opinion.”

Mr. Anderson, Assistant United States Attorney, questions the prosecution’s computer expert,
Agent Huff:

11
12

ibid. Transcript of Trial Proceedings. Volume IV. Page 57, Lines 18-25. November 6, 2008.
ibid. Transcript of Trial Proceedings. Volume IV. Page 9, Lines 9-12. November 6, 2008.
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Vol III, Page 162

12

Q.

Thank you very much. And in regards to the 46 files that

13

had names of child pornography – or child pornography names

14

attached to those files that were downloaded on September 20th

15

of 200 --

16

A.

‘6.

17

Q.

-- 6, was there any indication that those 46 files were

18

introduced to the computer by accident?

19

A.

Well, in my opinion, they weren’t.

13

Mr. Smith, defense attorney, questions Agent Huff about his opinion:

Vol III, Page 169

8

Q.

(BY MR. SMITH) All right. Mr. Anderson asked you about if

9

you thought this child pornography was introduced by accident,

10

and you expressed your opinion that it wasn’t, essentially?

11

A.

That’s correct.

12

Q.

All right. Would you agree with me that this evidence can

13

be subject to interpretation?

14

A.

Interpretation how?

15

Q.

Well, I mean, you gave your opinion based upon what you saw

16

and some factors that you considered, but would you agree that

17

someone else might see the same evidence and come to a

18

different conclusion?

19

A.

Someone else might, yes.

14

Directly before Agent Huff offered this “proof,” Prosecutor Anderson questioned Agent Huff
about malware:
13
14

ibid. Transcript of Trial Proceedings. Volume III. Page 162, Lines 12-19. November 5, 2008.
ibid. Transcript of Trial Proceedings. Volume III. Page 169, Line 8-19. November 5, 2008.
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Vol III, Page 161

Vol III, Page 162

22

Q.

Now in regards to this particular computer hard drive that

23

you examined, you mentioned earlier that you saw some

24

indications of viruses or other – what’s the word that I’m

25

looking for –

1

A.

Trojans.

2

Q.

-- that describe the type of files that you don’t want on

3

your computers?

4

A.

5

a lot of those can be classified as malware.

6

Q.

7

malware on this computer?

8

A.

9

computer. From what I saw, the computer virus detection

10

software that was installed on that computer appeared to have

11

deleted it all, though. 15

There’s viruses; there’s Trojans; there’s worms. Basically

That’s the word I was looking for, malware. Did you find

Yes, indications that there had been malware on that

Would it not then follow that the computer virus detection software may have also deleted the
files that came in through that malware? If my right to the presumption of innocence had
been in place, that issue would have been investigated.

But in an exchange between Mr. Anderson and his investigator, Agent Huff once again testified
that the prosecution’s only proof that I knowingly attempted to receive and possess child
pornography was Agent Huff’s beliefs and his opinions.

15

ibid. Transcript of Trial Proceedings. Volume III. Page 161, Line 22 to and including Page 162, Line 11.
November 5, 2008.
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Vol IV, Page 50

5

Q.

Based upon your training and based upon your experience, do

6

you have an opinion as to whether or not the defendant in this

7

matter, Mr. Solon, was deliberately trying to download child

8

pornography onto his computer on September 20th, 2006?

9

A.

10

look at child pornography on that computer on September 20th,

11

2006.

12

Q.

13

computer for an extended period of time that night?

14

A.

I believe Mr. Solon definitely attempted to download and

And did some of that child pornography reside on that

Yes.

15

MR. ANDERSON: Thank you.

16

THE COURT: Now, the question is was this done

17
18

knowingly. What is your opinion on that?
THE WITNESS: I believe it was done knowingly, Your

19

Honor, based on the text searches that bring back material of

20

that type to your computer. 16

Agent Huff did not make an objective judgment. He made an assumption. Agent Huff testified
he saw indications malware had been present on my computer. He repeatedly testified he found
no evidence I ever viewed those files found on my computer. He further testified no evidence
was found in my home suggesting an interest in child pornography. Given the facts Agent Huff
testified to, it is clear that further investigation needed to be done before Agent Huff could
realistically come to the conclusion I knowingly possessed and received child pornography. It is
Mr. Anderson’s duty to have his investigator dig further for the truth to ensure “the innocent are
not unjustly charged.” 17

16
17

ibid. Transcript of Trial Proceedings. Volume IV. Page 50, Lines 5-20. November 6, 2008.
ibid. Transcript of Sentencing Proceedings. Page 5, Line 5. January 3, 2008.
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Challenge II

My Sixth Amendment right to trial by an IMPARTIAL jury was violated by Mr. Anderson
when in bad faith he misled the jury and the Court into trusting that his forensic computer
expert was highly qualified in determining whether or not a person KNOWINGLY
possessed child pornography.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

The key here is KNOWINGLY. It was not illegal for me to have child pornography on my
computer. It would have been illegal for me to KNOWINGLY have child pornography on my
computer.

In a hearing held May 30, 2007, Mr. Anderson gave the Court his opinion about the computer
experts involved in this case.

Page 22

16

THE COURT: It seems to me before you can apply the

17

Trombetta doctrine, it should be shown that evidence has been

18

destroyed.

19

MR. ANDERSON: That’s exactly right. And, Judge,

20

I’ve got to tell you this, with all due respect to Mr. Coffey

21

and all due respect to Mr. Riley [sic], I think in this particular

22

matter there is misunderstanding by these gentlemen as to what

23

the forensic process and the forensic examination of computers

24

entails. And I don’t think that they’re totally aware of what

25

can be – what can be viewed and what can be extracted from a
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Page 23

1

hard drive using forensic software. I think both of these

2

gentlemen are very qualified at what they do. And I don’t

3

mean to insult or disabuse either individual, but what I would

4

say is this. I think they’re both very good at maintaining

5

networks. I think they’re both very good at maintaining

6

computers. I think they’re like mechanics. But this hard

7

drive is kind of like an automobile that’s been in a car

8

crash, and you don’t call a mechanic as an accident

9

reconstructionist. You call a – in this particular case,

10

we’re not dealing with forensic examiners. We’re dealing with

11

mechanics as such. We got the guy that’s the accident

12

reconstructionist sitting at our table. That’s been part of

13

the problem with this case, is that we’re dealing with

14

individuals that simply don’t quite understand what that hard

15

drive contains when you use forensic software tools to extract

16

that information. We haven’t destroyed any evidence, Judge.

17

We simply haven’t. 18

This is simply not true. With all due respect to Agent Huff and the work he does, it was brought
out in trial that he has very limited computer forensic skills. Contrary to what Mr. Anderson
stated, Agent Huff cannot be equated to an “accident reconstructionist.”

An accident reconstructionist needs to look at more than just the car. They need to look at the
conditions of the road, the condition of other objects connected with the accident, and the actions
of individuals involved. Agent Huff is the mechanic. He is trained to find child pornography.

18

USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Motion to Dismiss Proceedings. Page
22, Line 16 to and including Page 23, Line 17. May 30, 2007.
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He is not trained in the skills he would need to determine whether or not the user of that
computer KNEW child pornography was in their possession.
If you read the affidavits of both Robert Reilly19 and Gregory Coffey 20 it is readily apparent they
are the ones who can be equated to “accident reconstructionists,” not Agent Huff. Mr. Anderson
knew this. In his capacity as prosecutorial advocate, he purposely misled the Court by
diminishing the skills of my forensic computer experts while overinflating the skills of Agent
Huff.

Agent Huff has an impressive background in law enforcement and prominent experience in
locating child pornography. To bring this information before the Court, Mr. Anderson questions
Agent Huff about his education, training, and experience.

21

What Mr. Anderson did not explain to the jury was that none of the experience to which Agent
Huff testified was training in, or teaching of, the knowledge of forensically examining a
computer to discover exactly how child pornography may have gotten there.

Agent Huff has limited knowledge about the Limewire program (and other peer-to-peer software
systems) beyond how they are used to find and download child pornography. He has even less
understanding vis-à-vis malware (viruses, worms, and Trojans) and how those work to allow
someone to take control of a computer without the owner’s knowledge. Mr. Anderson knew this,
yet he misled the Court and the jury into believing Agent Huff’s skills were beyond reproach.

19

USA v SOLON. District of Wyoming. Case 2:07-CR-00032-CAB. Affidavit of Robert Reilly. Document 16-5. Dated
& Filed 04/13/2007.
20
USA v SOLON. District of Wyoming. Case 2:07-CR-00032-CAB. Complete Affidavit of Gregory J. Coffey.
Document 16-6. Dated & Filed 04/13/2007.
21
ibid. Transcript of Trial Proceedings. Volume II. Page 100, Line 3 to and including Page 112, Line 3. November
4, 2008.
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Mr. Smith, defense attorney, questions Agent Huff about his training and the experience he has
in finding out whether a person is KNOWINGLY in possession of child pornography. In the
extensive examination of Agent Huff's skills, it is revealed that Agent Huff lacked the forensic
knowledge needed for the Prosecution's case. 22 23 24

25 26

Agent Huff admitted his deficiency in

expert skills. 27

For example, while being questioned by defense attorney, Mr. Smith, the prosecution’s forensic
computer expert, Agent Huff, did not know how to locate the search terms that a user would
have used to search the World Wide Web:

Vol III, Page 166

6

Q.

Is there a log of search terms that he or some user of that

7

computer would have used, say, for an ordinary Internet search

8

like a Google search?

9

A.

I’m not sure I understand that question.

10

Q.

Well, in addition to Limewire, if Mr. Solon used the

11

computer for other purposes just for surfing on the web, it is

12

possible he would have used search terms to surf the web?

13

A.

Right. That’s correct, yes.

14

Q.

Now, is there a log of those search terms?

15

A.

Possibly. I’m not sure exactly. Depending on the type of

16

file browser that was used. I’ve never done any research on

22

ibid. Transcript of Trial Proceedings. Volume IV. Page 3, Line 23 to and including Page 4, Line 4. November 6,
2008.
23
ibid. Transcript of Trial Proceedings. Volume III. Page 165, Line 17 to and including Page 166, Line 20.
November 5, 2008.
24
ibid. Transcript of Trial Proceedings. Volume III. Page 170, Line 9 to and including Page 172, Line 13. November
5, 2008.
25
ibid. Transcript of Trial Proceedings. Volume III. Page 183, Line 15 to and including Page 184, Line 7. November
5, 2008.
26
ibid. Transcript of Trial Proceedings. Volume III. Page 184, Lines 12-16. November 5, 2008.
27
ibid. Transcript of Trial Proceedings. Volume III. Page 172, Lines 2-3. November 5, 2008.
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17

that, though.

18

Q.

19

may have used just surfing on the Internet?

20

A.

So you didn’t look in to see what kind of search terms he
No, I did not. 28

And again, while being questioned by the defense attorney, Agent Huff did not know what
evidence to look for indicating that someone may have hacked into the computer:

Vol III, Page 170

28

9

Q.

Now, with regard to remote access, what did you do to try

10

to determine if there had been any remote access?

11

A.

12

person that had set that up had talked about remote access, so

13

those were the two areas that I looked into, files that may

14

have been generated regarding remote access and talking to the

15

person that may have had some opportunity to do remote access

16

on that computer.

17

Q.

18

different ways for there to be remote access, is there not?

19

A.

No.

20

Q.

No? What is your understanding of – is there only one

21

way?

22

A.

23

that allows remote access. Many don’t. This particular

24

software operating system, however, was XP Professional, which

25

does have a remote access capability.

I looked at files that had been created. I know that the

Okay. There’s – conceptually there’s a number of

To start with, you have to have a software operating system

ibid. Transcript of Trial Proceedings. Volume III. Page 166, Lines 6-20. November 5, 2008.
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Vol III, Page 171

Vol III, Page 172

1

Q.

All right. And so that is the remote access that you

2

looked into?

3

A.

Yes.

4

Q.

All right. And what specific efforts did you do to look

5

into whether that remote access had been used?

6

A.

7

forensics exam to see if I could find any indication of remote

8

access.

9

Q.

And how would remote access be noted on the files?

10

A.

Well, I’m not sure. I couldn’t find very much activity

11

pertaining to remote access on that computer, and I’m not sure

12

what files were built or logged that pertained to remote

13

access.

14

Q.

15

didn’t know how files would be designated if they had been

16

remotely accessed, but you looked for that?

17

A.

18

computer that may pertain to remote access.

19

Q.

20

but I’m not sure I’ve heard the answer. How would you detect

21

whether the remote access that you looked into had been used?

22

A.

23

see if I could determine whether remote access had been used on

24

that computer.

25

Q.

1

indication if there had been remote access?

2

A.

3

expert.

I checked the files that I had recovered during the

And I’m sorry, sir. I believe I heard you say that you

I don’t know if any files are built or logged on the

Okay. So – and I’m sorry, sir. I’ve asked this question,

I would look for files that say “remote access” on them and

All right. So, in your opinion, there would be a clear

I can’t give a determination on that. I’m not a network
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4

Q.

I guess what I’m getting at is you’re looking for something

5

and you don’t know what you would be looking for?

6

A.

7

remote access listed to them. I know that remote access allows

8

another person to be on that computer, but I know that there’s

9

some activity that the end user would see if that computer is

10

being remote accessed as you’re sitting in front of it.

11

Q.

12

what to look for in this log file?

13

A.

Well, I looked for files that would have indications of

All right. Just to be clear, you wouldn’t know exactly
I didn’t. I don’t know exactly what to look for, no. 29

The settings for the Limewire program installed on my computer showed “forced” designations
for both the IP Address and the Port. Mr. Smith, defense attorney, questioned Agent Huff, the
prosecution’s forensic computer expert, as to what the “forced” designation meant:

Vol III, Page 183

Vol III, Page 184

23

Q.

Now, a few lines down there is a designation of a forced IP

24

address string and then what looks like an IP address. Do you

25

see that?

1

A.

I do.

2

Q.

Do you know what that means?

3

A.

Well, I know that at the time of the shutdown that would

4

have been the last IP address that was used by Limewire to

5

trade peer-to-peer files.

6

Q.

Okay. Do you know what the designation means “forced”?

7

A.

I’m not sure exactly what that designation means.

30

29

ibid. Transcript of Trial Proceedings. Volume III. Page 170, Line 9 to and including Page 172, Line 13. November
5, 2008.
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After the jury learned that the skills of the prosecution's computer expert were not adequate for
this case, Mr. Anderson repeatedly tried to disparage the skills of my forensic computer expert,
Ms. Loehrs. At times Prosecutor Anderson seemed desperate to demean Ms. Loehrs as
illustrated when my defense attorney, Mr. Smith, was questioning my forensic computer expert,
whose credentials, by the way, are extensive.

Vol V, Page 16

Vol V, Page 17

31

16

Q.

17

Government Exhibit 9, do you recognize that document?

18

A.

Yes, I do.

19

Q.

Okay. And for the jury’s information, what is that

20

document?

21

A.

22

are the 250 files that Agent Waters says was available for

23

sharing on June 23rd from IP address 65.100.95.9.

24

Q.

25

6/23 with what you found on the computer?

1

A.

2

Miss Loehrs, handing you what’s previously been admitted as

This was – this is a Government exhibit. I believe these

And did you compare the files that Agent Waters found on

I did, yes.
MR. ANDERSON:

I’m going to object to the last

3

statement of the witness and ask that it be stricken because it

4

is a misstatement of the evidence and it is a misstatement of

5

what Government Exhibit 9 is.

6

Government Exhibit 9 was an automatic download

7

obtained from a computer. It isn’t something that Agent Waters

8

claims or says was on a computer. Rather, it is a document

30

ibid. Transcript of Trial Proceedings. Volume III. Page 183, Line 23 to and including Page 184, Line 7. November
5, 2008.
31
ibid. Transcript of Trial Proceedings. Volume IV. Page 151, Line 16 to and including Page 155, Line 15.
November 6, 2008.
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9

containing files that were actually downloaded – a list of

10

files that were on that computer automatically generated, not

11

something that Agent Waters just kind of handwrote down, as I

12

think the witness seems to be intimating.

13

THE COURT: Well, that is your evidence.

14

MR. ANDERSON: It is. And so when somebody else has

15

got my evidence and they’re starting to say it is something

16

that it isn’t, I want to lodge an objection to the answer.

17

THE COURT: In this evidence there’s no – there’s no

18

evidence of what you’ve just said. You will have to establish

19

it first before you can make your motion. 32

Mr. Anderson’s motive with this objection was to mislead the jury into believing that Ms. Loehrs
isn’t an honest person. It was a ridiculous objection meant just for that purpose. The computer
does not “automatically generate” that report. Agent Waters had to command that computer to
generate the report, so apparently it was Mr. Anderson saying, “it is something that it isn’t,” for
the sole purpose of misleading the jury into thinking Ms. Loehrs cannot be trusted.

Mr. Anderson resorts to labeling Ms. Loehrs an “advocate,” insinuating if the price is right, she
will testify to anything.

Mr. Anderson, prosecutor, questions my forensic computer expert, Ms. Loehrs:

Vol V, Page 105

17

Q.

Now you and I both know that Limewire does not push files

18

onto a computer, correct?

19

A.

I don’t know that. I have seen articles that say you can

32

ibid. Transcript of Trial Proceedings. Volume V. Page 16, Line 16 to and including Page 17, Line 19. November
7, 2008.
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20

push. I haven’t physically pushed a file through Limewire.

21

And in the technology world I have learned long ago never to

22

say never.

23

Q.

Spoken like a true advocate…

33

My defense attorney, Mr. Smith, questions Ms. Loehrs about Government Exhibits 38 and 39,
which are reports from AVAST, the virus protection program installed on my computer.
Ms. Loehrs testifies that the reports show the virus protection was not working at the times child
pornography was introduced to my computer. Mr. Anderson did not expect this. He had
expected those exhibits to show the virus protection WAS working. When that didn’t happen, he
exploded.

My defense attorney, Mr. Smith questions Ms. Loehrs:

Vol V, Page 122

Vol V, Page 123

23

Q.

24

to skip from September 18th to the 21st.

25

A.

1

on again. When it turns off between the 18th and the 21st, we

2

don’t know. But at some point it turned off and then turned

3

back on again, and then stopped again at 2:17 which, you know,

4

likely that’s at some point during the seizure -- well, I’m

5

sorry. It goes on to 2:25. So it does start up again.

6

Q.

All right. And then that’s the end of it?

7

A.

Correct. Done with me?

8

Q.

I believe so.

9

33

I will go to the very next page. And we again would appear

This is the morning of the seizure. At 5:44 a.m. it turns

So did Government’s Exhibit 39 destroy your thought

ibid. Transcript of Trial Proceedings. Volume V. Page 105, Lines 17-23. November 7, 2008.
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Vol V, Page 124

10

about the possibility of there being a Trojan or a virus on

11

Mr. Solon’s computer?

12

A.

No, sir, it did not. I think it supports my conclusions.

13

MR. SMITH: Thank you. That’s all I have.

14

RECROSS-EXAMINATION

15

Q.

16

designed to do?

17

A.

18

viruses, Trojans, worms – and take some sort of action to

19

protect us from them.

20

Q.

21

rid of that stuff, correct?

22

A.

Oh, absolutely, you would hope.

23

Q.

And I see here that on August 4th that something called

24

Zlob was deleted?

25

A.

That’s correct, absolutely.

1

Q.

And then I see, going all the way down here, and I hear all

2

of this start and stop, and ooh, it doesn’t look like it is

3

working, ooh –

4
5

It is design to identify intrusions into our system –

What I would really like my antivirus software to do is get

MR. SMITH: Objection, Your Honor, to the form of the
question.

6
7

(BY MR. ANDERSON) What is an antivirus detection software

MR. ANDERSON: I’m being facetious and I apologize,
Judge.

8

THE COURT: Sustained.

9

Q.

10

rather than objectively analyzing –

11

(BY MR. ANDERSON) But when somebody starts advocating

MR. SMITH: I’ll object, again, Your Honor.
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12

MR. ANDERSON: I won’t apologize for that.

34

If you read the transcript it is clear that Ms. Loehrs was objectively analyzing.

35

Mr. Anderson,

in his role as prosecutorial advocate, didn’t like what he was hearing. He had to try to discredit
her. The next day he brought in a “real” expert to do just that.

Vol V, Page 3

8
9

MR. ANDERSON: Your Honor, I have several new faces at
my table this morning I would like to introduce to the Court.

10

THE COURT: By all means.

11

MR. ANDERSON: And the jurors. Good morning,

12

everyone. Seated immediately to my left is Bob Leazenby. Bob

13

Leazenby is a special agent with DCI assigned to the Internet

14

Crimes Against Children Task Force for over ten years.

15

Seated between Miss Balliett and Miss Hickerson is

16

Todd Coleman. Mr. Coleman just was hired on with the Wyoming

17

Division of Criminal Investigation assigned to the ICAC Task

18

Force. He’s a Master’s level forensic scientist certified in

19

computer forensics.

20

THE COURT: Fine. We’re glad to have them.

36

Once the defense rested, Mr. Anderson needed a few minutes to find out if his “real” expert
could dispute any of Ms. Loehrs’ testimony.

34

ibid. Transcript of Trial Proceedings. Volume V. Page 122, Line 23 to and including Page 124, Line 12.
November 7, 2008.
35
ibid. Transcript of Trial Proceedings. Volume V. Page 111, Line 5 to and including Page 124, Line 12. November
7, 2008.
36
ibid. Transcript of Trial Proceedings. Volume V. Page 3, Lines 8-20. November 7, 2008.
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Vol V, Page 125

14

THE COURT: Defense rests.

15

MR. ANDERSON: We will have – could I have just a few

16
17
18

minutes, Judge? I think I will have a short witness.
THE COURT: Yes, it is about time for an afternoon
recess. We will take one at this time. 37

One can infer that Mr. Anderson’s “real” expert could not dispute Ms. Loehrs’ testimony. The
prosecution rested without any rebuttal.

Vol V, Page 131

11
12

THE COURT: Now that we’ve gone through the
formalities, does the defendant rest?

13

MR. SMITH: Yes, we rest.

14

MR. ANDERSON: And we rerest.

15

THE COURT: You rerest.

16

MR. ANDERSON: Not calling any rebuttal.

17

THE COURT: No rebuttal?

18

MR. ANDERSON: No rebuttal. 38

Mr. Anderson, in his role as prosecutorial advocate, could not dispute Ms. Loehrs’ testimony
with an expert who was a “Master’s level forensic scientist certified in computer forensics.”
That left only Mr. Anderson to dispute Ms. Loehrs’ testimony, and the only way he could do that
was to discredit her with insinuations and outright lies in his closing argument to the jury.

37
38

ibid. Transcript of Trial Proceedings. Volume V. Page 125, Lines 14-18. November 7, 2008.
ibid. Transcript of Trial Proceedings. Volume V. Page 131, Lines 11-18. November 7, 2008.

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 23

Vol VI, Page 7

19

And, ladies and gentlemen, don’t be mistaken by the

20

testimony of the hired witness for the defense when she came in

21

here and bald faced said, “Well, I found no evidence. I found

22

no images of child pornography on the hard drive.” 39

Bald faced? Bald faced (lie) is what comes to mind when a person hears those words.
Ms. Loehrs never lied. Ms. Loehrs and Agent Huff were in total agreement about what files of
child pornography were found on my computer. There was absolutely no dispute that the files
were there. Mr. Anderson bald faced lied in order to mislead the jury into discrediting
Ms. Loehrs’ testimony.

As far as the “hired witness” remark, that was meant to be a derogatory comment. Mr. Anderson
is insinuating that Agent Huff, Agent Balliett, and Todd Coleman gave freely of their time out of
a sense of civic duty while Ms. Loehrs, like a hired gun, did the job she was hired to do.

Mr. Anderson continues his role as advocate during his closing argument:

Vol VI, Page 21

Vol VI, Page 22

39

24

And what’s the defense? Ladies and gentlemen of the

25

jury, I will tell you what the defense is. We even have an

1

acronym for this defense. If you talk to any cop or any

2

prosecutor they will know what this acronym means – S O D D I,

3

SODDI. You know what that stands for? Some Other Dude Did It.

4

Some Other Dude Did It. And we see it all the time in courts.

5

And ladies and gentlemen, please, when you’re considering this

6

defense, think about the credibility of the witnesses that have

7

appeared before you. Please think about the credibility of the

ibid. Transcript of Trial Proceedings. Volume VI. Page 7, Lines 19-22. November 10, 2008.
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8

witnesses before you, and in making your assessment of

9

credibility carefully scrutinize all of the testimony given by

10

a witness.

11

Vol VI, Page 23

And consider – consider the relation a witness may

12

bear to either side of the case. And, you know what, what was

13

the – what was the relation of the paid witness? Well, you

14

know, if you’re charging $250 an hour, you better deliver a

15

product. You better deliver a product.

8

40

Then we have the paid witness, Tami Loehrs. Charges

9

$250 an hour, and she doesn’t seem to know the role between an

10

expert and an advocate. You know what, somebody that comes in

11

a courtroom as an expert owes a jury, owes the Court some

12

objectivity. Some objectivity. You’re not supposed to be

13

coloring your answers and only doing their work selectively.

14

Instead she comes in and she wants to talk about anomalies and

15

talk in generalizations and so on.

16

And you know what, ladies and gentlemen, if you think

17

carefully about her testimony, all she offers you is

18

speculation. All she offers you is conjecture. And it is

19

twisted into making it sound like it is authoritative and the

20

real deal. But it isn’t. It isn’t. 41

Agent Huff is training officers all around the country to FIND child pornography and he should
be commended for that. Regrettably, Agent Huff does not know how to train people to find the
40

ibid. Transcript of Trial Proceedings. Volume VI. Page 21, Line 24 to and including Page 22, Line 15. November
10, 2008.
41
ibid. Transcript of Trial Proceedings. Volume VI. Page 23, Lines 8-20. November 10, 2008.
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SOURCE of that child pornography. The transcript clearly shows that Mr. Anderson used
insinuations and outright lies to mislead the jury into totally discounting Ms. Loehrs’ testimony,
while at the same time giving credibility to the only proof the prosecution had that I
KNOWINGLY received and possessed child pornography – Agent Huff’s opinion.

Challenge III

My Fifth Amendment guarantee of due process was violated when Mr. Anderson, in bad
faith, falsified evidence in order to extort a guilty plea from me.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

On October 2, 2007 I arrived at the Federal building for my scheduled trial. My attorney,
Frank Chapman, informed me that he had just been notified by the prosecutor, Mr. Anderson,
that the Government had proof that I downloaded child pornography from the Internet to my
hard drive and then saved it to a CD-ROM. Mr. Chapman said he could not defend against the
CD-ROM charges. The trial was set to begin and my computer experts did not have time to
investigate.

I had 15 minutes to accept the plea agreement. My family was out of money and my attorney
informed them it would cost an additional $25,000 to take it to trial. Even though I had never
seen child pornography, let alone copied it to a CD-ROM, I felt trapped. My attorney, Mr.
Chapman, had just told me he could not defend against the CD-ROM charges. Therefore, I
followed my attorney’s advice and accepted the plea agreement.
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When I accepted the plea agreement, I told the Court the truth -- I had never seen images of child
pornography on my computer:

Page 11

5

THE COURT: Very well.

6

Go ahead, Mr. Anderson.

7

MR. ANDERSON: I believe that that’s the – that’s the

8
9

So again, to recap, on or about September 20th in the

10

District of Wyoming the Defendant knowingly possessed the

11

hard drive. The hard drive was manufactured in a foreign country;

12

thus, it traveled in foreign and interstate commerce. And

13

finally, the hard drive contained digital images depicting

14

children engaged in sexually explicit conduct.

15

THE COURT: Mr. Solon, do you agree with that?

16

THE DEFENDANT: I guess, yes. I don’t know.

17

THE COURT: Is it true?

18

THE DEFENDANT: I don’t know if it is true or not. I

19

never saw the child pornography.

20

THE COURT: I realize that is your position.

21

Mr. Chapman.

22

MR. CHAPMAN: I believe there’s a sufficient factual

23

Page 12

nature and extent of the Government’s evidence.

basis, Your Honor, that it was in his possession.

24

THE DEFENDANT: Yes.

25

MR. CHAPMAN: He acknowledges that it was in his

1

possession.

2

THE DEFENDANT: It was in my possession.

3

THE COURT: And it had on its hard drive the pictures

4

depicting children in acts of sex?
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5

THE DEFENDANT: That’s what they tell me.

6

MR. CHAPMAN: That’s correct, Your Honor.

7

THE COURT: Very well. The Court finds that the plea

8

of guilty is a voluntary plea… 42

In that Change of Plea Proceedings held October 2, 2007, Mr. Anderson gave the Court this
statement:

Page 2

4
5

THE COURT: And this is the case of the United States
versus Nathaniel Solon.

6

Mr. Anderson.

7

MR. ANDERSON: Good morning, Your Honor. This is

8

Docket Number 07-CR-32-B. As the Court knows, this matter was

9

set for a jury trial to commence this morning. However, the

10

parties, through last-minute negotiations as well as the

11

examination of evidence at the last minute, realized that

12

things were not quite as they thought they were and have now

13

entered into a plea agreement.

14
15

The plea agreement provides that the Defendant will
plead guilty to the crime charged.

43

Later in that same hearing while presenting the Government’s evidence, Mr. Anderson failed to
disclose he had “evidence” that my computer had been used to copy child pornography to a CD.

42

ibid. Transcript of Change of Plea Proceedings. Page 11, Line 5 to and including Page 12, Line 8. October 2,
2007.
43
USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Change of Plea Proceedings. Page 2,
Lines 4-15. October 2, 2007.
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Page 8

Page 10

Page 11

22

MR. ANDERSON: Thank you very much, Your Honor. Your

23

Honor, if this matter were to proceed, the Government’s

24

evidence would establish… 44

8

MR. ANDERSON: Finally, Your Honor, a forensic

9

examination of the hard drive revealed that found in what’s

10

known as the unallocated space of the hard drive were images.

11

Specifically, seven images were recovered, including the named

12

image within the Indictment, those images depicting children

13

under the age of 18 that were engaged in explicit sexual

14

conduct as defined by 18 U.S.C. 2256. 45

7
8

MR. ANDERSON: I believe that that’s the – that’s the
nature and extent of the Government’s evidence.

46

But three weeks later, in a Prosecutor’s Statement dated October 26, 2007, Mr. Anderson
claimed:

“It appears from an examination of the Defendant’s hard drive that he would download child
pornography, view the downloaded files, access software used for copying material from a
hard drive to a CD-ROM and then delete the child pornography from the hard drive.” 47

Earlier in the year, Judge Brimmer ordered that all my computer components be deposited with
the Court and that no one could examine the hard drive unless both sides were present along with
44

ibid. Transcript of Change of Plea Proceedings. Page 8, Lines 22-24. October 2, 2007.
ibid. Transcript of Change of Plea Proceedings. Page 10, Lines 8-14. October 2, 2007.
46
ibid. Transcript of Change of Plea Proceedings. Page 11, Lines 7-8. October 2, 2007.
47
Prosecutor’s Statement. Case No. 2:07 cr-00032-CAB. Document 50. Filed 10-26-2007.
45
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a computer expert from the Court. Nothing was to be done in secret. How Mr. Anderson’s
“proof” came into existence without my computer experts having the opportunity to investigate
is a mystery to me.

Page 34

Page 35

12
13

denied for the reasons stated in the course of our discussion

14

And the computer parts are all placed in custody of the clerk

15

of this court. And that includes the hard drive that was

16

seized in the search warrant process. And that these

17

documents shall be examined only – by either party only in

18

the presence of either Beth Connelly, who is our computer

19

expert, or Zane Smith, who is another one, and a

20

representative of the other side also, so that – I think that

21

this is a game that’s got to be played with the cards face up,

22

and there – face up to everybody.

12

MR. SMITH: Your Honor, we will not be arguing that.
I guess I’m trying to understand if Mr. Anderson’s suggestion

14

is that we be able to view the mirror image without the other

15

party available, or is that –

17

49

48

13

16

48

THE COURT: All right. The motion to dismiss is

THE COURT: No, the other party is always going to be
available and right there.

18

MR. SMITH: Yes, sir. Okay. Thank you.

19

THE COURT: We’re not doing anything in secret.

49

ibid. Transcript of Motion to Dismiss Proceedings. Page 34, Lines 12-22. May 30, 2007.
ibid. Transcript of Motion to Dismiss Proceedings. Page 35, Lines 12-19. May 30, 2007.
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I was eventually able to withdraw my guilty plea. During trial while being questioned by my
defense attorney, Mr. Smith, my computer expert, Ms. Loehrs testified that there was no
evidence supporting Mr. Anderson’s “proof” that child pornography had been copied to a CD.

Vol V, Page 19

6

Q.

Now, did you look at CD burning activity to –

7

A.

Yes. Sorry.

8

Q.

And why did you do that?

9

A.

I always look for CD burning activity. Again, in these

10

cases people collect child pornography, so people are very

11

smart about it. They don’t want to get caught with it on their

12

computer, so they save it to other places. Most of the time

13

they save it somewhere hidden in their computer, but most of

14

the times they will put it onto disks, floppy disks, DVDs, CDs,

15

et cetera. So I look for some kind of burning information to

16

find out if actual CD-ROMs were burned with child pornography

17

on them.

18

Q.

19

pornography?

20

A.

Did you find any evidence of CD burning of child
No, I did not. 50

Granted, Ms. Loehrs was an expert for the defense. But Mr. Anderson’s own forensic computer
expert, Agent Huff, testified while being cross-examined by Mr. Smith that it was not his
“theory” that child pornography had been copied to a CD. If it wasn’t Agent Huff’s theory, then
whose theory was it? Agent Huff was Mr. Anderson’s only forensic computer expert presented
in Court testifying for the prosecution.

50

ibid. Transcript of Trial Proceedings. Volume V. Page 19, Lines 6-20. November 7, 2008.
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Mr. Smith, defense attorney, cross-examines Agent Huff, the prosecution’s forensic computer
expert:

Vol IV, Page 9

Vol IV, Page 10

18

Q.

Sir, at one time during your analysis of all this evidence

19

was it a part of your theory that Mr. Solon was – I should say

20

part of the Government’s theory that Mr. Solon was downloading

21

files, transferring them, say burning them to CDs and then

22

erasing the files?

23

A.

24

part of the question.

25

Q.

Was that part of the Government’s theory?

1

A.

You know, I’m not sure exactly what the Government’s theory

2

was. That’s not my theory, though.

3

Q.

4

document entitled a Prosecutor’s Statement?

5

A.

Was that part of my theory? Is that – I missed the first

All right. Okay. Did you take any part in preparing a

Prosecutor’s Statement? I don’t recall that.

51

If the prosecution’s top forensic computer expert on this case was not aware of this evidence,
then where did it come from? Mr. Anderson must have, in bad faith, falsified the evidence in an
effort to coerce me into pleading guilty, thereby violating my Fifth Amendment right to due
process.

51

ibid. Transcript of Trial Proceedings. Volume IV. Page 9, Line 18 to and including Page 10, Line 5. November 6,
2008.
Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 32

Challenge IV

My Fifth Amendment right to due process was violated when Mr. Anderson, in bad faith,
vindictively issued a superseding indictment, adding an additional charge, after I withdrew
my guilty plea.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

On January 18, 2007 I was initially charged with one count of knowingly possessing child
pornography. The Indictment reads:

THE GRAND JURY CHARGES THAT:

On or about September 20, 2006, in the District of Wyoming, the Defendant,
NATHANIEL SOLON, did knowingly possess a Maxtor Hard Drive, serial number
Y35609QE, containing digital images of child pornography, said digital images including
but not limited to an image entitled “PTHC] Porn _BB Sex_Not Yet 2yos Masturbation
Aid_Baby Girl Spreads WIDE for Sex Relief-Infants Pretty Cunt Illegally Fellated By
Understanding Pedo Mom!! _2.16.mpg” said image being produced using materials,
including the Maxtor Hard Drive, that was mailed, or shipped, or transported in
interstate or foreign commerce.
In violation of 18 U.S.C. Section 2252A(a)(5)(B) and (b)(2).
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A TRUE BILL:
Gary Joy, Foreperson.
Matthew H. Mead, United States Attorney 52

After Mr. Anderson used falsified evidence to coerce me into pleading guilty to this charge, I
was allowed to withdraw my guilty plea at a hearing held September 17, 2008. During this
hearing, Mr. Anderson told my attorney that if I planned to bring this to trial, he would be taking
a request to the Grand Jury the following Monday to add additional charges.

One week later, on September 25, 2008, a Superseding Indictment was filed adding an additional
charge of knowingly attempting to receive child pornography.

THE GRAND JURY CHARGES THAT:

COUNT ONE

On or about September 20, 2006, in the District of Wyoming, the Defendant,
NATHANIEL SOLON, did knowingly possess a Maxtor Hard Drive, serial number
Y35609QE, containing one or more digital images of child pornography, said image or
images being produced using materials, including the Maxtor Hard Drive, that was
mailed, or shipped, or transported in interstate or foreign commerce.

In violation of 18 U.S.C. Sections 2252A(a)(5)(B) and (b)(2).

52

Indictment, USA v SOLON, Case 2:07-cr-00032-CAB, Document 1, Filed 01/18/2007.

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 34

COUNT TWO

On or about September 20, 2006, in the District of Wyoming, the Defendant,
NATHANIEL SOLON, did knowingly attempt to receive child pornography that had been
mailed, shipped, or transported in interstate commerce, to wit: via the internet using a
computer, the Defendant attempted to download one or more digital image files depicting
children engaged in sexual explicit conduct.

In violation of 18 U.S.C. Sections 2252A(a)(2)(A) and (b)(1).

A TRUE BILL: FOREPERSON
Kelly H. Rankin, United States Attorney 53

At the time the Superseding Indictment was issued, I had been in jail for one year and eight
months. During that one year and eight months no additional charges were filed. It wasn’t until
one week after withdrawing my guilty plea and exercising my constitutional right to a trial by
jury, that I was slapped with an additional charge of knowingly receiving child pornography.
This vindictive act in bad faith by Mr. Anderson, Assistant United States Attorney, violated my
Fifth Amendment right to due process.

53

Superseding Indictment. USA v SOLON, Case 2:07-cr-00032-CAB, Document 98, Filed 09/25/2008.
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Challenge V

My Fifth Amendment guarantee of due process and my Sixth Amendment right to a fair
trial were violated when Mr. Anderson, in bad faith, failed to introduce the Government’s
main piece of evidence – the hard drive.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

During trial, Mr. Anderson never moved for the introduction of the hard drive into evidence. A
photograph of the hard drive was introduced as Government Exhibit 21,54 but the hard drive
itself was never introduced or received. Since the hard drive was Mr. Anderson’s ONLY
evidence, it should have been submitted to the Court. This entire case is based on what is
contained in that hard drive. Without the hard drive, there is no case.

The Court fully expected the hard drive to be submitted as evidence. During a hearing held May
30, 2007, the Court made the following statement to my defense attorney, Mr. Smith:

Page 11

13

MR. SMITH: I would just submit it’s very difficult

14

to know if there has been destruction of evidence or not. And

15

with Government saying repeatedly how important it is to take

16

the entire system, that that casts –

54

ibid. Transcript of Trial Proceedings. Volume III. Page 87, Line 20 to and including Page 88, Line 7. November 5,
2008.
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17

THE COURT: Well, isn’t that an argument that you

18

would properly make when the Government offers the evidence of

19

the hard drive?

20

MR. SMITH: Yes, it is, Your Honor. Yes, it is. 55

And then later in that hearing, the Court repeated again:

Page 18

25

THE COURT: Well, if the removal of the hard drive

Page 19

1

from the machine resulted in the destruction of some evidence,

2

isn’t that something that the defense will have to prove prior

3

to the admission of the hard drive?

56

Unfortunately, the defense never got the chance to object, argue, or prove anything “prior
to the admission of the hard drive.” In a blatant disregard for my Fifth and Sixth Amendment
rights, and in bad faith, Mr. Anderson, Assistant United States Attorney, never introduced the
hard drive into evidence so it could be examined.

Rule 401 of the Federal Rules of Evidence gives the definition of “Relevant Evidence.”
It states:

Rule 401. Definition of “Relevant Evidence”

“Relevant Evidence” means evidence having any tendency to make the existence of any
fact that is of consequence to the determination of the action more probable or less
probable than it would be without the evidence.

57

55

ibid. Transcript of Motion to Dismiss Proceedings. Page 11, Lines 13-20. May 30, 2007.
ibid. Transcript of Motion to Dismiss Proceedings. Page 18, Line 25 to and including Page 19, Line 3. May 30,
2007.
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Perhaps if Mr. Anderson had introduced the hard drive itself into evidence it may have
had a “tendency to make the existence of any fact that is of consequence to the determination of
the action more or less probable than it would be without the evidence.” But by that point, the
hard drive had already been opened to contamination and Mr. Anderson knew that.

Challenge I of Ground Four, Lost and Destroyed Evidence (pages 147-152), contests
Agent Huff contaminating the integrity of my hard drive by hooking it up to something other
than my computer system without the protection of a write-block device, a device that would
prevent anything from being written to my hard drive. While my hard drive was hooked up
without the write-block device, Agent Huff conducted a forensic examination, opening up my
hard drive to contamination from both Agent Huff and from the system he used to examine that
hard drive.

The following is Agent Huff’s testimony while being questioned by Prosecutor
Anderson:

Vol. III, Page 86

57

4

A.

Later on – if I can check my report here, within – let’s

5

see. The 23rd of September –22nd of September I tried to

6

conduct another preview using forensic software, and I still

7

didn’t find anything of value. The day after that I imaged the

8

hard drive to my forensic machine.

9

Q.

10

you just talked about. What is the forensic – how do you

11

conduct a forensic exam of a computer?

12

A.

All right. Let’s talk about forensic examinations and what

You have to have a computer to work from. What we do is we

Legal Information Institute. Cornell Law School. http://www.law.cornell.edu/rules/fre/rules.htm
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13

take an evidence hard drive and we do a bit-by-bit transfer of

14

all the media, of all the electronic data, the digital data

15

that’s stored in that hard drive. And we transfer that from

16

the suspect hard drive to our forensic hard drive computer.

17

But we also place what’s called a write-block device.

18

That write-block prevents me or my computer from writing any

19

additional information on that suspect computer. We don’t want

20

to change any, add any or delete any evidence on that suspect

21

hard drive, so this process takes hours. Sometimes, depending

22

on the size of the hard drive.

58

To reiterate, Agent Huff testified that it is important to do a bit-by-bit transfer of all the
data that is stored in that hard drive and he testified how important it is to use a write-block
device. The fact Agent Huff did not do this was lost in the explanation of the protocol normally
used. Agent Huff admits the day before he began this bit-by-bit transfer, he examined the hard
drive without the protection of a write-block device opening my hard drive up to contamination.

The Government’s ONLY piece of evidence was my hard drive. The integrity of that
hard drive had been destroyed. Mr. Anderson was aware of this fact, which could be why he did
not bring the hard drive into the courtroom, let alone introduce it as evidence for the Defense to
examine. That hard drive was absolutely relevant to my case and if it had been entered into
evidence and opened to examination, the determination of guilt could have very likely been less
probable than it was without the evidence.

58

ibid. Transcript of Trial Proceedings. Volume III. Page 86, Lines 4-22. November 5, 2008.
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Challenge VI

My Fifth Amendment right to due process was violated when Mr. Anderson in bad faith
suppressed material evidence from the Court.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

During a hearing held May 30, 2007, an agreement was reached to deposit all computer parts
with the Court (including the hard drive). Neither side could investigate this evidence without
the other side being present. In addition, an expert from the Court would always be present
while the evidence was being examined.

During that hearing Mr. Anderson suggested to the Court that a copy of the hard drive be created
so that experts could work from that copy.

Page 35

1

MR. ANDERSON: He suggests this, Judge, that the

2

original hard drive be placed in a sealed envelope, and that

3

we provide in addition to that – that copy, we provide one

4

copy of that hard drive to be used by the parties. And

5

further stipulate that a write block device be placed on the

6

hard drive so that no alteration of the hard drive, the copy,

7

can be made. That’s simple forensics – that’s what every

8

forensic examiner in the country does when they are examining

9

hard drives.
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10
11

THE COURT: Well, of course, they’re going to argue
that the copy of the hard drive was not properly made.

59

Page 35

25

Page 36

1

copy of the hard drive so that you can both use it in the

2

preparation of your cases, I’m willing to see that done.

3

MR. ANDERSON: Thank you, Judge.

4

THE COURT: But I don’t want to have the other side

5

THE COURT: If you two can agree on the making of a

then saying that the copy wasn’t made right.

6

MR. SMITH: Yes.

7

THE COURT: The copy shall be made in the presence of

8

experts from each side, then they’ll know it’s done right.

60

Mr. Anderson, prosecutor, failed to mention that his forensic computer expert, Agent Huff,
already had a copy of this hard drive on his forensic computer. With no mention to the Court
that this particular copy existed on Agent Huff’s forensic machine, and with no discussion about
how THAT particular piece of evidence should be handled, this left the prosecution’s forensic
computer expert, Agent Huff, free to investigate the hard drive at any time without anyone from
the defense or the Court monitoring the situation.

During trial the testimony of this additional copy came to light. Agent Huff testified that on or
about September 23, 2006 he created an image of the hard drive and placed it on his forensic
machine.

59

ibid. Transcript of Motion to Dismiss Proceedings. Page 35, Lines 1-11. May 30, 2007.
ibid. Transcript of Motion to Dismiss Proceedings. Page 35, Line 25 to and including Page 36, Line 8. May 30,
2007.
60
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Mr. Anderson, Assistant United States Attorney, questions his computer expert, Agent Huff:

Vol III, Page 85

25

Q.

What – did you have anything else to do with that

Vol III, Page 86

1

particular hard drive?

2

A.

I did.

3

Q.

What was that?

4

A.

Later on – if I can check my report here, within – let’s

5

see. The 23rd of September – 22nd of September I tried to

6

conduct another preview using forensic software, and I still

7

didn’t find anything of value. The day after that I imaged the

8

hard drive to my forensic machine.

9

Q.

10

you just talked about. What is the forensic -- how do you

11

conduct a forensic exam of a computer?

12

A.

13

take an evidence hard drive and we do a bit-by-bit transfer of

14

all the media, of all the electronic data, the digital data

15

that’s stored in that hard drive. And we transfer that from

16

the suspect hard drive to our forensic hard drive computer.

All right. Let’s talk about forensic examinations and what

You have to have a computer to work from. What we do is we

61

Agent Huff’s copy of the hard drive on his forensic computer was never mentioned when the
Court ordered that all the evidence be placed with the Court. Mr. Anderson kept Agent Huff’s
copy secret, which left it solely in the hands of the prosecution, violating my Fifth Amendment
right to due process.

61

ibid. Transcript of Trial Proceedings. Volume III. Page 85, Line 25 to and including Page 86, Line 16. November
5, 2008.
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Regarding the submission of the rest of the computer system into evidence, the following
exchange took place during a hearing held May 30, 2007 whereby the Court ordered that all
computer components be deposited with the Court and submitted into evidence.

Page 5

Page 6

21

THE COURT: Well, what are you getting at?

22

MR. SMITH: I’m getting at that it is our position

23

that the Government knew, by what is stated in this affidavit,

24

sworn affidavit for issuance of the warrant, the importance of

25

seizing the entire system.

1
2

THE COURT: So your complaint is that they took only
the hard drive and not the whole computer?

3

MR. SMITH: Yes, sir. It is a dynamic system.

4

There’s information in the system – there’s information in

5

the operating system.

6

THE COURT: Well, that’s something that’s a battle of

7

the experts. You’re saying that the hard drive is not the

8

sole evidence.

9

MR. SMITH: That is correct.

10

THE COURT: And that they left with the defendant’s

11

family some of the evidence.

12

MR. SMITH: Yes, sir.

13

THE COURT: All right. What’s wrong with that?

14

MR. SMITH: Well, what’s wrong with that right now

15
16
17

is –
THE COURT: Is the defendant’s family likely to
tamper with it?

18

MR. SMITH: No, sir, I don’t believe so.

19

Let me go back –
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20
21
22
23
24
25
Page 7

MR. SMITH: And, frankly, Your Honor, that is a very
important issue, as we have here –
THE COURT: Is there evidence on the computer that
you just laid down?
MR. SMITH: Yes, there is.

2

THE COURT: All right. And what is that evidence?

3

MR. SMITH: Well, thus far – thus far,

5

Mr. Greg Coffey
THE COURT: If there’s evidence, I’m going to direct

6

you to leave that computer with the clerk. You can have

7

access to it, the Government can have access to it.

8
9
10
11

20
21
22
23
24
25

Page 30

both to you and the Government.

1

4

Page 29

THE COURT: Then that evidence is still available

MR. SMITH: If that’s the Court’s order, obviously,
but if I may, Your Honor –
THE COURT: Well, that way whatever’s there we’ll
preserve. 62

THE COURT: And are those items that you just laid at
the foot of your podium the defendant’s original items?
MR. SMITH: To the best of my knowledge, Your Honor.
Again we don’t have a –
THE COURT: Deposit them with the clerk too and we’ll
have them where we know there’s no tampering.

1

MR. SMITH: Yes, sir.

2

Your Honor, I understand the Court’s ruling, but I

62

ibid. Transcript of Motion to Dismiss Proceedings. Page 5, Line 21 to and including Page 7, Line 11. May 30,
2007.
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3

would just say that it is extremely difficult for me and my

4

experts to consult, to –

5

Page 34

THE COURT: I have at least three computer experts on

6

this staff that I think are as good as anybody, and I’m

7

going – any examination of this by either party will be in

8

presence of one of those.
63

9

MR. SMITH: Yes, sir.

12

THE COURT: All right. The motion to dismiss is

13

denied for the reasons stated in the course of our discussion

14

And the computer parts are all placed in custody of the clerk

15

of this court. And that includes the hard drive that was

16

seized in the search warrant process. And that these

17

documents shall be examined only – by either party only in

18

the presence of either Beth Connelly, who is our computer

19

expert, or Zane Smith, who is another one, and a

20

representative of the other side also, so that – I think that

21

this is a game that’s got to be played with the cards face up,

22

and there – face up to everybody.

64

My defense attorney, Mr. Smith, expresses his concern that the prosecution will attempt to
prevent the computer system from being entered into evidence. The Court ensures Mr. Smith,
“there’s nothing to worry about.”

63

ibid. Transcript of Motion to Dismiss Proceedings. Page 29, Line 20 to and including Page 30, Line 9. May 30,
2007.
64
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Page 7

Page 8

20

MR. SMITH: I don’t agree -- I’m just telling the

21

Court that Mr. Solon had this computer, had some work done on

22

it to get a new hard drive put in, had some maintenance work,

23

I believe, by Mr. Riley [sic]. And then Mr. Solon was arrested in

24

January. And so Mr. Solon had this computer, and then it was

25

in custody of his daughter and at his house there for a few

1

months. So there is a tremendous question here as to the

2

admissibility of this evidence. And one of my concerns has

3

been that the Government say, oh, this isn’t any big deal that

4

we didn’t seize the computer, and then when we go to trial we

5

try to submit some evidence based upon what’s in this computer

6

and they say, well, there’s no proper chain of custody.

7
8

THE COURT: There’s nothing to worry about. From now
on the computer will be here.

65

Even Mr. Anderson chimes in that it is fine with the prosecution if Mr. Smith uses “the box,”
meaning the computer system.

Page 23

18

THE COURT: Well, of course, that is one of the

19

issues, whether or not evidence of any type has been

20

destroyed. So far I haven’t heard of it.

21

MR. ANDERSON: Sure. And I got to tell you, if

22

Mr. Smith wants to use this box, it’s been in the possession

23

of his client, we’re not going to say, oh, gee, there’s

24

problems with the use of that. If they want to use the box,

65

ibid. Transcript of Motion to Dismiss Proceedings. Page 7, Line 20 to and including Page 8, Line 8. May 30,
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Page 24

25

that’s – that’s fine with us. I told Mr. Smith in a

1

conversation the other day that’s a matter of credibility,

2

that’s a matter of weight. It’s not a matter of

3

admissibility, as far as I’m concerned. 66

During trial, both sides used the computer system parts in questioning witnesses. Mr. Smith,
defense attorney, first showed the various computer system parts while questioning the
prosecution’s expert, Agent Balliett:

Vol II, Page 71

10

Q.

(BY MR. SMITH) Agent Balliett, I’ve marked this item as

11

Exhibit H-1. Do you recognize this item?

12

A.

I don’t.

13

Q.

This monitor that I’ve marked for identification as

14

Exhibit H-2, do you recognize that?

15

A.

I do not.

16

Q.

Mouse as H-3?

17

A.

No.

18

Q.

This keyboard I’ve marked as H-4, do you recognize that?

19

A.

No, I do not.

20

Q.

And this item that reads on it a DSL modem marked as H-5,

21

do you recognize it?

22

A.

No, I do not.

67

66

ibid. Transcript of Motion to Dismiss Proceedings. Page 23, Line 18 to and including Page 24, Line 3. May 30,
2007.
67
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Later Mr. Anderson uses these same Defendant Exhibits while questioning his expert, Agent
Balliett, who failed to correctly identify the modem as a combination modem/router and the
importance of that component to the case. Mr. Anderson asks his expert to identify the various
components (Defendant Exhibits H-1 through H-5) and questions her on the importance of each
component.

68

During this questioning, Mr. Anderson, in his role as prosecutorial advocate,

diminishes the importance of the entire computer system, not only here, but throughout this
entire case in opposition to my forensic computer experts. These issues are addressed in
Grounds Three and Four, Search and Seizure and Lost and Destroyed Evidence.

My defense attorney, Mr. Smith, again uses Defendant Exhibits H-1 through H-5 while crossexamining Agent Huff. Once again Prosecutor Anderson doesn’t object to the use of these
Defendant Exhibits. 69 As long as it wasn’t being testified to that the modem was a router and
that, as a modem, it did not contain any memory, Mr. Anderson was fine with those Defendant
Exhibits being used.

But when my defense attorney, Mr. Smith, began to elicit testimony that the modem was actually
a combination modem/router and it did contain memory that should have been investigated, Mr.
Anderson immediately jumped to put a stop to it.

My defense attorney, Mr. Smith, questions my forensic computer expert, Ms. Loehrs, in the
following exchange:

Vol V, Page 55

15

Q.

Do you recall Agent Huff’s testimony with regard to the

16

value of the modem or the router and seizing that in this case?

17

A.

Yes, I do.

68

ibid. Transcript of Trial Proceedings. Volume II. Page 89, Line 18 to and including Page 93, Line 15. November
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18

Q.

19

terms interchangeable?

20

A.

Not really.

21

Q.

All right. What’s the – what is the better term?

22

A.

Well, it is – that particular DSL modem is an Action Tech.

23

I do believe technically it is a router because I believe it

24

has DHCP capabilities.

25

Q.

1

marked as H-5?

2

A.

Correct.

3

Q.

Have you done any research into that router?

4

A.

Yes. And actually I’ve set up many of those routers.

5

Q.

Okay. Let me hand you what’s been marked as Defendant’s

6

Exhibit R.

7

And I’m sorry. I used “modem” or “router.” Are those

And you’re talking about this item I’ve been carting around

MR. ANDERSON: I’m going to object to any further

8

testimony regarding this particular matter. I don’t think H-5

9

is in evidence. I don’t think it has been proven up.

10

THE COURT: H-5 has never been received.

11

MR. SMITH: That’s correct, Your Honor. It has not.

12

MR. ANDERSON: Is this – and this is about H-5 or

13

whatever it is – H-5, yeah.

14

Q.

15

sometimes stored information on routers?

16

A.

(BY MR. SMITH) Let me ask you generally, is there

Yes.

70

70

ibid. Transcript of Trial Proceedings. Volume V. Page 55. Line 15 to and including Page 56, Line 16. November
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Mr. Anderson, in his role as prosecutorial advocate, worked hard to suppress material evidence.
He was able to go forward with this case even though the entire computer system was not seized
(as outlined in Ground Three and Ground Four). After that system was entered into evidence, it
was fine for Mr. Anderson to use it to his own advantage in justifying not seizing the entire
computer system, but when things turned the other way, Mr. Anderson attempts to block the use
of that evidence.

In addition, Mr. Anderson failed to notify the court about a material piece of evidence that was
located in his computer expert’s forensic computer. My Fifth Amendment right to due process
and my Sixth Amendment right to a fair trial were violated in bad faith by these actions of
Mr. Anderson, Assistant United States Attorney.

Challenge VII

My Sixth Amendment right to a fair trial by an impartial jury and my Fifth Amendment
right to due process were violated when Mr. Anderson, in bad faith, “induced decision on a
purely emotional basis” by showing child pornography to the jury.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

“Unfair prejudice” within its context means an undue tendency to suggest decision on an
improper basis, commonly, though not necessarily, an emotional one.” 71

71

Legal Information Institute. Cornell University Law School. Federal Rules of Evidence. Notes to Rule 403.
http://www.law.cornell.edu/rules/fre/ACRule403.htm
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Mr. Anderson, in bad faith, used “unfair prejudice” in showing child pornography to the jury in
an attempt to distract them from the facts of this case and to “suggest decision on an improper
{emotional} basis.”

Mr. Smith, defense attorney, in his closing argument to the jury, stated the following:

Vol VI, Page 30

9

The Judge will be reading you what’s called a

10

contingent instruction saying basically the same. Ned does not

11

dispute that the Government was able to download – excuse

12

me – to recover digital images containing child pornography

13

from his hard drive. He’s never contested that. There was

14

really no need to show you that garbage and that filth. That’s

15

really not at issue. And these file names, these ugly file

16

names, the times they came in and so forth, really none of that

17

is at issue. 72

Testimony throughout the trial showed this to be true. There was no dispute my computer
contained child pornography. The only thing in dispute was whether I knew there was child
pornography on my computer.

Given that both sides were in agreement that child pornography was on my computer, there was
absolutely no need to show child pornography to the jury except to inflame them and induce
decision on a purely emotional basis. After seeing those images the jury was no longer
considering whether or not I knew those files were there.

72

ibid. Transcript of Trial Proceedings. Volume VI. Page 30, Lines 9-17. November 10, 2008.
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This is especially true for Government Exhibits 10, 11 and 12. Those Government Exhibits
depicted still images of children being sexually abused. The images from Government
Exhibits 10, 11 and 12 were not found on my computer. Instead they were files the
Government insisted were available for sharing from my computer on June 23, 2006. Since the
images weren’t on my computer when it was confiscated, the Government pulled those images
from DCI’s library and showed them to the jury for the sole purpose of inflaming the jury and
invoking a guilty verdict.

The following exchange takes place between Mr. Smith and Agent Huff:

Vol III, Page 59

8

VOIR DIRE EXAMINATION

9

Q.

(BY MR. SMITH) Agent Huff, Exhibit 10 that’s been offered,

10

that is not taken directly from Mr. Solon’s computer?

11

A.

That’s correct.

12

Q.

All right. And where does Exhibit 10 come from?

13

A.

Comes from our database at our DCI office here in Cheyenne.

14

Q.

And later when you did your forensic evaluation of

15

Mr. Solon’s hard drive, did you ever find this file on his hard

16

drive?

17

A.

No, I did not. 73

I was not charged with possessing or receiving child pornography “on or about” June 23, 2006.
Government Exhibits 10, 11 and 12 should never have been shown on that basis alone. Both
charges in the Superseding Indictment begin, “On or about September 20, 2006…” not June 23,
2006. There was absolutely no reason to show those files that came from their library, and not
from my computer, EXCEPT to induce prejudice and anger the jury.

73

ibid. Transcript of Trial Proceedings. Volume III. Page 59, Lines 8-17. November 5, 2008.
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In Motion Proceedings held September 17, 2008, Mr. Smith argues to the Court:

Page 18

Page 19

16

MR. SMITH: Your Honor, Defendant filed a motion in

17

limine to preclude the Government from showing child

18

pornography to the jury without an initial showing that the

19

pornography could be or was viewed, saved or copied.

20

Your Honor, the – as the Court knows, this stuff is

21

repulsive. And I understand the Government’s position in

22

accordance with the Old Chief case that the Government should

23

be allowed to present its evidence as it – as it chooses.

24

I would submit to the Court that under analysis of

25

undue prejudice under 403 that before the Government shows this

1

evidence to the jury, it should be required to present evidence

2

that it was viewable on Mr. Solon’s computer or that he did

3

view it or that he downloaded it or that he saved it in some

4

manner. These images that he’s being charged with are in

5

what’s called unallocated space and, you know, the Government

6

agents when they first went in didn’t locate them. It was

7

through forensic analysis that they were located on this hard

8

drive. In other words, they’re in some ways hidden or deleted

9

or not – not totally downloaded, not totally saved.

10

Now, it is our position that showing the jury these

11

images is just going to outrage them, and they’re just going to

12

want to convict somebody.

74

74

USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Motion Proceedings. Page 18, Line 16
to and including Page 19, Line 12. September 17, 2008.
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7

THE COURT: Well, do you have anything more to say?

8

MR. SMITH: Your Honor, very little.

9

The testimony for Miss Loehrs was that there was no

10

evidence that these files were viewed, either in the preview

11

mode or that there was a player on Ned’s computer that would

12

have played the files anyway. I believe it was elicited from

13

her by Mr. Anderson that, you know, it is possible that there

14

would be a program that would play these. But I would submit

15

that without any other evidence that these items actually were

16

viewable, that it is really very unduly prejudicial to show

17

these things to the jury when we don’t have the evidence that

18

they were viewed.

75

I believe Mr. Smith said it all. If it were appropriate, one image or video would have been
sufficient. Any more than that would be “piling it on.”

Mr. Anderson showed ten images and videos to the jury with unquestionably no evidence from
either side that I had ever viewed those files and with absolutely no evidence from either side
that I even knew they existed. In fact, out of those ten files shown to the jury, only seven were
found on my computer. It was prejudicial and in bad faith for Mr. Anderson to show the jury
three images from DCI’s library simply because they did not exist on my computer.

Whether or not the files existed on my computer is irrelevant for this point. Mr. Anderson
acted in bad faith in violation of Rule 403 of the Federal Rules of Evidence when he showed
child pornography to the jury to induce a decision on a purely emotional basis.

75
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Challenge VIII

My Sixth Amendment rights based on the presumption of innocence and my right to a fair
trial by an IMPARTIAL jury were violated when Mr. Anderson, in bad faith, confused the
issues and wasted time.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

The issue at hand in this case was whether or not I knowingly possessed and received child
pornography. Both sides agreed there was child pornography on my computer. That wasn’t the
issue because it was not disputed by either side. Yet Mr. Anderson spent almost two and a half
days wasting the Court’s time with irrelevant issues, and in the process of doing that, he
managed to confuse the jury and the Court.

There is no way I can lay out just how irrelevant and confusing the testimony was that
Mr. Anderson spent over two days eliciting from Agent Balliett and Agent Huff. One would
have to read the transcripts in order to get the full picture. 76

Here are some examples of Mr. Anderson confusing the issues:

Mr. Anderson questions his expert, Agent Balliett, about how a person can get the Limewire
program:

76
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Vol II, Page 40

Vol II, Page 41

20

Q.

And how do you get ahold of Limewire?

21

A.

We don’t.

22

Q.

Well, how would I if I wanted to use Limewire?

23

A.

Oh, to get it on your computer?

24

Q.

Sure.

25

A.

If you searched the Internet, Google search or any type of

1

search engine, and type in Limewire, you will be able to get

2

access to it. 77

I believe the jury was intelligent enough to understand that. They didn’t need to know the
excruciating details. Besides, how a person would download and install Limewire was not
relevant to whether or not I knew there was child pornography on my computer. But even so,
Mr. Anderson again discusses the subject of downloading and installing Limewire, this time with
Agent Huff. In his questioning, Mr. Anderson has Agent Huff go into painstaking detail, which
may have been intended to impress the jury with Agent Huff's knowledge.

This attempt to impress the jury with his expert's knowledge was a use of time that gradually
caused restlessness in the jury. This restlessness was probably a reflection of their desire to get
on with this to allow them to get this trial ended. I will cite a few examples of this psychological
technique.

78

Mr. Anderson questions his computer expert, Agent Huff:

Vol III, Page 18

10

Q.

How do you – how do you come across Limewire? What is –

11

how do you get Limewire? How much do you pay for Limewire?

77

ibid. Transcript of Trial Proceedings. Volume II. Page 40, Line 20 to and including Page 41, Line 2. November 4,
2008.
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12

A.

You can pay money for Limewire. However, there are free

13

versions of almost every one of these software applications on

14

the peer-to-peer network. Limewire can be researched using

15

Google and downloaded onto your computer for free.

79

That seems easy enough to understand. The question was asked and answered. Yet
Mr. Anderson wastes a great deal of time after that by playing Government Exhibit 3, a video
demonstrating the entire process of searching for Limewire and downloading it to a computer.

80

The following are snippets of the exchange between Mr. Anderson and Agent Huff:

Vol III, Page 19

Vol III, Page 20

11

Q.

(BY MR. ANDERSON) Is Government Exhibit – I believe I

12

handed you Government Exhibit 3. Does that demonstrate how

13

Limewire would be downloaded to an average user’s computer?

14

A.

Yes.

3

Q.

(BY MR. ANDERSON) Now, what are we looking at?

4

A.

Again, we’ve opened up a web browser which would be running

5

Google as the search engine. We’re going to go out and check

6

the Internet for Limewire, so we put in a text-based search

7

term called “Limewire,” and it takes us to the Internet. And

8

we see several hyperlinks. We look for a place that we can go

9

to the Internet and possibly find Limewire.

81

79
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10

Q.

And just so – I’m going to stop this for just a second. I

11

went a little too far. I’m going to back it up a titch if I

12

can. 82

While Mr. Anderson wastes time rewinding the video, the Court steps in to ask a question:

Vol III, Page 20

13
14

THE COURT: To use Google as a search engine you have
to pay a fee to use it; is that right?

15
16

THE WITNESS: No, sir, Google is a free service on the
Internet. 83

Mr. Anderson now has the video rewound so we can look at it again:

Vol III, Page 20

Vol III, Page 21

82
83

17

Q.

(BY MR. ANDERSON) And I just want to call your attention

18

to these sites. Limewire, official website and free download;

19

is that correct?

20

A.

Yes.

21

Q.

That’s where you would go?

22

A.

Yes.

23

Q.

And it says, “Limewire offers an advanced peer-to-peer

24

client software package,” and then it says, “Compatible with

25

Gnutella-based file-sharing protocol,” correct?

1

A.

Right.

2

Q.

That’s what we’ve been talking about, right?

3

A.

That’s correct.

ibid. Transcript of Trial Proceedings. Volume III. Page 20, Lines 3-12. November 5, 2008.
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4

Q.

Very good. And so if we could go on – I will start up the

5

video again – what are we looking at now?

84

Then the jury and Court are forced to wait while the Limewire program is downloaded.

22

Q.

23

watching this program being downloaded to the computer that you

24

selected that you ran this application on; is that correct?

25

A.

Vol III, Page 23

1

few minutes to download from the Internet.

Vol III, Page 23

6

Q.

7

clicked on something. You’ve now selected language?

8

A.

9

worldwide application, several languages are available. We

10

selected English.

11

And as we’re creeping along, it is applying English to the

12

files, I take it. We are essentially about set to go; is that

13

correct?

14

A.

15

then it will give us a quick preview of the application itself.

16

It will give us some pop-up boxes with some helpful

17

information. 86

Vol III, Page 22

So right now what we’re doing is the video is essentially

That’s correct. And it is in realtime so it does take a
85

I just saw it said, “Installation success.” And you

We can select different languages. Since this is a

Pretty close. It should finish downloading shortly, and

84

ibid. Transcript of Trial Proceedings. Volume III. Page 20, Line 17 to and including Page 21, Line 5. November 5,
2008.
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An illustration that boredom was building came through the question asked while Limewire was
being downloaded:

Vol III, Page 23

18
19

THE COURT: How many languages does this thing operate
in?

20

THE WITNESS: I’m not sure, Your Honor. I know

21

there’s a multitude of languages available, though – German,

22

French, Japanese, Chinese. Probably several other languages,

23

too, I’m not familiar with. 87

FINALLY, Limewire has downloaded:

Vol III, Page 23

Vol III, Page 24

24

Q.

(BY MR. ANDERSON) Is that essentially it?

25

A.

That’s essentially it. And it may be stopped at that

1

point. I’m not sure. If the bar is done scrolling, it could

2

be done.

3

Q.

4

download process?

5

A.

6

would be on my local computer at that point. 88

We have a done scrolling bar. So that’s essentially the

That would be the download process. The software itself

None of this lengthy testimony was relevant to proving that I knowingly requested nor that I
knowingly possessed child pornography.

87
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Before it was explained in painstaking detail how to install Limewire on your computer,
Mr. Anderson questioned Agent Huff at length 89 about how a person would do a search using
Limewire. Agent Huff went through a detailed explanation of how to search for something using
Limewire, but then ended it by saying, “It is a bit more complex than that.” 90

Mr. Anderson then asks, “And why is that?” which allowed Agent Huff to take even more of the
Court’s time explaining in more complex detail how a person would search for something using
the Limewire program. 91

After the testimonies from Agent Balliett and Agent Huff on how to search for something using
Limewire, Mr. Anderson then continues with Government Exhibits 4, 5, 6 and 7, which were
videos demonstrating how to enter a search term into Limewire and the results that arrive from
that search.

92

One exhibit would have been enough. Fatigue was showing on the faces of the

jury.
Mr. Anderson also has his experts explain SHA values. 93 He firsts questions Agent Balliett to
explain SHA 1 values:

Vol II, Page 30

15

Q.

And let’s go out and then the last column, I see a series

16

of letters and numbers starting with 7ZKU. What are we looking

17

at there?

89

ibid. Transcript of Trial Proceedings. Volume III. Page 11, Line 12 to and including Page 13, Line 2. November 5,
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Vol II, Page 31

18

A.

That’s the SHA 1, the digital signature, fingerprint for

19

that file.

20

Q.

Is that a number that is unique to this particular file?

21

A.

Yes.

22

Q.

Let’s say that I’m a fancy dancy computer user – I’ve got

23

Adobe Photoshop, the newest version of Adobe Photoshop, and I

24

were to get this particular image, and I were to alter it a

25

little bit, perhaps changed just a pixel or two. What would

1

happen to that SHA value?

2

A.

You would get a different SHA value.

3

Q.

So if you change an image, the SHA value changes?

4

A.

You can change the file name, but as long as you don’t

5

change the content, the SHA value will remain the same.

94

Mr. Anderson persists in using time not relevant to the actual proof needed for this case by then
asking Agent Huff to also explain SHA 1 values. 95 During this process some jury members may
have been just as confused as the Court who asks for clarification:

Vol III, Page 7

13

Q.

What else would go out?

14

A.

We’ll see the file size as relates to the file being

15

traded. We will see the file hash value, the SHA 1 value.

16

Basically that’s a – and I wrote a quick reference up here on

17

our little chart for us, several types of hash values. One of

18

them is a SHA 1, which is the Secure Hash Algorithm, Version 1,

19

developed by NSA back in the ‘90s for an encryption type of

94

ibid. Transcript of Trial Proceedings. Volume II. Page 30, Line 15 to and including Page 31, Line 5. November 4,
2008.
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Vol III, Page 8

20

method, but it is also used to ensure the validity of files

21

during transfer. The peer-to-peer system, Gnutella uses SHA 1

22

values to trade values.

23

THE COURT: What does S H A stand for?

24

THE WITNESS: S H A is a Secure Hash Algorithm,

25

Version 1. And it was developed by NSA, the National Security

1

Agency, as an encryption method, but we can use it to verify

2

files. And that’s what this system does. It uses that

3

particular system to verify files.

4

It is set up in an array of 32 characters. The

5

characters range from A through Z and the numbers 2 through 7,

6

which equals 32. Basically it takes a large file content, runs

7

it through a program, reduces that content down to a series of

8

numbers that is small enough to verify the integrity of the

9

file when it is transferred.

10

Q. (BY MR. ANDERSON) Let’s say that I have, again, the Bob

11

Dillon Modern Times album –

12
13

THE COURT: Wait. Back up, Jim. You said the numbers
2 through 7 equals 32.

14

THE WITNESS: The letters A through –

15

THE COURT: I don’t think it does.

16

THE WITNESS: That would be correct, Judge. Secure

17

Hash Algorithm, Version 1, uses a 32-character reference.

18

Those 32 characters come from the letters A through Z. The

19

letters A through Z represent 26 places. The numbers 2 through

20

7 represents 6 places. So if you add 26 and --
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21

THE COURT: That does.

22

THE WITNESS: -- and 2 through 7. You end up with a

23

32-character bit representation of that file. 96

And if this testimony isn’t confusing enough, Mr. Anderson further questions Agent Huff about
SHA 1 values and how those values may or may not change as changes are made to files.
Mr. Anderson is able to spend a lot of time questioning Agent Huff by using various examples
such as a Bob Dylan music file and a picture of the uprising at Tiananmen Square in China.

97

In between all of this confusing testimony about Limewire and SHA values, Mr. Anderson
brings out Government Exhibit 2, a CD “which demonstrates a very simple text search over the
Internet using a search engine known as Google.” 98 Again, Mr. Anderson has Agent Huff go
through in painstaking detail how someone would perform a Google search.

99

Demonstrating a Google search is not relevant to this case. It was determined the child
pornography came in through Limewire, not Google. Besides that, most human beings who use
a computer know what a Google search is. It appears Mr. Anderson was pulling out all the stops
just to make his experts appear to be experts, and, in my opinion, to drag out the case in order to
build the jury's anxiety to get past this somewhat confusing and unnecessary testimony in order
to reach a conclusion.

But then when an exhibit came up that may have something to do in determining whether or not I
knew child pornography was on my computer, Mr. Anderson, all of a sudden, didn’t want to
96
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waste the Court’s time. I’m referring to Government Exhibits 19-A and 19-B, which were audio
recordings of my statements to Agent Balliett and Agent Huff the day my hard drive was seized.

Vol II, Page 65

14

MR. ANDERSON:

Thank you, Judge. And rather than play

15

the document now, Your Honor, the Government would rely upon

16

the statements of the agent concerning her – the summary, and

17

the statement, of course, is in evidence for the jury to review

18

at a later time.

19
20

THE COURT: Well, I’m sure the jury would like to hear
it eventually.

21

MR. ANDERSON: That’s correct, Your Honor. What I

22

assumed would be during deliberations simply to save in-court

23

time.
THE COURT: All right. 100

24

Mr. Anderson spent a lot of time confusing the Court, and, probably, the jury. The following
exchange between Mr. Anderson and Agent Huff is indicative of some of the testimony in this
case:

Vol III, Page 124

Vol III, Page 125

23

Q.

And does Government Exhibit 31-A that we have up on – in

24

front of the jury reflect those downloads?

25

Yes.

1

Q.

2

that occurred on September 20, 2006?

3

A.

And does it reflect all of the downloads that – of files

Yes.

101

100
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Vol III, Page 126

5

Q.

6

hard for me and you’ve succeeded because you’ve got color

7

coding on this document, correct?

8

A.

Yes.

9

Q.

Tell me once again and the jury, what does the color coding

10

mean?

11

A.

12

that relates to those files. We color coded those to designate

13

files that had been previewed. As we saw earlier, there’s that

14

function that as the files are downloading that you can hit a

15

preview button, push a preview button and try to see what that

16

file is as it is downloading.

17

Now, you and Agent Balliett have really tried to make it

We color coded these because there was a lot of activity

Some of these colors that are in black show files that

18

are in the Incomplete folder that were never previewed. Some

19

of them in purple show previewed and recovered files so that we

20

could actually look at them. And the file later completes and

21

is recovered is in purple.

22

Q.

23

time you will try to explain it to me.

24

So let me go through that again so that for about the fifth
Brown is it has been previewed, correct? 102

Brown? Where has it been testified to that brown indicates a file has been previewed? Agent
Huff testifies about black and purple, not brown. This exchange between Mr. Anderson and
Agent Huff continues with Agent Huff claiming it is orange:

102
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Vol III, Page 126

25

A.

Well, on my page it is orange, but… 103

Okay… so first we have purple, then we have brown, but now it is orange? Mr. Anderson
decides to call it a different color now:

Vol III, Page 127

1

Q.

How about we go with beige?

2

A.

Okay. I will buy that. 104

The color for a previewed file has now gone from purple to brown to orange to beige. Agent
Huff will buy beige:

Vol III, Page 127

3

Q.

You will buy beige. And then we have on 31 kind of a nice

4

light color. I’m going to guess it is kind of a – I wish I

5

had my box of crayons – maybe lavender. And I’m looking at

6

9:18:44 and what does that stand – that’s a –

7

A.

What does that file stand for or the color?

8

Q.

What does that color denote. What does it mean?

9

A.

Previewed and recovered. 105

So are we now back to lavender? I guess that is close to purple. Mr. Anderson and Agent Huff
still haven’t finished with this yet:

Vol III, Page 127

10

Q.

Previewed and recovered. And finally we’ve got one that’s

11

kind of in a reddish color and I’m looking at 9:25:36. What

12

are we looking at there?

103
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13

A.

That would be a file that later completes and is recovered

14

after the completion.

15

Q.

16

old, basic black. What are the files in basic black?

17

A.

Those files were never previewed in the Incomplete folder.

18

Q.

All right. Now, previewed, kind of a tannish color?

19

A.

Okay. Yes.

20

Q.

Black, not previewed?

21

A.

Yes.

22

Q.

Kind of a nice lavender?

23

A.

Previewed and recovered.

24

Q.

And red?

25

A.

File later completes and is recovered.

And finally we have some files that are just in black, good

106

This is confusing, prejudicial, and it wastes time. What was the point of all of this supposed to
be?

If you read the entire trial transcript, it is clear that Mr. Anderson, in bad faith, spent close to two
days wasting the Court’s time, while presenting extremely confusing, prejudicial and irrelevant
information. Mr. Anderson’s behavior violated my Fifth and Sixth Amendment rights to due
process and trial by an impartial jury.

106
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Challenge IX

My Fifth Amendment right to due process and my Sixth Amendment rights based on the
presumption of innocence and the right to a fair trial by an IMPARTIAL jury were
violated when Mr. Anderson, in bad faith, misled and prejudiced the jury during his
closing argument by outright lying about Ms. Loehrs’ testimony and then proffering his
own testimony in order to rebut Ms. Loehrs.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

After falsifying evidence to extort a guilty plea, then vindictively going to the Grand Jury for a
Superseding Indictment, then misleading, confusing and boring the jury while interspersing
images of child pornography not from my hard drive just to inflame the jury, then disparaging
my computer expert while inflating the skills of his computer expert, and then bringing in a real
computer expert who was unable to refute the testimony of my forensic computer expert, Ms.
Loehrs, Mr. Anderson had only one option left – to mislead and outright lie to the jury during his
closing argument for the sole purpose of obtaining a guilty verdict. This is not justice; this is the
role of a true advocate.

Vol VI, Page 3

14

MR. ANDERSON: Miss Balliett, Miss Hickerson.

15

Finally, and most importantly, good morning, ladies and

16

gentlemen of the jury.

17

Last Tuesday morning, when I stood before you and made

18

an opening statement, I told you that the prosecution would

19

prove beyond a reasonable doubt that the defendant possessed

20

child pornography and attempted to receive child pornography.
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21

And I submit to you this morning on behalf of the people of the

22

United States of America that, in fact, the evidence

23

establishes exactly that. 107

Mr. Anderson states the “prosecution would prove beyond a reasonable doubt that the defendant
possessed child pornography…” thereby misleading the jury into a thought process that
possessing child pornography is a crime. In actuality, it is KNOWINGLY possessing child
pornography that is a crime.

The prosecution didn’t have to prove “beyond a reasonable doubt” there was child pornography
on my computer. Both sides had agreed on that point long before the trial ever began. The
evidence did establish my hard drive contained child pornography, but telling the jury “the
evidence establishes exactly that” I attempted to receive child pornography is an outright lie.
The only proof the prosecution presented was the opinion of Agent Huff, a law enforcement man
with limited skills in forensic computer analysis.

Mr. Anderson continued:

Vol VI, Page 5

19

Because, once again, no one is contesting that on September

20

20th, 2006, in the District of Wyoming the defendant did

21

knowingly attempt to receive – let’s talk about knowingly

22

attempt to receive.

108

No one is contesting? Then what was the trial all about? This is an outright lie by Mr. Anderson
meant to mislead and prejudice the jury into thinking there was no dispute I was guilty.

107
108
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Mr. Anderson continues:

Vol VI, Page 5

23

What does that mean? Someone, and the government

24

contends that the proof is overwhelming that that someone is

25

the defendant, attempted to receive child pornography…

109

The proof is overwhelming? Agent Huff’s opinion is overwhelming? That’s all Mr. Anderson
has is Agent Huff’s opinion. That is not overwhelming proof. Mr. Anderson doesn’t bother to
mention that the “overwhelming” proof is Agent Huff’s opinion since that would not have
sounded “overwhelming” to a reasonable person. Obviously Mr. Anderson’s goal is that of an
advocate, not a prosecutor seeking justice.

Mr. Anderson continues in his role of an advocate:

Vol VI, Page 6

9

Knowingly attempt to receive – even the defense

10

witness Miss Loehrs admitted on cross-examination , you bet,

11

that computer was being used to introduce child pornography or

12

that computer was being used to download child pornography. 110

“Even the defense witness… admitted…” That statement was used to insinuate to the jury that
my computer expert “admitted” I was guilty, which is blatantly untrue. Ms. Loehrs did not have
to “admit” that the computer was being used to introduce or download child pornography. That
fact had already been established by both sides and was not in dispute. The issue was whether it
was ME using that computer to introduce or download child pornography. Mr. Anderson’s
wording, though it may be factual, was meant to mislead the jury.

109
110
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Mr. Anderson continues:

Vol VI, Page 7

19

And, ladies and gentlemen, don’t be mistaken by the

20

testimony of the hired witness for the defense when she came in

21

here and bald faced said, “Well, I found no evidence. I found

22

no images of child pornography on the hard drive.” 111

Again, “bald faced” is meant to insinuate to the jury that Ms. Loehrs “bald faced lied.” But
Mr. Anderson “bald faced” lies when he tells the jury Ms. Loehrs said she found no evidence.
Ms. Loehrs said she found no images of child pornography on the hard drive, but she never said
she “found no evidence.”

While being questioned by Mr. Smith, Ms. Loehrs testified she found the same files Agent Huff
found. Apparently she did find “evidence” of child pornography on the hard drive.

Vol V, Page 27

Vol V, Page 28

17

Q.

Now, in your evaluation did you see some of the child

18

pornography that was played for the jury?

19

A.

Yes.

20

Q.

And generally would you agree that the files that you saw

21

were consistent with the ones that Agent Huff testified were

22

available?

23

A.

Absolutely.

24

Q.

All right. And did you also find those files in

25

unallocated space?

1

A.

Yes, I did.

112

111
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Mr. Anderson is correct when he states Ms. Loehrs said she found no images of child
pornography on the hard drive. But he stated it in a way that insinuated Ms. Loehrs lied when
she said she found no images of child pornography. She did not lie. There were no images of
child pornography on that hard drive. The files found were movies.

Defendant’s forensic computer expert, Ms. Loehrs, testifies while being questioned by defense
attorney, Mr. Smith:

Vol V, Page 5

Vol 5, Page 6

113
114

22

And then after doing specifications on a case where

23

there’s child pornography involved, obviously the first thing I

24

want to do is go look at the images and see if I can find

25

images of child pornography on the hard drive.

13

Q.

And when you say images, is that contrasted to movies?

14

A.

Correct. These are still images, picture files, with

15

extensions jpg, a bit map which is bmp, tif images, ping

16

images. These are all different variations of images used by

17

different applications.

18

Q.

19

observed on Mr. Solon’s hard drive?

20

A.

113

Did you find any child pornography in the images that you

No, I didn’t find a single image of child pornography.

114
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Mr. Anderson continues in his closing argument:

Vol VI, Page 9

9

… And we

10

know that on September 20th of 2006, that computer contained

11

child pornography. It was recovered and it was shown to you.

12

That wasn’t just something that was made up out of the air by

13

Randy Huff. Those were images, the images that you saw in this

14

courtroom, all ten of those images, ten of those movies were

15

recovered from that machine. September 20, 2006, was the date

16

that they were downloaded, the date they were previewed,

17

and the date that they were deleted.

115

“That wasn’t just something that was made up out of the air by Randy Huff.” That statement
insinuates that my defense, in particular, Ms. Loehrs, suggested that Agent Huff just “made up
out of the air” that the computer contained child pornography on September 20th of 2006. Again,
this is simply not true. Ms. Loehrs agreed with Agent Huff that the computer contained child
pornography that had been downloaded September 20, 2006. 116

Mr. Anderson lies again to the jury, “Those were images, the images that you saw in this
courtroom, all ten of those images, ten of those movies were recovered from that machine.
September 20, 2006, was the date that they were downloaded the date they were previewed, and
the date that they were deleted.”

First of all, there were a total of ten images and videos that were shown to the jury.
Mr. Anderson is correct about that. However, Government Exhibits 10, 11 and 12 were still
115
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images that were not recovered from my hard drive. Those images were taken from DCI’s
library to show what they perceived to be available on June 23, 2006 from that particular hard
drive. Those files in Government Exhibits 10, 11 and 12 that were shown to the jury were not
downloaded, previewed, or deleted on September 20, 2006. 117 Once again, Mr. Anderson is
“bald faced” lying to the jury.

Mr. Anderson continues this “bald faced” lie:

Vol VI, Page 12

11

…You saw ten

12

of those files that depicted children being sexually abused

13

recovered from the defendant’s computer’s hard drive.

118

Moving on, Mr. Anderson once again misleads the jury:

Vol VI, Page 12

25

Vol VI, Page 13

1

with Government Exhibit 26-B which is a movie of child

2

pornography. Shows a child being sexually abused. This is the

3

file name: “BabyJ 01 (pthc” – preteen hard core – “pedo

4

Preteen) – helping big cock inside! heavy breathing and gasps

5

of ‘yeah’ as little 5yos kiddy cunt so greatly relieved!!!” 119

Vol VI, Page 13

19

This is Government Exhibit 26-A. 26-A corresponds

And, ladies and gentlemen of the jury, make no mistake

20

about the testimony of the paid witness of the defense. When

21

she said, “Oh , gee, none of the files that were in the

22

incomplete folder could be previewed,” she wasn’t talking about

117

ibid. Transcript of Trial Proceedings. Volume III. Page 59, Lines 8-17. November 5, 2008.
ibid. Transcript of Trial Proceedings. Volume VI. Page 12, Lines 11-13. November 10, 2008.
119
ibid. Transcript of Trial Proceedings. Volume VI. Page 12, Line 25 to and including Page 13, Line 5. November
10, 2008.
118

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 75

Vol VI, Page 14

Vol VI, Page 14

23

this file, because this file didn’t go – didn’t stay in the

24

incomplete folder. This file, ladies and gentlemen, went to

25

the complete folder. It went to the share folder. It went to

1

My Music folder. This file, ladies and gentlemen, was 99

2

percent complete when the preview occurred.

6

120

The paid witness for the defense doesn’t like to give

7

the whole story. She never ever, ever, ever talked about how

8

files in the complete folder could be viewed. And again, this

9

was a file that was in the complete folder, My Music, ready to

10

share with other people that liked to view the worst moments in

11

the life of a child. 121

“She never ever, ever, ever talked about how files in the complete folder could be viewed.”
Again Mr. Anderson uses a “bald faced” lie to mislead the jury, even boldly stressing, “never
ever, ever, ever…”.

This particular exchange below was addressed earlier, but this time I’ve continued the testimony
where Ms. Loehrs describes what procedure she went through to view those files. While being
questioned by my defense attorney, Mr. Smith, Ms. Loehrs testified:

Vol V, Page 27

17

Q.

Now, in your evaluation did you see some of the child

18

pornography that was played for the jury?

19

A.

Yes.

20

Q.

And generally would you agree that the files that you saw

120
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Vol V, Page 28

21

were consistent with the ones that Agent Huff testified were

22

available?

23

A.

Absolutely.

24

Q.

All right. And did you also find those files in

25

unallocated space?

1

A.

Yes, I did.

2

Q.

What did you have to do to be able to see those files?

3

A.

With video files – I described the images earlier – I had

4

a gallery viewing the images to show for me. With videos they

5

do not show up in my forensic software, so I can double-click

6

the file from the forensic software, and it creates an image

7

that opens from my default player and I can view them. That’s

8

the only way to determine what’s in these files.

9

So on a case such as this, for every video file that

10

existed, I would double-click it in the forensic software, view

11

it, see what the content was, see how long it played or if it

12

played, and then the temp file that it creates I would

13

forensically wipe so that temp file is gone.

122

Ms. Loehrs unquestionably positively, positively, positively discussed in detail how she could
view the files in the complete folder. Thus, Mr. Anderson’s assertion, “She never ever, ever,
ever talked about how files in the complete folder could be viewed,” is a blatant lie.

122
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Mr. Anderson then attacks me using the statements I gave to Agents Balliett and Huff.

Vol VI, Page 22

Vol VI, Page 23

16

Now, let’s consider the defendant’s credibility. The

17

defendant – and you may consider the fact that he’s a

18

convicted felon only for purposes of assessing his credibility,

19

but please, you may consider that. 123

1

And when questioned initially – read over the

2

statement. Listen to the statement. For the first three times

3

he was asked, “Ever download adult pornography?” he lies. He

4

lies. And finally he gives it up, says, “Oh, yeah. Yeah, I

5

guess I have used it for downloading adult porn.” Please

6

assess and think about his credibility and what he has to gain

7

or lose in this particular trial. 124

First of all, Agent Balliett and Agent Huff were trying to give me a way out of this mess. They
were fishing to find out if I may have accidentally downloaded child pornography while
searching for adult pornography. I didn’t take the bait for that “out” because I don’t, as a normal
practice, download adult pornography. Besides, I didn’t need to make up an excuse. I didn’t
know anything about child pornography being on my computer. I was totally honest and told
them exactly where I view adult pornography online, what I like to view, and the fact that I don’t
have to download it since it can be viewed online.

So three times I didn’t grab that “out” to explain why my computer might contain child
pornography. Three times I forgot that I had downloaded a couple of adult pornography files.
Then when I remembered I downloaded them, and told Agent Balliett that, I basically told her it
123
124
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is unlikely that is how child pornography got on my computer since I never saw anything in file
names, or anything else, that indicated child pornography, and it wasn’t my normal practice to
download adult pornography using Limewire.

Mr. Anderson was referring to Government Exhibits 19-A, 19-B and 19-C, which are the
interviews (and transcripts) Agents Balliett and Huff conducted with me the day the search
warrant was executed. Mr. Anderson, with the assistance of the Court, was able to keep the
complete audio recordings of these interviews from being played during the trial.

Vol II, Page 65

14

MR. ANDERSON:

Thank you, Judge. And rather than play

15

the document now, Your Honor, the Government would rely upon

16

the statements of the agent concerning her – the summary, and

17

the statement, of course, is in evidence for the jury to review

18

at a later time.

19
20

THE COURT: Well, I’m sure the jury would like to hear
it eventually.

21

MR. ANDERSON: That’s correct, Your Honor. What I

22

assumed would be during deliberations simply to save in-court

23

time.

24

THE COURT: All right.

125

When Mr. Anderson, in his role as prosecutorial advocate, misled the jury by turning my
forgetfulness into lies during his closing argument, he was betting on the fact the jury would not
bother to listen to the interviews, nor read the transcripts, during deliberation.

125
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Government Exhibit 19-C, Part 1, contains the following information:

Page 2

BALLIETT: Okay. Did you ever search for pornography, like even adult pornography?
SOLON:

Nope. No, but I do have you know websites for adult pornography on my
computer, but.

BALLIETT: Okay. Okay, what kind of sites have you gone to for adult pornography?
SOLON:

There’s a I think it’s called Gonzo.

BALLIETT: Gonzo?
SOLON:

Yeah, they are in my favorites.

BALLIETT: Okay. Yeah, bookmarked?
SOLON:

Yeah.

BALLIETT: Okay. And you’ve never looked for any kind of pornography, adult pornography
on?
SOLON:

On Limewire?

BALLIETT: Yeah.
SOLON:

No.

Page 4

BALLIETT: Okay. And you never even look for adult porn at all on Limewire?
SOLON:

I didn’t even know you could do that. I didn’t even know that was on Limewire.

BALLIETT: Okay.
SOLON:

No, I take that back. I did download I think Tommy Lee and Pamela Anderson
video, kind of think of it.

BALLIETT: Okay. Do you remember what you searched for to get that?
SOLON:

Just Tom and Pam I think. Or Tommy and Pam.
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Page 7

BALLIETT: Um hum. And a good portion of them are songs from music files, but then a large
portion of them the last half of the files we got are, are names that are very
consistent with child pornography. Now, they have words like porn in them and
stuff like that so that’s why I’m trying to find out maybe if you were searching for
adult porn, it’s possible to download child pornography if you’re not looking for it
because the way these files are written, the names you know, have 30 different
search…
SOLON:

I got, I did get the Paris Hilton too, that’s it. I mean, it’s in my new folder, under
a new folder you’ll see.

BALLIETT: Okay.
SOLON:

I mean there’s three porn videos in there and ones, ones I got off Bonzo [sic] or
whatever, and the other ones Pam and ones Paris Hilton.

HUFF:

So, out of those three, which ones did you get off Limewire?

SOLON:

I think I got both the Hilton and the Pam both.

HUFF:

Both off line…

SOLON:

I think I got both of those off the Limewire.

Page 8

HUFF:

Yeah, we just need to find out, you know, that’s why we’re talking to you, to find
out how it got there. We don’t know. I mean, we could tell you that what’s there,
but we don’t know how it got there. Did you ever see anything that you thought
might have been under age?

SOLON:

No, I don’t even go to, I don’t even go to teen sites on the, you know where it
says, you know where you go and it says teens, I don’t even look at that…
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BALLIETT: Are we going to find a lot of adult pornography?
SOLON:

No, that’s what I mean, other than favorites, you’ll find like four web sites but
then, you know, I mean in that folder that says new folder you’ll find those three
that I know of, you know.

Page 14

BALLIETT: If you’re looking for adult porn on this or anything like that, you may get some of
these as possibles, you know, and then you don’t, obviously you don’t know what
the file is until you download it to see what exactly it is. But, that we’re just
trying, does any of this look at all familiar, or…
SOLON:

No, I mean, like I said, not in my, as far as in my Limewire, you know, when you
search for porn, you might come up with stuff like doggy style or whatever that is,
but, but…

BALLIETT: Okay. When you say, when you’re searching, what are you using to search?
SOLON:

But I never, I really never searched for it, like I said, I got in my favorites, I got a
website and I just go that website.

BALLIETT: It is a paid website or it is a free.
SOLON:

No. Just a free. I think it’s called free Gonzo, or something, that’s what I usually
go to and look…

126

Everything I told the Agents about how I used the computer to view adult pornography was
corroborated with what was found on the hard drive by the forensic computer experts on both
sides. Obviously I didn’t lie about it. The fact I momentarily forgot I downloaded a couple of
adult porn videos using Limewire is a far cry from what Mr. Anderson was insinuating to the
jury while attempting to mislead them during his closing argument.
126

Government Exhibit 19-C, Pages 2, 4, 7, 8 and 14, received into evidence during Trial. Trial Transcript
Proceedings. Volume II. Page 63, Line 24 to and including Page 65, Line 13. November 4, 2008.
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Towards the end of his closing argument, Mr. Anderson, in his role as prosecutorial advocate,
tells the jury exactly what he thinks about Ms. Loehrs. It is blatantly obvious from
Mr. Anderson’s angry tirade that Ms. Loehrs has disturbed his agenda.

Vol VI, Page 23

8

Then we have the paid witness, Tami Loehrs. Charges

9

$250 an hour, and she doesn’t seem to know the role between an

10

expert and an advocate. You know what, somebody that comes in

11

a courtroom as an expert owes a jury, owes the Court some

12

objectivity. Some objectivity. You’re not supposed to be

13

coloring your answers and only doing their work selectively.

14

Instead she comes in and she wants to talk about anomalies and

15

talk in generalizations and so on. 127

This is all so patently untrue that I don’t even know where to begin to address it. Ms. Loehrs
was hired to find the truth, whatever that might be. As far as objectivity, I will allow the reader
to determine who is more objective – Agent Huff or Ms. Loehrs.

The following is testimony from Ms. Loehrs while being questioned by Mr. Smith:

Vol V, Page 60

127

20

Q.

Miss Loehrs, you’ve heard Mr. Huff’s opinion that Ned Solon

21

had downloaded this child pornography?

22

A.

Yes.

23

Q.

Do you have an opinion about the source of the

24

child pornography on Mr. Solon’s computer?

25

A.

Yes.

ibid. Transcript of Trial Proceedings. Volume VI. Page 23, Lines 8-15. November 10, 2008.
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Vol V, Page 61

1

Q.

What is that opinion?

2

A.

My opinion is I can’t put anybody there. I don’t have a

3

hundred percent certainty that Mr. Solon was sitting in front

4

of that computer when that activity started. There are so many

5

problems with the evidence that I’ve seen, the anomalies, the

6

things that don’t make sense. It looks to me like something

7

may have happened to this machine, whether somebody he knew

8

logged into it, whether somebody he didn’t know logged into it.

9

Oftentimes when we sit down at a computer and we

10

conduct activity, if our machine is vulnerable, it is notifying

11

somebody, “Hey, this machine is being used,” and so that’s when

12

they get in. So oftentimes on these cases what looks to be

13

like somebody’s activity could very well be somebody else’s.

14

I would say I would put in probably several hundred

15

more hours on this case to get to the bottom of what really

16

happened, but at this point I can’t put anyone at this keyboard

17

for these files.

18

MR. SMITH: Thank you. That’s all I have.

128

Mr. Anderson continues his personal attack on the credibility of Ms. Loehrs:
Vol VI, Page 23

16

And you know what, ladies and gentlemen, if you think

17

carefully about her testimony, all she offers you is

18

speculation. All she offers you is conjecture. And it is

19

twisted into making it sound like it is authoritative and the

20

real deal. But it isn’t. It isn’t. 129

128
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Where is the testimony from Agent Huff or the “real” forensic computer expert, Todd Coleman,
that Ms. Loehrs’ testimony is speculation and conjecture and not the “real deal”? Ms. Loehrs’
testimony is not what Mr. Anderson characterizes it to be in his tirade. 130 Once again,
Mr. Anderson is desperately trying to mislead the jury into disregarding Ms. Loehrs’ testimony
by using insinuations, falsehoods and deceit.

Mr. Anderson continues:

Vol VI, Page 23

Vol VI, Page 24

21

She gives generalizations rather than specifics. She

22

claimed on direct examination no images of child pornography.

23

Well, gee, we know there were images of child pornography on

24

that computer. She never ever acknowledged that any of this

25

child pornography was viewable, when, in fact, Randy Huff said

1

just exactly the opposite. And if it wasn’t viewable, how was

2

it that we were able to present it to you in viewable form? 131

Mr. Anderson is shamelessly repeating his “bald faced” lies in the hopes the jury will eventually
believe him. These issues have already been proven to be false earlier in this challenge. In
addition Mr. Anderson brazenly claims, “Well, gee, we know there were images of child
pornography on that computer.” That statement is flagrantly false. Randy Huff did not say “just
exactly the opposite.” Agent Huff and Ms. Loehrs both agree there were NO images (still
pictures) of child pornography on that computer.

129
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Mr. Anderson continues in his role of prosecutorial advocate:

Vol VI, Page 24

3

She says that it wasn’t viewable, and that just isn’t

4

the case. It just isn’t the case. Then she talks about , “Ooh,

5

the computer is vulnerable because” – these are the reasons

6

that I wrote down in my notes – “the IP is broadcast

7

publicly.” Guess what, folks, every time we go on the Internet

8

our IP address goes out. How do you suppose your bank, how do

9

you suppose Amazon.com, how do you suppose anything you use on

10

the Internet is going to find you? IP addresses are publicly

11

available. Whenever you talk on the Internet, whenever you are

12

on the Internet your IP address goes out.

132

Ms. Loehrs stated that “it wasn’t viewable.” Mr. Anderson claims that “it just isn’t the case.”
The proof that Ms. Loehrs stated it was viewable has been laid out previously in this
challenge.

133

It is Mr. Anderson who is not presenting an honest case to the jury as he continues

to mislead and confuse them.

Furthermore, instead of just a summation, Mr. Anderson is adding to the testimony. I don’t
recall either of his computer experts challenging Ms. Loehrs that an IP address broadcast
publicly leaves a computer vulnerable. Mr. Anderson’s examples of our IP addresses going out
to our banks or Amazon.com are absolutely ridiculous. Financial institutions and Amazon.com
do not publicly broadcast your IP address for the world to see. Limewire does.

132
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Mr. Anderson continues:

Vol VI, Page 24

13

Limewire – Limewire has nothing to do with whether or

14

not a computer is vulnerable. Now, the files that you download

15

may, but not Limewire in and of itself. 134

Once again, is Mr. Anderson testifying? Where in the transcripts can you find one of his
computer experts testifying to that fact? The answer is, “nowhere.” Neither one of
Mr. Anderson’s computer experts disputed Ms. Loehrs’ testimony.

Mr. Smith, defense attorney, questions Ms. Loehrs about Limewire:

Vol. V, Page 24

4

Q.

5

code, I believe?

6

A.

Correct.

7

Q.

And – well, I’m sorry, I’m having trouble phrasing my question

8

here.

9

134

You mentioned about Limewire and it being an open source

Has Limewire been subject to certain security risks?

10

A.

Yes, it has.

11

Q.

What security risk are you aware of that Limewire is

12

subject to?

13

A.

14

again, during my time here I continue to do work on this, and I

15

found another security threat related to Limewire on the

16

Internet. Prior to Version 4.8 there was – there’s an opening

17

in Limewire that allows people to get into your machine.

Limewire is vulnerable to all kinds of security, but,

ibid. Transcript of Trial Proceedings. Volume VI. Page 24, Lines 13-15. November 10, 2008.
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18

Again, this is just one of the risks I happened to find online.

19

They didn’t fix it until Version 4.8. They found the

20

vulnerability and they fixed it. This particular version, this

21

4.1.09, 4.01.9 – something like that – so this was a version

22

that was vulnerable to attack from the outside that would allow

23

people to get in. 135

Mr. Anderson claims, “Limewire has nothing to do with whether or not a computer is
vulnerable.” Where does he get this? Obviously Ms. Loehrs testified differently.
Todd Coleman, Mr. Anderson’s Master’s level forensic scientist certified in computer forensics,
never took the stand to rebut Ms. Loehrs’ testimony. It appears that since his computer expert
couldn’t refute Ms. Loehrs’ testimony, Mr. Anderson would do it himself.

Then Mr. Anderson repeats his testimony about Limewire:
Vol VI, Page 24

16

Open ports. A port – open ports, that’s what she

17

says. Here she talks about viruses on the computer and the

18

lack of a password. Again, IP address we all have them, our

19

computers put them out all the time. Limewire, it is not in

20

and of itself something that makes your computer vulnerable.

136

Mr. Anderson’s “testimony” about Limewire has already been addressed. He continues to
behave as though he is a computer expert. Mr. Anderson is the lone person who refutes and
discredits the only licensed forensic computer expert who testified.

135
136
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Mr. Anderson isn’t done with Ms. Loehrs just yet:

Vol VI, Page 24

Vol VI, Page 25

21

Open ports. Ports, ladies and gentlemen, are nothing

22

more or nothing less than points wherein programs can talk with

23

one another. That’s all they are. That’s all they are. And,

24

ladies and gentlemen, put Mr. Smith to the test. See if he can

25

point out one port named by Tammy Loehrs that says oh, it is

1

open and it is vulnerable. There aren’t any. She could not

2

give you one specific example. 137

“There aren’t any? She could not give you one specific example”? How about Port 43110?
Once again Mr. Anderson “bald faced” lies to mislead the jury. The following is testimony from
Ms. Loehrs while being questioned by my defense attorney, Mr. Smith:

Vol V, Page 21

6

Q.

(BY MR. SMITH) Miss Loehrs, you’ve seen this – let me

7

hand you a copy of Exhibit 29.

8

A.

Thank you.

9

Q.

And Exhibit 29 has previously been submitted. What, again

10

for the jury, is that?

11

A.

12

Limewire.props file on the computer.

13

Q.

14

this document?

15

A.

16

number. On the – I believe it is the fourth line down it says

17

port 43110. Correct.

This is the Limewire properties file. It is the

All right. And what of any significance did you find on

One of the things I noticed on this document was the port

137
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Vol V, Page 22

18

Q.

And, first of all, what is the port?

19

A.

This, I believe, is the listening port that Limewire uses.

20

A port is basically a communications end point that is assigned

21

a number. We’ve talked about an IP address, and they said an

22

IP address is like a telephone number. I kind of disagree

23

because an IP address changes, and it can be used by multiple

24

people. I would refer to an IP address typically like an

25

address of a building. The port would be the suite number. It

1

is just an analogy. So these ports, some of these ports are

2

given – they’re given numbers and some of them are assigned to

3

specific types of protocol.

4

Email is probably what you would most be – most

5

recognize. I don’t know if anybody has heard of SMTP or POP 3.

6

These are two of the e-mail protocols. POP 3 is post office

7

protocol. That has an assigned port number. POP 3 uses port

8

110. It always uses port 110. That port is very secure. It

9

is only for e-mail. There are thousands of ports. Some

10

are assigned to specific software applications and protocols.

11

Others are not. Some are vulnerable. Some are protected.

12

This particular port in the limewire.props file, I

13

just found it interesting because the default port for Gnutella

14

is 6346, and I believe it is also 6347 and maybe 6348, but I

15

believe it was those port numbers. I looked up this port to

16

see what type of port this was, and it is just an unassigned

17

port which makes it kind of a vulnerable port.

138

138
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Vol V, Page 23

5

Q.

6

number 43110 being listed on Mr. Solon’s computer?

7

A.

8

strange to me. It is a port that’s unassigned. It is a port

9

that could be vulnerable. And in the Limewire – if you

10

continue down the Limewire props file, there’s another entry, I

11

believe, that says – yeah – forced port 43110. I downloaded

12

the Limewire program, this exact version, from the evidence

13

drive. I put it on my computer so that I could test it, and I

14

also printed out a limewire.props file on my machine, and I

15

didn’t get this forced port in my limewire.props file.

16

All right. Can you draw any conclusions from this port

My only conclusion, again, it is another anomaly that looks

So again, this looks to me like this port is being

17

forced, that it is not a dynamic; it is not going to look for a

18

port; it is actually being forced on this port. I don’t have

19

an explanation for that. I don’t have an answer for that. It

20

looks odd to me, and it looks like something that needs to be

21

investigated.

139

Ms. Loehrs’ testimony gives “one specific example.” Port 43110 is an unassigned, possibly
vulnerable, port. Neither one of Mr. Anderson’s computer experts disputed Ms. Loehrs’
testimony, so apparently Mr. Anderson had to resort to disputing it himself.

Mr. Anderson continues his personal attack on the credibility of Ms. Loehrs:

Vol VI, Page 25

3
4

139

Conjecture and rank speculation. Trojans. There’s
Trojans. She couldn’t offer any solid evidence that a Trojan

ibid. Transcript of Trial Proceedings. Volume V. Page 23, Lines 5-21. November 7, 2008.
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5

or a virus was on that machine rendering that computer

6

vulnerable to attack. She couldn’t do it, ladies and

7

gentlemen. She talked about this file, that file. But you

8

know what? There’s not one iota of evidence before you that

9

there is a Trojan or a virus on that machine that’s affecting

10

its ability to function. 140

Once again Mr. Anderson lies to the jury. Ms. Loehrs offered “solid evidence” taken from
AVAST, the antivirus software program installed on my computer, that a Trojan “was on that
machine rendering that computer vulnerable to attack.”

Vol V, Page 46

16
17

would like you to identify with specificity the viruses that

18

you’re talking about.

19

THE WITNESS: The viruses that are in the warning log.

20

THE COURT: Well, you’re telling us that you

21

identified viruses that were somehow or another, I guess,

22

indicative of another person. Just tell us what these viruses

23

were.

24

Vol V, Page 47

THE WITNESS: Okay. The very first virus that we see

25

in the warning log for August 7th is the Win 32 Zlob- and it is

1

IV. This particular virus – it is actually a Trojan. This

2

Trojan, it is a backdoor Trojan. It actually opens up a

3

vulnerability in your computer to allow people to remote in.

4
5

140

THE COURT: Before we go any further, Miss Loehrs, I

Now, I don’t know the extent of this particular
Trojan, only that it is identified on the system several times
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6

and warrants additional investigation to find out if it

7

actually was able to open up a door and allow somebody to get

8

in.

9

There are several –

10

THE COURT: Now, you found no proof of that, but this

11

is a suspicion that you had?

12

THE WITNESS: This is a virus that existed on the

13

computer absolutely 100 percent. I have not investigated that

14

further as to the damage that has been done.

15

THE COURT: All right.

16

Go ahead, Mr. Smith. 141

Neither Todd Coleman nor Agent Huff testified to rebut Ms. Loehrs’ testimony. In fact, Agent
Huff testified he too found indications of malware on my computer.

Vol III, Page 161

Vol III, Page 162

22

Q.

Now in regards to this particular computer hard drive that

23

you examined, you mentioned earlier that you saw some

24

indications of viruses or other – what’s the word that I’m

25

looking for –

1

A.

Trojans.

2

Q.

-- that describe the type of files that you don’t want on

3

your computers?

4

A.

5

a lot of those can be classified as malware.

6

Q.

7

malware on this computer?

There’s viruses; there’s Trojans; there’s worms. Basically

That’s the word I was looking for, malware. Did you find

141
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8

A.

Yes, indications that there had been malware on that

9

computer.

142

As you have just read, Mr. Anderson, yet again, misled the jury concerning Ms. Loehrs’
testimony.

Continuing with his closing argument, Mr. Anderson’s tone of voice revealed his anger as he
tore into Ms. Loehrs who had pointed out information of value to the Defense from Government
Exhibit 39. To refute and disparage her testimony, Mr. Anderson stated:

Vol VI, Page 25

11

And she did a really tricky thing. She did a really

12

tricky thing. She used our exhibit and she made it her own

13

about how, gee, between August 4th and August 10th, August 7th

14

and August 10th that AVAST wasn’t working.

143

Mr. Anderson labeling Ms. Loehrs’ testimony about Government Exhibit 39 “a really tricky
thing,” repeating it twice, was a ploy to manipulate the jury into disregarding all of Ms. Loehrs’
testimony regarding Government Exhibit 39.

Mr. Anderson continues:

Vol VI, Page 25

15

Well, use your common sense on this one, folks. She

16

doesn’t address the fact and that doesn’t address the fact that

17

child porn was seen on that computer on June 23rd, does it?

18

Secondly, every virus and every worm that was addressed in the

142
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19

warning log – and the warning log has a nice, big sign says

20

warning log – every virus, every virus, every Trojan that’s

21

addressed in this particular log is addressed in this report

22

right here. In the report. Every one of them is addressed in

23

the report. 144

Ms. Loehrs’ testimony disputes Mr. Anderson’s testimony. While being questioned by my
defense attorney, Mr. Smith, Ms. Loehrs testifies as follows:

Vol V, Page 121

7

Q.

If this AVAST antivirus were working the way – and

8

isolating, detecting, deleting everything that was a virus,

9

would there be an indication on this log for everything that

10

you see on the warning log?

11

A.

12

on the warning log would show up in this report with an action,

13

that it was either successfully deleted or quarantined or

14

whatever AVAST has. Or if it wasn’t able to, it will say this

15

file wasn’t able to be deleted. But we do have things in the

16

warning log that do not show up on this report. 145

Absolutely. That’s what I would expect. Everything that’s

Again, the prosecution’s experts do not dispute Ms. Loehrs’ testimony, but apparently
Mr. Anderson is when he claims, “Secondly, every virus and every worm that was addressed in
the warning log – and the warning log has a nice, big sign says warning log – every virus, every
virus, every Trojan that’s addressed in this particular log is addressed in this report right here. In
the report. Every one of them is addressed in the report.”

144
145
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As he has repeatedly done, Mr. Anderson again ignores the testimony that has not been refuted.

Mr. Anderson continues the testimony he has substituted for an appropriate summation:

Vol VI, Page 25

Vol VI, Page 26

24

You know what she also says? “Oh, gee, oh, gee, it

25

doesn’t look like the computer is working or the antivirus

1

program is working on August 10th.” Ladies and gentlemen,

2

please look at the AVAST update log, Government Exhibit 38.

3

Because you know what’s in that log? August 10th, 7:22 a.m.,

4

virus database was automatically updated. It was receiving

5

updates on that time, on that date. It wasn’t working.

146

Isn’t that something to which Mr. Anderson’s experts should have testified?

Mr. Anderson continues:

Vol VI, Page 26

6

You know what she did say that’s truthful? She

7

said – this is what she says in her testimony. This is a

8

direct quote. “The entire day of August 10th it appears that

9

it is possibly not running.” Well, it was running. Look at

10

the update log. It was running because it is receiving updates

11

that particular day.

147

146
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Mr. Anderson admits that when Ms. Loehrs testified that, "the entire day of August 10th it
appears that it is possibly not running," that that statement is "truthful". Immediately after that
he claims her testimony was not accurate. This must have confused the jury.

Mr. Anderson continues on:

Vol VI, Page 26

12

The most accurate statement that she made about the

13

AVAST antivirus system: “Again, I don’t know, this is

14

something I would have to research exactly how AVAST records

15

its logs,” because she doesn’t know. Everything that she went

16

through with Mr. Smith when she was up here, saying, “Ooh, look

17

at this, “Ooh, look at this.” She doesn’t know.

18

THE CLERK: One minute.

19

MR. ANDERSON: Smoke and mirrors, that’s all that was,

20

ladies and gentlemen. That’s all that was.

148

This is just yet another insinuation from Mr. Anderson to get the jury to discredit Ms. Loehrs’
testimony. Not knowing a particular fact of computer science without doing research does not
mean that she was expressing ignorance and falsehoods in her testimony. Mr. Anderson's
experts knew she was not giving a deceitful presentation; otherwise Mr. Anderson would have
put them on the stand to have them, rather than himself, refute her testimony. “Smoke and
mirrors…” that's all that Mr. Anderson was doing in his summation to the jury.

148
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Mr. Anderson continues to testify:

Vol VI, Page 26

Vol VI, Page 27

21

And what do we know about that antivirus program? We

22

know it was working on September – on September 20th. We know

23

it was working on September 19th, 17th, 18th because files are

24

being deleted. And we also know that the defendant says, “I

25

couldn’t download Grand Theft Auto because my antivirus machine

1

got in the way.” 149

Where does Mr. Anderson get this information? Not one single expert for the prosecution
testified that the antivirus program was working on September 20th, 2006 as Mr. Anderson
claims. According to Ms. Loehrs’ testimony, the antivirus program quit working sometime
between September 18th and the 21st. From the 19th to the 21st the AVAST report showed no
activity to indicate it was working.

During questioning by defense attorney, Mr. Smith, Ms. Loehrs testified:

Vol V, Page 121

17

Q.

Let me just slide it down. Is there anything else on this

18

page up to 9/18?

19

A.

20

files. These, again, are the viruses coming in or the Trojans,

21

worms, Trojans coming in with the games. Here’s one with GTA

22

San Andreas. Here’s another one. Being successfully deleted.

23

This is on the 18th.

24

Q.

Going down a little bit.

25

A.

Go to the next page.

So the 18th it starts up again, 5:59 p.m. We find these

149
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Vol V, Page 122

1

Q.

All right. Number of intrusions being successfully

2

deleted?

3

A.

Correct. And then we have it again starting up on the
st

4

21 . So we see all of these Trojans coming in. And then –

5

on the 18th. And then from the 19th to the 21st there’s no

6

report, no activity. At some point it is turned off because it

7

is started again on the 21st, and we have a run time of eight

8

hours. 150

Apparently Mr. Anderson was wrong. The testimony of an expert was that the antivirus
software program was not working properly on September 20, 2006.

Mr. Anderson finishes his testimony with:

Vol VI, Page 27

2
3

Lack of password, again, bogus. It is nothing more,
nothing less than smoke and mirrors.

151

The distortion of recorded testimony by Mr. Anderson in order to deceive the jury was "nothing
more, nothing less than smoke and mirrors."

Todd Coleman, Mr. Anderson’s Master’s level forensic scientist certified in computer forensics,
was sitting right there in Court when Ms. Loehrs testified. Mr. Anderson announced to the Court
he would have a rebuttal witness. Todd Coleman never testified. Neither Todd Coleman, nor
any other computer expert for the prosecution, ever refuted Ms. Loehrs’ testimony.

150
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Because Mr. Anderson did not have the support of his own computer experts to rebut Ms.
Loehrs' testimony of reasonable doubt, he rebutted it himself in his summation with testimony
that was false and misleading. Mr. Anderson's flagrant violation of his oath to uphold justice is a
prime example of bad faith and prejudice.
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GROUND TWO: INEFFECTIVE ASSISTANCE OF COUNSEL – I challenge my
conviction on the ineffective assistance of my counsels, namely Mr. Thomas R. Smith during the
trial phase and Ms. Megan L. Hayes, during the appeal stage. My Sixth Amendment right to the
effective assistance of counsel and my Fifth Amendment right to due process were violated when
Mr. Smith and Ms. Hayes failed to take the appropriate actions in regards to my case.

Challenge I

My Sixth Amendment right to the effective assistance of counsel and my Fifth Amendment
right to due process were violated when Mr. Thomas Smith ineffectively investigated the
complexities of this case and did not prepare my case for trial within the requisite range of
competence needed for a case of this type. In addition, Mr. Smith failed to file timely
motions and failed to subject prosecution’s case to meaningful adversarial testing.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

I have a great deal of appreciation and respect for Mr. Smith. On January 3, 2008 Mr. Smith
agreed to be employed by the United States as a panel attorney on my behalf, even though
defending this type of case was new to him. It became clear that the complexities of this type of
case require an attorney who not only has trial experience, but also one who has expertise in the
field of computer forensics associated with computer crimes. Mr. Smith found himself in a
difficult situation.
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On February 19, 2008, Mr. Smith filed an Ex-Parte Motion for Approval to Retain an Additional
Expert (Ms. Tami Loehrs). 152 On February 21, 2008, the Motion was granted. The Order stated
that Ms. Loehrs’ billing could not exceed $20,000 unless further ordered by the Court. 153

Ms. Loehrs spent three days in Cheyenne examining the evidence and an interim bill for her
services was submitted to the Court on March 20, 2008 totaling $10,603.90. 154 On March 26,
2008 the Court issued an order to pay the bill, but amended the previous order by rescinding the
initial authorization of $20,000. The Court ordered that “the Defendant and his attorneys shall
henceforth obtain specific cost estimates of their charges, justifying with specificity the need
therefore and the reasonableness of such charges before such charges are incurred…” 155

On April 1, 2008, Mr. Smith filed a Response to the Court’s order amending the initial
authorization of $20,000. In that document Mr. Smith stated that Ms. Loehrs’ examination of the
evidence had been extremely helpful to the defense, and even though she had stopped her work,
the defense would be submitting an additional bill from Ms. Loehrs for the work she completed
after leaving Cheyenne.

156

At a hearing held on April 16, 2008 the Court expressed outraged at the bill submitted by
Ms. Loehrs:

Page 6

15

THE COURT: Now, this is what I did. At the time you

16

asked for an expert to be appointed, my understanding was that

17

you said that you didn’t know how much it would cost but it

152

USA v SOLON, District of Wyoming, Case No. 07-CR-032B. Ex-Parte Motion for Approval to Retain Additional
Expert. Document 63. February 19, 2008.
153
ibid. Order granting (63) Motion for Ex-Parte. Document 64. February 21, 2008.
154
ibid. Ex-Parte Motion for Interim Payment of Expert Services. Document 69. March 20, 2008.
155
ibid. Order Amending Ex Parte Order. Document 70. March 26, 2008.
156
ibid. Response to [70] Ex Parte Document. Document 72. April 1, 2008.
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18

wouldn’t cost over 20,000. That was the only figure I had. So

19

I authorized that thinking to myself that it might be 3 to

20

5,000, and to get a $10,000 bill was absolutely outrageous in

21

my judgment.

22

And then, if I read this thing correctly, she’s got a

23

balance due of 15,000. And she’s going to – it is going to be

24

a cold day in hell before I ever authorize that.

157

Mr. Smith spent a lot of time in that hearing justifying the high expense associated with
Ms. Loehrs. During that hearing he stated to the Court:

Page 7

Page 8

21

But Your Honor, before you make a decision on Miss

22

Loehrs, I would ask – I apologize you don’t have a copy of

23

this report, but this report is, in my mind, fantastic. And,

24

you know, as for her expenses, she may be high, but, by golly,

25

she’s proven her worth, I think, in this case. This

1

information that she has been invaluable. We were – we were

2

really pretty much in the dark, and I think now that we have a

3

proper evaluation of the evidence, we’re ready to go to trial.

4

And of course, you know, I need to be able to get her

5

here for trial, and so obviously I’m very concerned. And I

6

understand she’s expensive, but you know, this is a new –

7

relatively new area, and this stuff is hard to analyze. 158

157

ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 6, Lines 15-24. April
16, 2008.
158
ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 7, Line 21 to and
including Page 8, Line 7. April 16, 2008.
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To reiterate, Mr. Smith stated to the Court, “…I think now that we have a proper evaluation
of the evidence, we’re ready to go to trial.” He never stated Ms. Loehrs needed additional time
to evaluate the evidence before trial.

The Court responded:

Page 8

Page 9

24

THE COURT: Well, what we will do is we will compare

25

the time that the government experts put in on reviewing this

1

same evidence and we will compare that with what her time is

2

and then we will know. But my personal opinion is that she’s

3

outrageously high in her charges.

159

The Court further stated:

Page 19

2

THE COURT: Well, as a starting point, then, I suggest

3

that you get an affidavit from her as to what her usual charges

4

are, how often she’s been able to get somebody to pay those

5

charges, what her background is, what her training is, why

6

she’s entitled to a $250 fee which to me seems awfully high.

7

But, of course, I say that from the standpoint of having been a

8

practicing lawyer who never got more than $40 an hour for my

9

time which was, of course, long ago. But I would have to know

10

more about what experts in this field are charging, including

11

her, and then I need a detailed analysis as to exactly what she

12

did, what time it took her to do it, and on top of that what

13

her future time might be for coming here and testifying.

159

ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 8, Line 24 to and
including Page 9, Line 3. April 16, 2008.
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14

MR. SMITH: And that was the purpose of my filing just

15

this morning. I know that was late, but I attempted to set

16

that out because you advised me to do that some time ago. But,

17

Your Honor, I will review my pleadings and make sure what has

18

been filed and not filed. I understand there’s some mistakes

19

in my office in not getting things properly to you. 160

The filing that morning was an “Ex Parte Notice to the Court Regarding Specific Cost Estimate
for Expert Services.”

161

That document submitted the bill from Ms. Loehrs in the amount of

$5,375 for the additional work she had done after her trip to Wyoming. In addition, an
authorization request was submitted for ten hours of travel expenses to and from trial, four hours
of pre-trial consultation, and eight hours a day trial time.

In the hearing April 16, 2008 the Court further stated:

Page 19

Page 20

24

THE COURT: All right. Well, I think I’ve got the

25

matter in mind, and I think we all know generally what the law

1

is on this subject.

2

Well, while the Court has a duty to consider the

3

expense to the United States which is, of course, paying the

4

bill, and that’s what I have been doing and yelping about Tami

5

Loehrs’ bill is because I think it is outrageously high, I also

6

realize that Mr. Solon is entitled to a fair trial in which his

7

defenses are adequately presented and that doesn’t mean cheaply

8

presented, necessarily, but I think we’ve got to have a handle

160

ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 19, Lines 2-19. April
16, 2008.
161
ibid. Ex Parte Notice to the Court Regarding Specific Cost Estimate for Expert Services. Doc. 76. April 16, 2008.
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9
10

on this and that’s what I’m getting at.
I will take the matter of withdrawal of the plea under

11

advisement, and I will wait until I see what further data you

12

get from this woman and including – I want a specific estimate

13

of what the additional costs are going to be for her coming

14

here and testifying.

162

In that same hearing, Mr. Smith spent a lot of time summarizing Ms. Loehrs’ Preliminary
Report. 163 Ms. Loehrs reported what she found and didn’t find, but there were no findings on
how the files got on my computer.

Mr. Smith told the Court:

Page 9

10

She has done these type cases before, and she knew

11

what her analysis would entail and how long it would take to do

12

it. A lot of this is examining these files byte by byte by

13

byte. 164

Mr. Smith should have also been aware that Ms. Loehrs hadn’t yet finished her investigation.
The question as to how those files got on my computer had not yet been answered. The Court
responded:

162

ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 19, Line 24 to and
including Page 20, Line 14. April 16, 2008.
163
ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 9, Line 18 to and
including Page 16, Line 7. April 16, 2008.
164
ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 9, Lines 10-13. April
16, 2008.
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Page 16

Page 17

8

THE COURT: Well, I think this – at least this is a

9

preliminary conclusion from your report, that this report of

10

this woman gives you an argument. I think that’s all it does.

11

I think that it is something that is going to have to be

12

contrasted with what Mr. Waters and his crew are going to say.

13

MR. SMITH: Yes, sir, I agree.

14

THE COURT: And they’re going to – I think their

15

testimony will be drastically different, and it strikes me that

16

a jury might believe your woman, but I would guess they won’t.

17

I would guess that the actual hard drive here with pornographic

18

images on it is what is going to be believed. And I think you

19

can take a look at what is going on next door in Courtroom

20

Number 1 where this man from Nevada has got the same sort of an

21

argument as Mr. Solon has – I didn’t know the pornography was

22

on there. It is a surprise to me – and it goes on like that.

23

And in Ned’s case there’s only five images. In this guy from

24

Nevada I think there’s thousands. But the effect of the

25

argument is going to be about the same. And you can get a

1

pretty good reading as to what a Wyoming jury would be likely

2

to do.

3
4

My guess from what I know about the case is that I
don’t think that woman’s argument will sway the jury much.

165

Mr. Smith was told he had more work to do and was given specific instructions as to how to get
the funding to get the work done.

165

ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 16, Line 8 to and
including Page 17, Line 4. April 16, 2008.
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Five months later, in a hearing held September 17, 2008, Ms. Loehrs testified. While being
questioned by Prosecutor Anderson, Ms. Loehrs testifies she “never got a chance to finish [her]
exam.”

Page 41

6

Q.

And you don’t know whether you looked at that evidence?

7

A.

Sir, I never got a chance to finish my exam, so I’m not

8

done. I was cut off. I was told to do no more work.

9

Q.

By whom?

10

A.

Because there was no fund – by the Court. I was denied

11

funding, so I stopped my exam. I never got a chance to finish.

166

And further on while being questioned by Prosecutor Anderson, Ms. Loehrs testified:

Page 44

Page 45

21

Q.

You didn’t look at that setting?

22

A.

I’m sure -- again, sir, I never finished my exam. There

23

are hundreds and hundreds of things to look at on an exam like

24

this where you have to analyze what’s happening on the

25

computer. I have not had a chance to look at everything that

1

impacts this case.

2

Q.

3

point you don’t know?

4

A.

5

about this case. Absolutely. 167

Well, certainly, what you’re – but you’re saying at this

That’s correct. There’s a lot of things I still don’t know

At that point, almost six months had passed since March 26, 2008 when the Court issued an
Order stating, “the Defendant and his attorneys shall henceforth obtain specific cost estimates of
166
167

ibid. Transcript of Motion Proceedings. Page 41, Lines 6-11. September 17, 2008.
ibid. Transcript of Motion Proceedings. Page 44, Line 21 to and including Page 45, Line 5. September 17, 2008.
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their charges, justifying with specificity the need therefore and the reasonableness of such
charges before such charges are incurred…” 168

Obviously that had not been done during the previous 6 months. It is not known whether or not
Mr. Smith ever questioned Ms. Loehrs as to what additional work she needed to do to find the
source of the child pornography, but the record shows he certainly never submitted to the Court a
justification for specific cost estimates of that work that needed to be done.

Later in the hearing held September 17, 2008, Mr. Smith, Defense Attorney, questions
Ms. Loehrs as to how much more time she needs to complete her exam:

Page 50

25

Q.

Page 51

1

time you would need to complete this case with the Court

2

advising us that trial is set for early November?

3

A.

4

These exams – I can never do all the work that needs to be

5

done on these exams. I try to cut it down to the issues that

6

we’re dealing with. If the work I’ve done thus far is all we

7

need to go to trial, and I’m sure that there will be other

8

questions that I will need to answer, I –you know, ten hours,

9

maybe. It entirely depends.

10

Q.

11

remote access of Mr. Solon’s computer; is that correct?

12

A.

That’s correct.

13

Q.

For you to do a complete and full analysis to determine if

14

someone had remotely accessed Mr. Solon’s computer, do you have

168

And do you have an estimate as to approximately how much

Again, it depends on the issues that we go to look for.

Miss Loehrs, you and I have discussed the possibility of

ibid. Order Amending Ex Parte Order. Document 70. March 26, 2008.
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Page 52

15

an estimate of the time that would be needed to do a full

16

analysis?

17

A.

18

that I would need to search through, again, data on the

19

computer. I may find that remote – that evidence of that

20

remote access in two hours. I may go through thousands and

21

thousands of computer files for two weeks and not find it.

It depends on what I find. There – there are log files

22

So, again, I’m not trying to be evasive, but analyzing

23

computer data can be extremely long, tedious work. So, you

24

know, if I’m given five hours to go in there and do that, I’ll

25

go in and find what I can. I may not have the answer. Could I

1

spend another five hours and keep looking? Absolutely. But

2

sometimes we have to cut our losses.

3

So, again, whatever time we’re given, I would go in

4

and look for that data. I may find it in five hours. I may

5

not. 169

If Mr. Smith wasn’t aware additional work needed to be done in the previous six months, he
certainly became aware of it at the hearing held September 17, 2008. But even after the need
was made apparent, Mr. Smith still did not submit to the Court a justification for specific cost
estimates of work that needed to be done, which was made obvious during trial.

On November 6, 2008 while being questioned by Defense Attorney Mr. Smith during trial,
Ms. Loehrs testified to the following:

169

ibid. Transcript of Motion Proceedings. Page 50, Line 25 to and including Page 52, Line 5. September 17, 2008.
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Vol IV, Page 160

4

Q.

Well, okay. And in this matter did you prepare a report?

5

A.

I did. I prepared a preliminary report.

6

Q.

And why do you call that a preliminary report?

7

A.

When I returned – I only get three days in front of the

8

evidence, but I export a lot of data out, very important data

9

that does not contain contraband that I can take back to my lab

10

and continue to examine, like the Windows registry or log files

11

or Internet history, those sorts of things.

12

When I got back to my lab to continue my work, I kind

13

of – my work got stopped, so I did a report on what I had done

14

to that point. So it was – it is a preliminary report because

15

it is what I found up to this point, but I did not get to

16

continue my exam in its entirety.

17

Q.

And when did you complete that preliminary report?

18

A.

That was on March 27th.

19

Q.

All right. And you’ve had some more time here in Cheyenne

20

this week, and you’ve heard the testimony of Agent Huff and

21

Agent Balliett. And so do you have some opinions in addition

22

to what you’ve put in your preliminary report?

23

A.

24

been here.

25

Yeah, absolutely. I’ve been looking at this since I’ve

MR. SMITH: All right.

170

The next day, November 7, 2008, while still being questioned by Defense Attorney Mr. Smith,
Ms. Loehrs testifies:

170

ibid. Transcript of Trial Proceedings. Volume IV. Page 160, Lines 4-25. November 6, 2008.
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Vol V, Page 40

3

Q.

4

scans to know if there were viruses present?

5

A.

6

stopped.

Actually, this is about the point in my exam where I was

7

MR. ANDERSON: Objection, and I request a sidebar.

8

THE COURT: All right.

9
10

Vol V, Page 41

All right. Have you looked at other logs to know or other

(Following out of the hearing of the jury.)
MR. ANDERSON: Your Honor, the witness just responded

11

that she got to about this point in her exam and she was forced

12

to stop her examination. Now, the Court granted defense

13

counsel permission to hire the witness, bring this witness

14

back to Cheyenne so that she could do additional work while she

15

was here in Cheyenne. And I think her response, “This is

16

where I was forced to stop,” should be stricken from the record

17

and the jury should be instructed to disregard that answer. I

18

think it is prejudicial to the Government.

19

The Government hasn’t stopped this witness from

20

anything. If anything, we’ve tried to accommodate the needs of

21

the witness and the defense in reviewing exhibits. And I

22

think – again, I think that is prejudicial to the Government

23

and should be stricken.

24

THE COURT: Where are you going with this?

25

MR. SMITH: Well, Your Honor, I did not elicit that

1
2

response.
THE COURT: Yes, you did. You were leading up to it

3

last – yesterday afternoon. And there were indications that

4

she was going to talk about that. It is no surprise to me.
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5
6

to elicit such testimony. As the Court knows, she was told to

7

stop her work at some point in time.

8

THE COURT: She was not. That isn’t true.

9

MR. SMITH: Your Honor, the Court issued an order for

10
11

her to stop work until further approval.
THE COURT: I didn’t give an order to stop work. I

12

just said that she wasn’t going to submit any more $10,000

13

bills for three days’ work.

14

MR. SMITH: So, Your Honor – and so I should have

15

said the Court told her that she was not to bill any more or

16

was not – she was not authorized to bill any more.

17

THE COURT: That isn’t correct.

18

MR. SMITH: And I don’t have the order in front of me,

19

Your Honor, but I think it was – first of all, I agree that

20

this is not relevant and if I can speak to her, I would, and

21

instruct her not to discuss this anymore. But respectfully, I

22

believe the order of the Court effectively told her not to bill

23

any more or do any more work; the Court was not authorizing her

24

continuing work.

25
Vol V, Page 42

MR. SMITH: Well, Your Honor, I have not been trying

THE COURT: No, I have never – I’ve never taken that

1

position. I’ve taken the position that her billings were

2

excessive, which they were, $3,000 a day.

3
4
5

MR. SMITH: Well, certainly she could have worked for
free. I understand that.
MR. ANDERSON: At this point it lays on the record

6

that somehow she’s been forced or stopped work by the

7

Government. That is unfair. It is prejudicial.
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8
9

THE COURT: That’s exactly right, and it will be
stricken.

10

MR. ANDERSON: And it should be stricken.

11

THE COURT: All right. We will go ahead.

12
13

(Following in the hearing of the jury.)
THE COURT: Members of the jury, the witness just said

14

that she was stopped and coupled with her testimony yesterday

15

there is the implication that the Court stopped her from

16

working. That is absolutely untrue. It is a falsity, and you

17

are instructed to ignore it. And we will hear no more such

18

testimony. I never did stop this witness from working. I did

19

stop her from submitting excessive bills to the United States,

20

and that’s all I ever did.

21

Go ahead.

171

Ms. Loehrs was under the impression the Court had stopped her work. That may be true in one
sense, but her work could have continued if Mr. Smith had effectively filed timely motions to get
authorization for more funding. Because of the ineffectiveness of Mr. Smith to file timely
motions and the ineffective communication between he and Ms. Loehrs, the Court was put into a
position of telling the jury that Ms. Loehrs’ implications that the Court stopped her from working
were “absolutely untrue” and a “falsity.”

This statement by the Court was extremely damaging to my defense. Prosecutor Anderson
repeatedly insinuated to the jury that Ms. Loehrs could not be trusted (see Ground 1, Challenge II
and Challenge IX). Now because of the ineffectiveness of Mr. Smith, the jury heard the same
sort of thing being told to them by the Court. With both the Prosecutor and the Court stating my
171

ibid. Transcript of Trial Proceedings. Volume V. Page 40, Line 3 to and including Page 42, Line 21. November 7,
2008.
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expert witness, Ms. Loehrs, couldn’t be trusted and to disregard statements she made that were
“absolutely untrue” and a “falsity,” the jury was swayed to completely disregard her testimony.
Ms. Loehrs, in continued cross-examination by Prosecutor Anderson, testified to the following:

Vol V, Page 97

25

Q.

Okay. Why would a hacker – tell me this. If a hacker was

Vol V, Page 98

1

going to access Limewire, now this hacker that has the access

2

to the computer now knows when the computer is up and running?

3

A.

Correct.

4

Q.

He knows when it is being used?

5

A.

Correct.

6

Q.

He would know when someone was in the house, correct?

7

A.

Correct.

8

Q.

He would, wouldn’t he? And he would know when the

9

computer – when somebody had just gotten through with a hand

10

of PartyPoker, would that be the perfect time to start

11

downloading child pornography for the hacker?

12

A.

If I was a hacker.

13

Q.

How would the hacker not know that somebody was now going

14

to play some more PartyPoker after they recovered from the last

15

lost hand?

16

A.

17

computer, not mine. That’s – I can’t –

18

Q.

19

the practicality of what you’re suggesting to that jury.

20

A.

I’ve proven this on other cases, so –

21

Q.

I don’t care what you’ve proven. We’re talking about this

22

case in this courtroom on this afternoon.

23

A.

If I was a hacker, I would commit my crimes on your

That’s a really nice canned answer, but let’s talk about

And give me about a hundred more hours and I may be able to
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Vol V, Page 99

24

prove it on this one as well. That’s all I’m saying.

25

Q.

1

Ma’am, if you –
MR. ANDERSON: Your Honor, I would ask that this

2

witness be instructed once again no one forbade her from doing

3

the work on this case.

4

THE COURT: That is absolutely correct. Nobody,

5

particularly this Court, stopped you. All I wanted was a

6

program that was laid out on a budget. You never even asked

7

for it. You never asked for any more authority to conduct

8

further exploration. 172

Ms. Loehrs’ testimony that if given a hundred more hours she may be able to prove a hacker
took control of my computer, was corroborated by the prosecution’s expert, Agent Huff, while
being questioned by Mr. Smith:

Vol IV, Page 4

5

Q.

Mr. Huff, do you keep a log of how long you work on

6

different cases that you’re investigating?

7

A.

8

don’t necessarily keep a log, though, of per case or time spent

9

working on cases.

10

Q.

11

this case?

12

A.

13

worth of work.

14

Q.

15

time?

We keep a time sheet, basically for work purposes. We

Do you have any idea how long that you spent working on

Many, many hours. I would have to say in the weeks, weeks

All right. And Agent Balliett, likewise, has spent some

172

ibid. Transcript of Trial Proceedings. Volume V. Page 97, Line 25 to and including Page 99, Line 8. November 7,
2008.
Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 116

Vol IV, Page 5

16

A.

Yes.

17

Q.

And I believe I was out there one day, and I met with Agent

18

Waters as well?

19

A.

Correct.

20

Q.

And have there been other agents working on this particular

21

case?

22

A.

23

research on some of the subject matter concerning this case,

24

yes.

25

Q.

1

hundreds of hours?

2

A.

Easily.

3

Q.

Thousands of hours?

4

A.

Possibly.

5

Q.

And right now you can’t tell the jury how many hours that

6

combined your office has spent analyzing this case?

7

A.

I can’t, no.

8

Q.

Yesterday I introduced that log from September – primarily

9

September 20th.

10

A.

Correct.

11

Q.

And I believe you indicated that that was just a partial

12

log itself; is that correct?

13

A.

14

covers a couple of hours as far as computer entries on the

15

computer that I examined.

16

Q.

17

to ferret out exactly what happened with a particular computer?

18

A.

Yes. We’ve had several agents that have helped do some

Is it true that one of these cases could literally take

Yes, it is. It is a 160 pages, but the time spent only

So someone could literally spend thousands of hours to try

Yes.
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19

Q.

At some point you have to just call it good; would that be

20

a fair statement?

21

A.

22

our material, and at some point you have to stop, yes. 173

Well, we take the best information that we can glean from

As stated earlier, in a hearing held April 16, 2008 the Court ordered:

Page 8

Page 9

24

THE COURT: Well, what we will do is we will compare

25

the time that the government experts put in on reviewing this

1

same evidence and we will compare that with what her time is

2

and then we will know. 174

As the Court suggested, Mr. Smith should have obtained this information from Agent Huff in
April 2008 so that it could be used as justification for the reasonableness of specific cost
estimates for Ms. Loehrs.

In summary, Ms. Loehrs testified she did do additional work after she arrived in Cheyenne for
trial in November 2008. She did not testify to doing any work between March 27, 2008 and
November 2008, even though she had previously testified that additional work needed to be
done. There was plenty of time to do that additional work if Mr. Smith had requested
authorization for additional funding. But because no request was submitted, no additional
funding was authorized. Given that Mr. Smith ineffectively failed to file timely motions to
request funding for an effective investigation, Ms. Loehrs was unable to complete her
investigation, which was crucial to my defense.

173

ibid. Transcript of Trial Proceedings. Volume IV. Page 4, Line 5 to and including Page 5, Line 22. November 6,
2008.
174
ibid. Motion Proceedings. Motion to Withdraw Plea; Motion for Detention Hearing. Page 8, Line 24 to and
including Page 9, Line 2. April 16, 2008.
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Because experts from both sides repeatedly testified it could take hundreds of hours to find out
what may have happened to my computer, Mr. Smith should have taken into consideration the
fact that exactly what happened to my computer may never be found. With that consideration in
mind, it was ineffectiveness on Mr. Smith’s part to not have additional experts investigating the
complexities of this case and then preparing those experts for trial.

It was determined that my computer had been infected with a Trojan that caused a “backdoor” to
open in which a hacker could access my computer without my knowledge. Since that argument
was being presented as a possibility, an expert should have been called who could demonstrate to
the jury and the Court exactly how a Trojan is created, how it can be sent to another computer
and activated, and how that Trojan can allow a user to access another’s computer without their
knowledge. It is one thing to tell someone this is possible. It is quite another matter to show
them how it can happen. Seeing is believing. The jury in my case did not have the opportunity
to see how this could happen. Not preparing a demonstration of exactly how a Trojan works was
ineffectiveness on the part of Mr. Smith.

In addition, Mr. Smith was ineffective in not preparing an expert who could connect my hard
drive to my computer system to show the Court and the jury from my computer system the
proof that a Trojan and backdoor existed.

An expert in child pornography should have been hired and prepared for trial to testify to
behaviors of people who collect child pornography. Those behaviors could have been contrasted
with the evidence found in my case. In an article written by Jordan Robertson of the Associated
Press, Damon King, trial attorney for the U.S. Justice Department's Child Exploitation and
Obscenity Section is quoted:
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“Even careful child porn collectors tend to leave incriminating e-mails, DVDs or other clues.
Virus defenses are no match for such evidence.” 175

During Mr. Smith’s closing argument, the district judge abruptly left the courtroom. Mr. Smith
was ineffective in not lodging an objection to that absence. When this issue was raised on
appeal, the Tenth Circuit Court of Appeals stated in their ruling:

Accordingly, this trial error is subject to harmless
error review. Generally, “[t]he Government bears the
burden of proving the error is harmless beyond a
reasonable doubt.” United States v. Rogers, 556 F.3d 1130,
1141 (10th Cir. 2009). When the defendant fails to timely
object to an alleged error, however, we review only for
plain error and “[i]t is the defendant rather than the
Government who bears the burden of persuasion with
respect to prejudice.” United States v. Olano, 507 U.S.
725, 734 (1993). Mr. Solon failed to object to the district
judge’s absence, therefore, he must show that “there is (1)
error (2) that is plain, which (3) affects substantial rights,
and which (4) seriously affects the fairness, integrity, or
public reputation of judicial proceedings.” GonzalezHuerta, 403 F.3d at 732.
The government has conceded and we strongly
agree that the judge’s departure from the bench was error.
Furthermore, we hold that such error was also clear and
obvious. 176
During the trial phase, Mr. Smith was ineffective in keeping the focus of the trial on the main
issue in question: Did I knowingly possess and receive child pornography? Mr. Smith failed to
object to most of Mr. Anderson’s misconduct previously outlined in Ground One, which allowed

175

Newspaper article. Framed for child porn – by a PC virus. Jordan Robertson, Associated Press. November 8,
2009.
176
United States v. SOLON. United States Court of Appeals, Tenth Circuit. No. 09-8018. Appeal from the United
States District Court for the District of Wyoming (D. Ct. No. 2:07-CR-00032-CAB-1). Pages 11-12. February 17,
2010.
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Prosecutor Anderson to keep the focus of the trial on an issue that wasn’t in dispute by either
side. The key issue -- whether or not I knowingly committed the crime – was lost during trial.

Mr. Smith failed to object at any time when Prosecutor Anderson misled and confused the jury
and wasted the Court’s time. Mr. Smith definitely should have objected when Prosecutor
Anderson repeatedly testified during closing argument in order to rebut the testimony of my
expert witness, Ms. Loehrs. Mr. Smith also failed to object in closing argument to the repeated
outright lies by Prosecutor Anderson concerning the testimony of my expert witness, Ms. Loehrs.

Mr. Smith had a copy of Agent Balliett’s report that listed the “Details of Investigation.” That
report stated that Agents Balliett and Huff forensically examined the hard drive without the
protection of write-block device, thereby destroying the integrity of that evidence. Agent Huff
again testified to that fact during trial

177

and still Mr. Smith didn’t challenge anything that was

supposedly produced from that hard drive.

In addition, Mr. Smith didn’t challenge the fact that the hard drive itself was not introduced as
evidence. Without that hard drive being entered into evidence, Mr. Smith should have objected
to any evidence that was produced by the Government with the claim it was on that hard drive.
Mr. Smith’s failure to do so was complete ineffectiveness on his part.

Due to Mr. Smith’s lack of trial experience, along with his inexperience in these types of
complicated cases, there was a complete lack of effectiveness in my representation, which
directly impacted the outcome of my trial.

177

ibid. Transcript of Trial Proceedings. Volume III. Page 86, Lines 4-22. November 5, 2008.

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 121

Challenge II

My Sixth Amendment right to the effective assistance of counsel and my Fifth Amendment
right to due process were violated when Ms. Megan Hayes failed to raise certain issues,
including issues that had been preserved for appeal by my trial attorney, Mr. Thomas
Smith.

Relief Requested: Set aside the judgment and discharge the prisoner, or any other relief to
which I may be entitled.

I have a great deal of respect for Ms. Megan Hayes who not only agreed to take this case, but
who also, in the process, took on the difficult, unenviable, job of having to deal with my family.
This case has been difficult and complicated from the beginning. Almost every person involved
with this case seemed to not understand or recognize the complexities involved. My trial
attorney, Mr. Smith, did not recognize the continued misconduct by the prosecutor, Mr.
Anderson, and in not recognizing it, failed to put a stop to it. Ms. Hayes did not include the issue
of Prosecutorial Misconduct in the appeal because it had not been addressed in the trial phase.
Ms. Hayes was ineffective in not recognizing the ineffectiveness of my trial attorney, Mr.
Smith, and therefore, did not include the issues of Ineffectiveness of Counsel and
Prosecutorial Misconduct in the appeal.

In addition to Ineffective Counsel and Prosecutorial Misconduct, Ms. Hayes was ineffective in
not including other important issues in the appeal. Defendant’s Motion to Dismiss 178 and a

178

ibid. Defendant’s Motion to Dismiss. Document 15. Filed April 13, 2007.
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Memorandum in Support of Motion to Dismiss 179 were filed April 13, 2007. In the
Memorandum in Support of Motion to Dismiss it was argued:

The charge against the Defendant is based upon digital
images on the Maxtor hard drive seized (Item 400 on
Exhibit C, and Indictment). The failure of the agents to
seize the entire computer system prejudices the Defendant.
Defendant contends that the failure to seize the system
destroyed evidence.
Without the entire computer system, it cannot be
ascertained, amongst other things, what images were
actually viewable by the Defendant. Data could be stored
on the hard drive without it being viewable. (Affidavit of
Robert Reilly180). Reilly’s opinions about the possible nonviewability of stored data is the same as that of the
government.
See paragraph 17 of Affidavit, supra,
(Seizure of most equipment “essential to show the nature
and quality of the graphic images which the system could
produce.”)
If the data was not viewable on the Defendant’s system, the
Defendant could not have “knowingly” possessed the
computer disk that contained child pornography, an
element of the crime he is charged with.
Additionally, without the system as a whole, other
evaluations are impossible. It is impossible to run a
complete virus scan on the system. (See Affidavit of Greg
Coffey181) A virus in the hard drive can be an entirely
different matter from a virus in the system. 182

179

ibid. Memorandum in Support of Motion to Dismiss. Document 16-1. Filed April 13, 2007.
The complete Affidavit of Robert Reilly, listing experience and with attachments, including 14 pages.
Case 2:07-cr-00032 CAB. Document 16-5. Filed 4-13-2007.
181
Complete Affidavit of Gregory J. Coffey. Case 2:07-cr-00032-CAB. Document 16-6. Dated & Filed 4/13/2007.
182
ibid. Memorandum in Support of Motion to Dismiss. Page 4. Document 16-1. Filed April 13, 2007.
180

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 123

An Order Denying Defendant’s Motion to Dismiss was filed June 11, 2007. 183

It was testified to by both sides that the entire computer system is essential to analyze the
evidence.

184 185 186

Ms. Hayes’ decision to limit the issues included in an appeal was

ineffective when she failed to include this very important issue of the entire computer
system not being seized.

A Motion in Limine to Preclude Government from Showing Child Pornography to Jury was filed
June 11, 2008. In this motion it was argued “that unless and until the Government presents
evidence that this Defendant viewed or copied the five videos or previews of the videos, (thereby
showing dominion or control, or other indicia of knowing possession) that the videos not be
shown to the jury.” 187

In an Order Ruling on Outstanding Motions filed September 23, 2008, Defendant’s Motion in
Limine to Preclude Government from Showing Child Pornography to the Jury was denied.

188

When Ms. Hayes limited the issues included in the appeal, she ineffectively decided not to
raise this very important issue of not showing child pornography to the jury until it could
be proven I viewed, copied, or otherwise knowingly possessed it.

On November 6, 2008 after the United States presented its evidence against me, Mr. Smith made
a motion for a Judgment of Acquittal under Rule 29(a).
183

ibid. Order Denying Defendant’s Motion to Dismiss and Denying Defendant’s “Motion For Release of Mirror
Image of Hard Drive or in the Alternative Motion to Dismiss”. Document 23. Filed June 11, 2007.
184
Application and Affidavit for Search Warrant. SOLON-2007R000380-500017. District of Wyoming, Case No. 07CR-032-B. September 15, 2006.
185
The complete Affidavit of Robert Reilly, listing experience and with attachments, including 14 pages.
Case 2:07-cr-00032 CAB. Document 16-5. Filed 4-13-2007.
186
Complete Affidavit of Gregory J. Coffey. Case 2:07-cr-00032-CAB. Document 16-6. Dated & Filed 4/13/2007.
187
ibid. Motion in Limine to Preclude Government from Showing Child Pornography to Jury. Document 87. Filed
6/11/2008.
188
ibid. Order Ruling on Outstanding Motions. Document 96. Filed 9/23/2008.
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Vol IV, Page 139

3
4

Acquittal under Rule 29(a). The charges against Mr. Solon,

5

being possession of child pornography, requires the knowing

6

intent.

7

Your Honor, my motion really is based upon some of the

8

questioning that you asked about someone deleting something

9

that you don’t want, and in this case I think the testimony has

10

been that none of these images – there’s not any evidence that

11

any of these images were actually viewed.

12
13

I don’t believe there’s adequate evidence to show that
Mr. Solon knowingly possessed these images.

14

THE COURT: Except circumstantially.

15

MR. SMITH: Yes, sir. And that circumstantial

16

evidence is there, and I recognize that Mr. Huff provided his

17

opinion that this was not a mistake.

18

Vol IV, Page 140

MR. SMITH: Your Honor, I would move for a Judgment of

Also, I know that earlier Mr. Huff testified that this

19

interpretation of the forensic evidence was subject to – other

20

people could have different opinions, and I don’t think the

21

evidence is much different for the attempts.

22

I would note that there’s no evidence putting

23

Mr. Solon directly in front of the computer on these dates in

24

June when the pornography was first detected, nor in August,

25

and it is circumstantial that he was in front of the computer

1

at the time that the pornography starting coming in on

2

September 21st [sic].

3
4

THE COURT: The motion will be denied. I believe that
there is adequate circumstantial evidence to indicate knowing
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5

possession as well as receipt of it.
Please call the jury in. 189

6

Ms. Hayes was ineffective when she did not raise on appeal this very important issue of
there not being adequate evidence to show that I knowingly possessed or received child
pornography.

During trial, Mr. Anderson presented Exhibit 10, which was an image of child pornography
taken from a database at the DCI office. The following Voir Dire Examination of Agent Huff
was conducted by Mr. Smith.

Vol III, Page 59

8

VOIR DIRE EXAMINATION

9

Q.

(BY MR. SMITH) Agent Huff, Exhibit 10 that’s been offered,

10

that is not taken directly from Mr. Solon’s computer?

11

A.

That’s correct.

12

Q.

All right. And where does Exhibit 10 come from?

13

A.

Comes from our database at our DCI office here in Cheyenne.

14

Q.

And later when you did your forensic evaluation of

15

Mr. Solon’s hard drive, did you ever find this file on his hard

16

drive?

17

A.

No, I did not. 190

Mr. Smith then objected to the admission of Exhibit 10 and that objection was overruled.

189

ibid. Transcript of Trial Proceedings. Volume IV. Page 139, Line 3 to and including Page 140, Line 6. November
6, 2008.
190
ibid. Transcript of Trial Proceedings. Volume III. Page 59, Lines 8-17. November 5, 2008.
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Vol III, Page 60

Vol III, Page 61

22

MR. SMITH: Your Honor, I would object to admission of

23

Exhibit 10 on the basis that the exhibit does not come from

24

Mr. Solon’s computer but merely from ICAC’s library or

25

database.

1

THE COURT: It will be overruled. I think Number 10

2

is illustrative of what Agent Huff deduced was on Mr. Solon’s

3

computer, and it is, therefore, received.

191

Ms. Hayes was ineffective when she did not raise on appeal this very important issue of not
allowing the prosecution to show child pornography that did not come from my computer.

191

ibid. Transcript of Trial Proceedings. Volume III. Page 60, Line 22 to and including Page 61, Line 3. November
5, 2008.
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GROUND THREE: SEARCH AND SEIZURE

I challenge my conviction in USA v SOLON based upon violation of my Constitutional rights
outlined in AMENDMENTS IV and V when Special Agents Balliett and Huff, in BAD FAITH,
failed to seize the preponderance of the evidence.
____________________________________________________________________________
*BAD FAITH is not the same as prior judgment or negligence. One can make an honest
mistake about one’s own rights and duties, but when the rights of someone else are intentionally
or maliciously infringed upon, such conduct demonstrates bad faith.” 192

** UNREASONABLE Law Definition adj
1. Not determined by reason; capricious; arbitrary; irrational.
2. Unsupported by a valid exception to requirements of a warrant; for example, unreasonable
search and seizure. 193
____________________________________________________________________________

I challenge my conviction based upon:

AMENDMENT IV: “The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not be violated.” and

AMENDMENT V: “No person shall be deprived of life, liberty, or property, without due
process of law.”

192
193

THE FREE LEGAL DICTIONARY BY Farley. http://legal-dictionary.thefreedictionary.com/bad-faith.
Webster’s New World Law Dictionary. Copyright 2010 by Wiley Publishing, Inc. Hoboken, N.J.
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Special Agent Nicole D. Balliett prepared a facially valid Application and Affidavit for Search
Warrant listing approximately 58 items, without any exceptions, which included the entire
Computer System, to be seized. 194 She and SA Randall Huff then proceeded, in BAD FAITH,
to ignore the warrant and to execute an “unreasonable search and seizure,” leaving the
preponderance of the items to be seized in my home and without a Chain of Custody
(AMENDMENT IV and AMENDMENT V).

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled (AMENDMENT IV).

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled (AMENDMENT V).

Special Agent Nicole D. Balliett presented a facially valid APPLICATION AND AFFIDAVIT
FOR SEARCH WARRANT, without any exceptions, to William A. Beaman, U.S. Magistrate
Judge, District of Wyoming. The document was presented in BAD FAITH. SA BALLIET had
no intention to seize the property described. In testimony she reveals that she considers the
Affidavit to simply be a “boilerplate” 195 instrument. Therefore, the warrant would not have been
issued but for the falsity of intent listed in the affidavit (AMENDMENT V).

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled (AMENDMENT V).

The search was conducted at my home in Casper, Wyoming, on September 21, 2006. The
following is a review of the execution of the Search and Seizure, accompanied by excerpts from
194

USA v. SOLON. District of Wyoming. Application and Affidavit for Search Warrant. Pacer Document
Case 2:07-cr-00032-CAB. Document 16-2. Signed 09/15/2006. Filed 04/13/2007.
195
USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Trial Proceedings. Volume II. Page 75,
Lines 18-19. November 4, 2008.
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Use of Computers in the Sexual Exploitation of Children, the guideline the U.S. Department of
Justice has furnished to its investigators. 196 This guide is attached to this Motion to Vacate, Set
Aside, or Correct a Sentence by a Person in Federal Custody (Motion Under 28 U.S.C. § 2255)
as Attachment 2.

The purpose for the search was defined in the “Current Investigation.” It was made a part of the
Application and Affidavit for Search Warrant, which begins:

“(1) On June 23, 2006, at approximately 6:32 A.M., Special Agent (SA) Flint Waters, Wyoming
DCI monitored the software to locate computers sharing images of child pornography.” 197
___________________________________________________________________
USE OF COMPUTERS IN THE SEXUAL EXPLOITATION OF CHILDREN
U. S. DEPARTMENT OF JUSTICE

What, Exactly, Constitutes “the Computer”?

“Do not assume that any item connected to the target device may automatically be
seized. The fourth amendment to the Constitution specifies that a search warrant
should “particularly” describe the place to be searched and the persons or things to
be seized. This requirement presents challenges in drafting an affidavit of probable
cause to search and seize “the computer”; You must have the entire computer system
to replicate the suspect’s use of it and to analyze that use; however when drafting
your affidavit for the warrant, you may not know the exact configuration of the target
computer or the kind of data storage media the suspect used.
196

Use of Computers in the Sexual Exploitation of Children. Portable Guides to Investigating Child Abuse. Second
Edition. Daniel S. Armagh & Nick L. Battaglia. Department of Justice. Office of Justice Programs. December 2006.
197
USA v SOLON. District of Wyoming. Current Investigation. Pacer Document 16-2. Pages 13-21. Filed
4/13/2007.
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“State a basis for seizing each component of the computer system. To protect your
execution of the search warrant from serious challenge in court, your application for
the warrant should include facts that justify the seizure of all components of the
suspect’s computer system, namely, the base unit, each peripheral device, and all
software, manuals, data storage media, and related items. Consider what role each
component might have played in the commission of the crime and, based on your
training, experience, and knowledge about criminal conduct involving computers,
state the facts that support seizing those items.

To satisfy the particularity

requirement of the fourth amendment, the wording of your search warrant must be
reasonably specific rather than elaborately detailed” 198
___________________________________________________________________

ITEMS TO BE SEIZED
Attachment B 199 of the Application and Affidavit for Search Warrant particularly listed
approximately 58 items to be seized. These items comprised the entire “Computer System.”
There were no exceptions listed to the requirements of the warrant. SA Balliett swore under oath
that she knew, from training and experience, the importance of each item listed.

However, SA Balliett seized only one item that was particularly listed on the Search Warrant (the
hard drive). The balance of the entire Computer System, the evidence to be seized, was left
behind without a Chain of Custody.

198

Use of Computers in the Sexual Exploitation of Children. Portable Guides to Investigating Child Abuse. Second
Edition. Daniel S. Armagh & Nick L. Battaglia. Department of Justice. Office of Justice Programs. “What Exactly
Constitutes “the Computer”? Page 11. December 2006. Hereafter called, “Guidelines.”
199
USA v SOLON. District of Wyoming. Pacer Document 16-2. Case 2:07-cr-00032-CAB. Pages 3-4. Filed
4/13/2007.
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WHAT IS AN AFFIDAVIT?

Cross Examination of S/A Nicole Balliett by Defense Attorney, Tom Smith:

Vol II, Page 68

Vol II, Page 69

6

Q.

Okay. And an affidavit is something that you swear to

7

under oath, is it not?

8

A.

Yes, it is.

9

Q.

And at the end of this affidavit on page 21 you state, “I

10

declare under penalty of perjury that the foregoing is true and

11

correct to the best of my knowledge.” Is that accurate?

12

A.

That’s accurate.

13

Q.

Now, in paragraph 15 you state – do you not, “Your Affiant

14

knows from training and experience that searches and seizures

15

of evidence from computers require agents to seize most or all

16

of all computer items.” Did I read that correctly?

17

A.

Yes.

18

Q.

Okay. Why is it that agents are required to seize most or

19

all computer items?

20

A.

21

what happened, you need in some instances the hard drive and in

22

some instances the entire system.

23

Q.

24

qualification, does it, that sometimes it is needed?

25

A.

1

to seize most or all computer items. 200

Because it can be important for – in order to determine

All right. Your affidavit doesn’t include that

It states computers require that evidence – require agents

200

USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Trial Proceedings. Volume II. Page 68,
Line 6 to and including Page 69, Line 1. November 4, 2008.
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BALLIETT DEFINES IMPORTANCE OF SEARCH WARRANT:

Cross Examination of S/A Nicole Balliett by Defense Attorney, Tom Smith:

Vol. II, Page 75

Vol II, Page 76

11

Q.

When you drafted your affidavit, did you have some

12

direction on how to draft that affidavit?

13

A.

Yes, I did.

14

Q.

From where did you get that direction?

15

A.

Some of the information we had pulled together through the

16

ICAC Task Force to write some of the information to be used in

17

most search warrants related to these cases.

18

Q.

All right. Some of it is just, say, boilerplate, isn’t it?

19

A.

Correct.

20

Q.

And then some of it is directly related to this particular

21

search?

22

A.

23

related to this search.

24

Q.

25

necessary to be seized, isn’t that – some of that standard

1

language that you would use in many search warrants?

2

A.

I think it is only – everything in there is directly

Well, the references that I made earlier to what is

It is. 201

201

ibid. Transcript of Trial Proceedings. Volume II. Page 75, Line 11 to and including Page 76, Line 2. November 4,
2008.
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Vol II, Page 76

17

Q.

With your statements in your affidavit that certain items

18

were required to be seized and then weren’t, do you feel that

19

your investigation was compromised by the failure to seize

20

items?

21

A.

No, I do not. 202

WHAT WAS TO BE SEIZED?

Cross Examination of S/A Nicole Balliett by Defense Attorney, Tom Smith:

Vol II, Page 70

202

3

Q.

Okay. Let me direct your attention, please, to paragraph

4

16. And in that paragraph you discuss that it is necessary to

5

examine this computer in the properly controlled environment; is

6

that correct?

7

A.

Yes.

8

Q.

And you note there that computer evidence is extremely

9

vulnerable to tampering or destruction?

10

A.

Yes.

11

Q.

Okay. And there may be booby traps, and so that’s the

12

reason to examine it in a controlled environment?

13

A.

Correct.

14

Q.

And in paragraph 17 you state, do you not, that from your

15

training and experience, that in order to fully retrieve data

16

from a computer system, the analyst needs all magnetic storage

17

devices as well as the computer; is that correct?

ibid. Transcript of Trial Proceedings. Volume II. Page 76, Lines 17-21. November 4, 2008.

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 134

Vol II, Page 71

18

A.

Yes.

19

Q.

And there’s a reference further on to the input and output

20

devices; is that correct?

21

A.

Yes.

22

Q.

That those are needed?

23

A.

Yes.

24

Q.

Okay. And the input and output devices includes keyboards,

25

mice, scanners, printers, monitors, network communication

1

devices, modems and external or connective devices; is that

2

correct?

3

A.

Yes.

4

Q.

In your affidavit you swear to the Magistrate that these

5

items are needed; is that correct?

6

A.

Yes.

7

Q.

But yet they weren’t taken on this day?

8

A.

Correct. 203

WHAT WAS FOUND DURING THE SEARCH

When the agents searched my home on September 21, 2006, there was NO child pornography
found in my home and NO child pornography found on my computer. The prosecution’s
forensic expert, Randall Huff, testified as follows upon cross examination by Defense Attorney,
Mr. Smith:

203

ibid. Transcript of Trial Proceedings. Volume II. Page 70, Line 3 to and including Page 71, Line 8. November 4,
2008.
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Vol. IV, Page 9

9

Q.

Mr. Huff, did you find – other than the hard drive you

10

seized, on the day of this search, did you find anything in Ned

11

Solon’s house suggesting an interest in child pornography?

12

A.

Not that I recall, no 204

___________________________________________________________________
USE OF COMPUTERS IN THE SEXUAL EXPLOITATION OF CHILDREN:
“Chain of Custody
“Protecting the integrity of evidence seized in cases involving computers requires
the same considerations as that seized in other cases: You must document the chain
of custody of the evidence from the moment it is seized until the moment it is offered
in evidence and strictly control access to evidence to avoid challenges to the
admission of evidence at trial. In cases involving computers, an expert in computer
forensics should be available for law enforcement teams at all stages of the
investigation.

“The handling of electronic evidence during processing—how it is collected. stored,
and retrieved—is a new area for technical experts and brings new challenges to law
enforcement. Because preservation of evidence in electronic form as found at the
scene of the crime is essential, an expert in computer forensics should be present at
the actual processing of the crime scene. This will ensure that the manner of
collecting and processing the electronic evidence does not destroy, contaminate, or
alter it, which would compromise the investigation.

204
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“The power to the system should not be cut until qualified technical personnel
have the opportunity to legally download any evidence located in the computer’s
RAM.

“Keep the suspect’s computer intact. It is best to move the system as a whole, with
all components still connected together, if at all possible

“If you must disassemble the computer system, first take pictures of it. Photograph
the front and back of the system before you physically move it to identify how it is set
up. For purposes of analysis and courtroom presentation, a computer specialist
can use the photographs to put the system back together exactly as the suspect
used it.” 205
___________________________________________________________________

SO WHAT DO YOU DO NOW?

Tom Smith, Defense Attorney, cross examines SA Balliett:

Vol. II, Page 71

Vol. II, Page 72

23

Q.

Let me direct your attention to paragraph 20 of your

24

affidavit. I believe it reads, “Affiant knows from training and

25

experience that computer software or hardware exists that

1

allows persons to share Internet access over wired or wireless

2

networks allowing multiple persons to appear on the Internet

3

from the same IP address.” What hardware are you referring to

4

there?

205

Use of Computers in the Sexual Exploitation of Children. Portable Guides to Investigating Child Abuse. Second
Edition. Daniel S. Armagh & Nick L. Battaglia. Department of Justice. Office of Justice Programs. “Chain of
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Vol II, Page 73

5

A.

The modem.

6

Q.

And further in that paragraph you say, “Examination of

7

these items can reveal information about the authorized or

8

unauthorized use of Internet connection at the residence.” Did

9

I read that correctly?

10

A.

Yes, you did.

11

Q.

Did you seize the modem at Ned Solon’s house?

12

A.

No, we did not.

13

Q.

Is it, again, just because you didn’t feel like you needed

14

it?

15

A.

16

talked, we did not take the modem.

17

Q.

18

some information about multiple users from the same Internet

19

address?

20

A.

In some cases, yes.

21

Q.

What is it about this case – did you take part in the

22

decision not to seize the other items?

23

A.

24

preview of the computer and the hard drive.

25

Q.

1

correct?

2

A.

I was not the one that was doing it.

3

Q.

Okay. Well, what – what was the basis of the decision not

4

to take the modem and all the other peripherals?

5

A.

6

Huff was able to check and verify that the time displayed on

7

the computer was an accurate time. He based it off of looking

We did not feel it was necessary. After Agent Huff and I

But yet that’s an example of hardware that might contain

Agent Huff and I talked about it because he had conducted a

And the preview essentially showed you nothing; is that

Because the computer was up and running at the time, Agent
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8

at his phone, the same time, and so that was the information –

9

he needed that information as well.

10

Vol. II, Page 76

And then after the preview – I don’t think much was

11

found during the preview, if anything. And so at that point we

12

decided to take the hard drive and leave Mr. Solon with the

13

rest of the computer.

14

Q.

15

in protocol about what needs to be seized?

16

A.

17

and I’ve been on cases where we seized everything related to,

18

including monitors and keyboards.

19

Q.

20

that certain things needed to be seized, were required to be

21

seized, and then you didn’t do it?

22

A.

Yes. 206

7

Q.

There weren’t any pictures taken of how the computer was

8

hooked up or how the equipment was pieced together, anything

9

like that?

10

A.

Not that I know of, no.

11

Q.

Has that ever been a practice while you were involved with

12

ICAC?

13

A.

14

evidence seized.

15

Q.

And why were pictures not taken during this search?

16

A.

I don’t know. 207

Agent Balliett, to your knowledge, has there been a change

I’ve been on cases where we’ve only seized the hard drive,

Would you agree with me that in your affidavit you stated

Typically we would take pictures during the search of the

206
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FORENSIC EXPERT HUFF EXPLAINS TO HIS PROSECUTOR, MR. ANDERSON,
HOW THE SEARCH WAS CONDUCTED.

Vol. III, Page 82

11

Q.

So you’ve looked. There’s no active – there’s nothing

12

within at least that portion of the hard drive that you’ve

13

examined that appears to be child pornography?

14

A.

15

system with files related to child pornography.

16

Q.

You talked to Agent Balliett?

17

A.

Yes.

18

Q.

What do you tell her?

19

A.

That’s what I told her.

20

Q.

What do you do then?

21

A.

We knew that we had the right computer. The GUID matched,

22

So I felt comfortable that we had the computer that had been

23

seen previously with images offering up child pornography. So

24

we decided to take the hard drive.

My Knoppix preview cannot find anything in the operating

208

_________________________________________________________________________

USE OF COMPUTERS IN THE SEXUAL EXPLOITATION OF CHILDREN:

“Consult qualified technical personnel before disrupting the power supply to the
computer system. Disrupting the power to the system will cause any data currently
stored in the computer’s random access memory (RAM) to be lost. RAM is where
the computer temporarily stores data until the user saves it to a storage medium such
as a hard drive, flash drive, floppy disk, or CD. Advances in technology have
207
208
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significantly increased the RAM in today’s computers. Therefore, a system that is
turned on may hold many images, video clips, and text that could be crucial evidence
in an investigation. The power to the system should not be cut until qualified
technical personnel have the opportunity to legally download any evidence located
in the computer’s RAM.” 209

Prosecutor Anderson continues to question his expert, Agent Huff:

Vol. III, Page 82

25

Q.

And what did you do?

Vol. III, Page 83

1

A.

I disconnected the – well, I shut the computer down. I

2

pulled my CD operating system out of the CD tray, shut the

3

computer down, opened the box, the computer tower itself,

4

looked inside for any other hard drives that may be present or

5

any other removable media, thumb drives, anything like that

6

that could contain information. I saw one hard drive. I

7

disconnected that. 210

17

Q.

Just one?

18

A.

Yes.

19

Q.

What did you do?

20

A.

I took it.

21

Q.

And what type of hard drive was it?

22

A.

Maxtor. 211

Vol. III, Page 83

209

Use of Computers. Pg. 13.
ibid. Transcript of Trial Proceedings. Volume III. Page 82, Line 25 to and including Page 83, Lines 1-7.
November 5, 2008.
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Vol. III, Page 84

Vol. III, Page 85

24

Q.

Did you believe that there was anything of forensic value

25

that would have been gained by taking the entire system, the

1

monitor, the computer tower with all of its various components

2

parts, the keyboard and the mouse?

3

A.

4

need to take any of those other components.

5

Q.

6

has there anything come to light that has made you change your

7

opinion in that regard?

8

A.

For this particular type of investigation I didn’t see the
And since that point in time, since September 20th of 2006,

No. 212

_______________________________________________________________________

USE OF COMPUTERS IN THE SEXUAL EXPLOITATION OF CHILDREN
Because preservation of evidence in electronic form as found at the scene of the
crime is essential, an expert in computer forensics should be present at the actual
processing of the crime scene. This will ensure that the manner of collecting and
processing the electronic evidence does not destroy, contaminate, or alter it,
which would compromise the investigation. 213
________________________________________________________________

Mr. Anderson continues his questioning of Agent Huff:

Vol. III, Page 85

10

Q.

You’ve taken out the hard drive. What do you do then?

11

A.

I bagged it up into a bag and took it to my vehicle.

212
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12

Q.

What type of bag, just out of curiosity?

13

A.

Just a paper bag.

14

Q.

In regards to that hard drive, where did you take it?

15

A.

To our office. Eventually I took it to our office, not

16

that day, but from Casper - well, maybe it was that day.

17

Anyway, within a day or so I took it down from Casper to

18

Cheyenne. But I transported it myself.

19

Q.

20

Cheyenne to your offices?

21

A.

22

and alarmed in our office. I placed it as an evidence item

23

regarding this particular case in that lockup storage evidence

24

locker. 214

What did you do with the hard drive once you got it to

We have a secure evidence storage facility that’s locked

RECEIPT FOR ITEMS SEIZED

“ICE AGENT BALLIETT REQUESTED THAT THE HARD DRIVE BE REMOVED
FROM THE COMPUTER.”

“The search warrant execution was concluded and upon exiting the residence, SOLON was left
with a copy of the warrant, affidavit, and DCI Receipt for Items Seized. The following items
were seized during the search warrant.

“101 – 1 Memorex VHS tape
“102 – 1 TDK HG Ultimate VHS tape
“200 – 1 Sony MP 120 Video 8 tape

214
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“300 – 1 VHS Video tape Fuji HQ
“400 – 1 Maxtor Hard Drive, S/N Y35609QE
“Item 400 was removed from the computer tower, which was left in the residence.” 215

REPORT ON SEIZED ITEMS 101 THROUGH 300

Defense Attorney Tom Smith asked SA Balliett what was found on Items 101, 102, 200 and 300
seized from the residence during the search. No child pornography was found.

Vol. II, Page 74

8

Q.

This says that you – you or other

9

other agents seized one Memorex VHS tape.

12

Q.

Anything to do with child pornography, as far as you know?

13

A.

No.

14

Q.

There’s an item marked “102, 1TDK HG Ultimate VHS-C tape.

17

Q.

Anything to do with child pornography?

18

A.

No.

19

Q.

And there’s an Item 200 seized from Sony

22

Q.

Anything to do

23

with child pornography with that item that was seized?

24

A.

No, not to my knowledge.

215
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Vol II, Page 75

25

Q.

Another videotape, Item 300, that have any – anything to

1

do with child pornography?

2

A.

No. 216

CONCLUSION
The agents found no child pornography in my home, and SA Huff found no child pornography in
my computer while it was a part of the Computer System in my home. When the hard drive was
separated from the Computer System, it left my home in “just a paper bag,” 217 The Search was
over. There was no chain of custody for the remainder of my Computer System. I was left with
the Government’s unwanted and now useless evidence. Mr. Huff placed the “paper bag” in his
vehicle in Casper and proceeded to carry it with him over night on his other duties before
delivering it to the ICAC office in Cheyenne.

When the Government targets a suspect and conducts a search and seizure, it has a responsibility
to “follow the rules” impartially. SA Huff, the prosecution’s forensic expert, states: “For this
particular type of investigation, I didn’t need to take any of those other components.” 218
I have no idea what that means!?

“This particular type of investigation” involves child pornography. Children’s lives have been
damaged. These charges ruin the lives of not only the guilty, but the lives of the innocent
suspects and their families. Justice cannot be served for the children damaged or the suspects
charged unless the evidence is seized to verify the true SOURCE of the child
pornography. These are not charges that should be handled so carelessly.
216
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In Bad Faith, the agents who conducted the search of my home and computer violated my
right to be secure against unreasonable searches and seizures when they failed to seize the
evidence listed in the Application and Affidavit for Search Warrant. Amendment IV.

And, I have been deprived of life, liberty and property, without due process of law because
The Government, in Bad Faith, has placed me in a category defined simply as those
deserving “this particular type of investigation.” That translates to: “The suspect does not
deserve the right to defend himself.” Amendment V.
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GROUND FOUR: LOST AND DESTROYED EVIDENCE

CHALLENGE I -- AMENDMENT V

I challenge my conviction on the mishandling of my hard drive, in BAD FAITH, from the time it
left my home in the custody of SA Randall Huff, and particularly, the mishandling of the hard
drive upon its arrival at the ICAC office in Cheyenne. Any reliable information that the hard
drive could have held was lost and destroyed in the transition from my home to the “secure”
location in Cheyenne. I have been deprived of life, liberty and property without due process of
law. Amendment V.
____________________________________________________________________________
“Bad Faith is not the same as prior judgment or negligence. One can make an honest mistake
about one’s own rights and duties, but when the rights of someone else are intentionally or
maliciously infringed upon, such conduct demonstrates bad faith.”219
____________________________________________________________________________

What is a Write Blocker?

“Write blockers are devices that allow acquisition of information on a drive without creating the
possibility of accidentally damaging the drive contents. They do this by allowing read
commands to pass but by blocking write commands, hence their name.” 220

On the topic of Write Blockers the prosecution AND the defense experts agree – a Write Blocker
protects the information on a drive from accidental damage to the drive contents. Thus a Write
219
220

http://legal-dictionary.thefreedictionary.com/Assuming+bad+faith
Write Blocker. http://www.forensicswiki.org/wiki/Write_Blockers
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Blocker allows the drive to be read but does not allow it to be corrupted. It blocks the WRITE
COMMANDS.

1. Tami Loehrs, Defendant’s forensic computer expert, testifies while being questioned
by Defense Attorney, Thomas Smith, that it is her habit to write block even if the
drive is a COPY.

Vol. IV, Pg. 159

4

Q.

(BY MR. SMITH) Miss Loehrs, let’s go to your examination

5

that you began here in Cheyenne. Is there a protocol that you

6

follow?

7

A.

Yes.

8

Q.

What generally is your protocol?

9

A.

Well, I get a forensic image, obviously, usually provided

10

to me by the agency if I’m on the defense side of the case.

11

One of the very first things I do, obviously I connect that

12

hard drive up. I usually use a write blocker. Even though it

13

is a copy of the evidence, I’m just in the habit of using a

14

write blocker. I connect that to my laptop. I use both EnCase

15

and FTX. I bring the image up so I can see the computer

16

forensically. 221

2. Randall Huff testifies that on September 22, 2006, he conducted a second preview of
my hard drive.

221
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TESTIMONY OF RANDALL HUFF, PROSECUTION EXPERT, WHILE BEING
QUESTIONED BY THE PROSECUTOR, MR. ANDERSON:

Vol. III, Page 86

4

A.

5

see. The 23rd of September –22nd of September I tried to

6

conduct another preview using forensic software, and I still

7

didn’t find anything of value. The day after that I imaged the

8

hard drive to my forensic machine.

9

Q.

10

you just talked about. What is the forensic – how do you

11

conduct a forensic exam of a computer?

12

A.

13

take an evidence hard drive and we do a bit-by-bit transfer of

14

all the media, of all the electronic data, the digital data

15

that’s stored in that hard drive. And we transfer that from

16

the suspect hard drive to our forensic hard drive computer.

17

All right. Let’s talk about forensic examinations and what

You have to have a computer to work from. What we do is we

But we also place what’s called a write-block device.

18

That write-block prevents me or my computer from writing any

19

additional information on that suspect computer. We don’t want

20

to change any, add any or delete any evidence on that suspect

21

hard drive, so this process takes hours. Sometimes, depending

22

on the size of the hard drive.

23

Vol. III Page 87

Later on – if I can check my report here, within – let’s

We will transfer all of that data over to our forensic

24

computer using forensic software, could be EnCase, could be

25

FTK. Sometimes we use both.

1

Q.

And what is EnCase? What is FTK?

2

A.

Those are both just software programs that run on a Windows

3

type of computer, and they allow us to do certain types of

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 149

Vol. III Page 87

Vol. III, Pg. 88

4

searches and things like that on the acquired image of that

5

hard drive.

6

Q.

7

you mentioned a phrase “a write block.” What is that?

8

A.

9

any information from our forensic computer to be written on the

10

subject’s or the suspect’s hard drive.

20

Q.

21

tell me what that is?

22

A.

23

size.

7

In regards to a hard drive – excuse me. In relation –

Write block is just a hardware device. It doesn’t allow

I’m handing you Exhibit 21. Can you

That’s a picture of a Maxtor hard drive, 120 gigabyte in
(Government Exhibit 21 received in evidence.) 222

CONCLUSION

September 21, 2006. After the execution of the search warrant was complete, SA Randall Huff
left my home with only the hard drive from my Computer System. No evidence of child
pornography was found on my hard drive while still within my Computer System and no child
pornography was found in my home during the search.

September 22, 2006. SA Randall Huff delivered my hard drive to his ICAC office in Cheyenne.
He describes above how he conducted a forensic examination on the hard drive before making a
mirror image using a write-block device to protect the evidence. Again, Agent Huff conducted
this forensic examination BEFORE imaging the hard drive to his forensic machine with a write222
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block device in place. When Agent Huff conducted this “preview using forensic software”
without properly protecting the evidence, he “still didn’t find anything of value.”

SA Huff’s own explanation outlines how a proper forensic examination SHOULD be conducted:

“What we do is we take an evidence hard drive and we do a bit-by-bit transfer of all the media,
of all the electronic data, the digital data that’s stored in that hard drive. And we transfer that
from the suspect hard drive to our forensic hard drive computer.

“But we also place what’s called a write-block device. That write-block prevents me or my
computer from writing any additional information on that suspect computer. We don’t want to
change any, add any or delete any evidence on that suspect hard drive, so this process takes
hours, sometimes, depending on the size of the hard drive.” 223

On or about September 27, 2006, when my hard drive was finally imaged properly with a writeblock device in place to protect the integrity of the data, Agent Huff’s forensic examination
revealed the hard drive contained child pornography.

I challenge the misuse of my hard drive on September 22, 2006. My hard drive did not reveal
child pornography when it was in my possession on September 21, 2006. On September 22,
2006, my hard drive was hooked up to something other than my computer system without the
protection of a write-block device and forensically examined. That preview also did not show
child pornography. The September 22nd forensic exam at ICAC was conducted before my hard
drive was imaged with the protection of the write-block device.

223
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However, my hard drive did show child pornography after the September 22, 2006 unprotected
forensic exam was conducted that revealed no evidence of child pornography. The prosecution’s
testimony above clearly reveals that it is possible that without a write-block device, information
from the computer the hard drive is connected to can be written to the suspect’s hard drive.

My hard drive became vulnerable when SA Huff, in BAD FAITH, connected it to
something other than my computer system without the protection of a write-block device
and then he forensically examined it. Without that write-block device, my hard drive was
left vulnerable to information being written to it from both Agent Huff and his computer.
Because of that, the evidence contained within my hard drive was destroyed. SA Balliett
revealed in the Application and Affidavit for Search Warrant that she was aware of the
importance of the hard drive, which has an obvious intrinsic value to the defense as well as
the prosecution. SA Balliett and SA Huff were aware when no child pornography was
discovered in my home or in my computer during the Knoppix Preview, that the hard drive
certainly could contain exculpatory evidence which could not be replaced. The evidence
contained within my hard drive was Lost and Destroyed.
I have been deprived of life, liberty, and property, without due process of law.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled.
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CHALLENGE II – AMENDMENT V

My Fifth Amendment right to due process was violated when Special Agents Huff and Balliett
failed to seize and maintain the chain of custody for the combination modem/router.

While being cross-examined by my defense attorney, Mr. Smith, SA Huff acknowledges the
potential value of the modem:

Vol. IV, Page 7

Vol. IV, Page 8

21

Q.

All right. And this item, sir, that’s been marked as H-5,

22

what would you call that?

23

A.

Looks like a modem.

24

Q.

All right. And to your understanding, does a modem have

25

a memory in it?

1

A.

2

is powered up it probably does.

3

Q.

4

information?

5

A.

6

case. 224

It may have a little bit. I’m not sure how much. While it

And in your experience, does the modem have any relevant

Depending on the case. It may have, yes, depending on the

I challenge the BAD FAITH blatantly exhibited by SA Huff when he acknowledged that it was
possible for the modem to contain relevant information that could be used in my defense.

224
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My forensic computer expert, Ms. Loehrs, testified that the modem was also a router and because
it was a router, it did contain memory. My defense attorney, Mr. Smith, questions my forensic
computer expert, Ms. Loehrs, in the following exchange:

Vol V, Page 55

Vol V, Page 56

15

Q.

16

value of the modem or the router and seizing that in this case?

17

A.

Yes, I do.

18

Q.

And I’m sorry. I used “modem” or “router.” Are those

19

terms interchangeable?

20

A.

Not really.

21

Q.

All right. What’s the – what is the better term?

22

A.

Well, it is – that particular DSL modem is an Action Tech.

23

I do believe technically it is a router because I believe it

24

has DHCP capabilities.

25

Q.

1

marked as H-5?

2

A.

Correct.

3

Q.

Have you done any research into that router?

4

A.

Yes. And actually I’ve set up many of those routers.

5

Q.

Okay. Let me hand you what’s been marked as Defendant’s

6

Exhibit R.

7

Do you recall Agent Huff’s testimony with regard to the

And you’re talking about this item I’ve been carting around

MR. ANDERSON: I’m going to object to any further

8

testimony regarding this particular matter. I don’t think H-5

9

is in evidence. I don’t think it has been proven up.

10

THE COURT: H-5 has never been received.

11

MR. SMITH: That’s correct, Your Honor. It has not.

12

MR. ANDERSON: Is this – and this is about H-5 or

13

whatever it is – H-5, yeah.
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14

Q.

(BY MR. SMITH) Let me ask you generally, is there

15

sometimes stored information on routers?

16

A.

Yes.

225

None of the prosecution’s forensic computer experts disputed the testimony of Ms. Loehrs that
the modem was technically a router that contained information that needed to be investigated.

I was deprived of life, liberty and property, without due process of law because of the
failure of the agents to maintain a chain of custody and seize the modem. Thus, the ability
to review these items as found at the scene of the crime was destroyed, and the evidence
was lost to the defense.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled.

CHALLENGE III – AMENDMENT V
“Remember the computer and all its contents constitute evidence.” 226
US Department of Justice

The importance of the entire computer system was the topic for discussion at the hearing on the
Motion to Dismiss on May 30, 2007.

The Government acted in BAD FAITH when it failed to seize my entire Computer System.

225

ibid. Transcript of Trial Proceedings. Volume V. Page 55. Line 15 to and including Page 56, Line 16. November
7, 2008.
226
Use of Computers in the Sexual Exploitation of Children. Page 12. NCJ214167. Armagh, Daniel S and
Battaglia, Nick L. US Department of Justice. 2006. Hereafter called, “Use of Computers.”
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The following is the prosecutor’s, Mr. Anderson’s explanation, in his own words, for why they
did not need to seize my entire Computer System. This begins on Page 16 of Motion to Dismiss
on May 30, 2007:

Page 16

8
9

a system is important. It’s important because an analyst

10

needs to know if the computer system was working or not. When

11

the agents arrived, the computer was on and operating. The

12

officers were able to check the basic input/output device of

13

the computer to determine that it was set to the correct day

14

and to the correct time and to the correct year. That’s

15

important. And that’s one of the reasons why you need the

16

entire system.

17
18
19
20
21

Page 17

MR. ANDERSON: Now, the search warrant does say

They were able to see that the system worked, that
images were able to be viewed on the system.
THE COURT: Why was it they didn’t take the entire
computer?
MR. ANDERSON: Once they determined the entire system

22

was working, they then previewed the system to see, gee, are

23

there images like we believe of child pornography? And that

24

quick preview did not reveal child pornography. Based on that

25

quick preview, they consulted. They determined that the most

1

reasonable course of action and the least intrusive course of

2

action, would be to leave the system – that is the computer

3

box – behind, but take the hard drive for a more thorough

4

examination at their offices using specialized forensic

5

software tools that are used through the United States and
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6
7
8

THE COURT: Of course, they could have taken the
whole computer.

9

MR. ANDERSON: They could have.

10

THE COURT: And then tested the hard drive

11
12

separately.
MR. ANDERSON: They could have, but the manner in

13

which forensic examinations are done, not only by this ICAC,

14

but by the FBI, Secret Service, Department of Defense, is

15

typically to examine that hard drive using specialized

16

software.

17

Page 18

the world by examiners.

If I might, the analogy is this, Your Honor. This

18

computer could be likened to a photograph – a phonograph, a

19

record player. The hard drive is the record. It is the

20

repository of the data, the music, if you will. The rest of

21

the system is, of course, important, but it is the album, the

22

record, the hard drive that contains the essential data. They

23

had determined that the system worked. They determined that

24

the system was operating as it was supposed to, set to the

25

correct time, with the input/output device, that sort of

1

thing. And they decided that what we really need to do now is

2

to be reasonable, to be the least intrusive as possible. And

3

in accord with other situations where they’ve acted in exactly

4

the same way, they just took the hard drive, because it is the

5

hard drive that is the essence of the computer system where

6

the evidence could be found.
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7
8

THE COURT: Took the hard drive, because it’s easier
to carry. 227

When considering whether the agents pursued the “most reasonable course of action and the least
intrusive course of action,” 228 it overlooks whether it was the “correct” action. What is “most
reasonable” and convenient for the prosecution does not translate to the “most reasonable”
execution of the search warrant. And the “least intrusive course of action” fails to protect the
defendant’s rights.

Mr. Anderson is attempting to explain “most reasonable” as it applies to the prosecution, after
the fact of a failed search. It is obvious that there is no such thing as “least intrusive” to the
defendant. The intrusion has already occurred. Therefore, the only correct course of action was
to properly fulfill the goals of the search warrant, and thus protect the suspect’s rights. The
agents’ decision made in BAD FAITH at the scene fails on all counts.

Mr. Anderson then introduces his long-range plan to degrade the value of the Computer System.
He begins by subtly changing its name to the “computer box.” – “the least intrusive course of
action would be to leave the system – that is the computer box – behind and take the hard
drive. . . .” 229 Throughout the trial he continued to deny the value of the Computer System. He
develops a mantra to be used later in questioning his witnesses 230 in order to establish that the
components of the entire Computer System are of no value.
227

USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Motion to Dismiss Proceedings. Page
16, Line 8 to and including Page 18, Line 8. May 30, 2007.
228
ibid. Transcript of Motion to Dismiss Proceedings. Page 16, Line 25 to and including Page 17, Line 3. May 30,
2007.
229
ibid. Transcript of Motion to Dismiss Proceedings. Page 17, Lines 1-3. May 30, 2007.
230
ibid. Transcript of Trial Proceedings. Volume II. Page 89, Line 18 to and including Page 96, Line 8. November 4,
2008.
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In response to the defense claim that evidence has been lost and destroyed, Mr. Anderson
presents the following argument in a hearing held May 30, 2007:

Page 15

9

MR. ANDERSON: Very briefly in response, Your Honor.

10

Under the Trombetta line of cases, the defense must

11

show the government possessed exculpatory evidence that – and

12

this exculpatory value was apparent before the evidence was

13

apparent before the evidence was destroyed. That destruction

14

may be at the hands of the Government, or Government must

15

negligently allow it to be destroyed, or in bad faith in

16

certain circumstances.

17

The evidence must be of such a nature the defendant

18

would be unable to obtain comparable evidence by other

19

reasonably available means. And the mere possibility that

20

lost or destroyed evidence could have exculpated the defendant

21

is not sufficient to satisfy Trombetta, rather there must be a

22

showing if exculpatory value of the evidence is indeterminate,

23

and all that can be confirmed is the evidence might be

24

potentially useful, then a defendant must show bad faith. 231

The entire Computer System is very important to the defense. In fact, the only hope the accused
has to defend against the charges rests upon the availability of the entire System “as found at
the scene of the crime.” 232 The jury can then see the actual evidence as played in its own
environment. And second, the entire system is needed to search for and hopefully find the true
SOURCE of the child pornography that rests in the Computer System.
231
232

ibid. Transcript of Motion to Dismiss Proceedings. Page 15, Lines 9-24. May 30, 2007.
Use of Computers, Page 13.
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The prosecution appeared to insinuate that the items listed on the search warrant, and left behind
in the home, had no value. In fact, it began to appear the ongoing litany of questions to SA
Balliett was intended to ridicule the position of the defense, bore, and mislead the jury about the
value of the entire Computer System. 233

However, Special Agent Randall Huff, Prosecution Forensic Expert, explains to Prosecutor
Anderson the importance of the initial review of the computer:

Vol. III, Page 71

2

Q.

Tell us what – so you’ve got the Knoppix in and you start

3

to look; is that correct?

4

A.

5

start it up again. What I have to do is enter into the

6

computer tower system itself. Normally when a computer starts

7

up, it goes through what is called a boot process. It starts

8

the computer up, you know. Information is passed through the

9

processor, and it goes into the BIOS system. A BIOS system is

10

a Basic Input/Output System.

Well, I put the Knoppix in, shut the computer down and

11

Contained in that BIOS system is some other features.

12

One is called a CMOS, which is a complementary metal oxide

13

semiconductor. It is a big word, but basically it is a small

14

chip that has about 68 bytes of information on it, contains

15

information about the system. The processor sends out a

16

request to open up the computer, basically. 234

233

USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Trial Proceedings. Volume II. Page 89,
Line 18 to and including Page 96, Line 8. November 4, 2008.
234
ibid. Transcript of Trial Proceedings. Volume III. Page 71, Lines 2-16. November 5, 2011.
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Vol. III, Page 72

5

A.

One of the things in the CMOS that were – actually,

6

two of the things in the CMOS system that we’re concerned about

7

would be the date and the time. That’s where the information

8

is stored. The CMOS is powered by a really small battery.

9

basically like a watch battery, so when you unplug the

10

computer, the information about where to start up and get

11

information to start that system up is stored there. And the

12

battery retains the life in that little CMOS chip. Date and

13

time information is held there. As long as – as well as a

14

boot-up sequence. The computer has to know how to boot up. 235

When SA Huff failed to seize my entire computer system, he denied my computer expert the
same opportunity to perform that examination on the BIOS and CMOS. Agent Huff states he
was “concerned about” that evidence, so it would follow that my computer expert would also be
“concerned about” investigating that evidence. Yet, because of the actions of Special Agents
Balliett and Huff, that evidence was lost and destroyed in BAD FAITH to the defense.

While being cross-examined by my defense attorney, Mr. Smith, Agent Huff testified:

Vol. IV, Page 7

18

Q.

Okay. Do you know if the motherboard has any memory in it?

19

A.

Not that would be available to review after the power has

20

been shut off. 236

Apparently Agent Huff was able to review the memory in the motherboard. Agent Huff, in bad
faith, did not seize the motherboard so that my computer expert could have been afforded that
same opportunity.
235
236

ibid. Transcript of Trial Proceedings. Volume III. Page 72, Lines 5-14. November 5, 2011.
ibid. Transcript of Trial Proceedings. Volume IV. Page 7, Lines 18-20. November 6, 2011.
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Mr. Smith, my defense attorney, continues his cross-examination of Agent Huff:

Vol. IV, Page 7

Vol. IV, Page 8

21

Q.

All right. And this item, sir, that’s been marked as H-5,

22

what would you call that?

23

A.

Looks like a modem.

24

Q.

All right. And to your understanding, does a modem have

25

a memory in it?

1

A.

2

is powered up it probably does.

3

Q.

4

information?

5

A.

6

case. 237

It may have a little bit. I’m not sure how much. While it

And in your experience, does the modem have any relevant

Depending on the case. It may have, yes, depending on the

I challenge the BAD FAITH blatantly exhibited by SA Huff when he acknowledged that it was
possible for the modem to contain relevant information that could be used in my defense, but
then failed to seize that evidence.
SA Balliett 238 and SA Randall Huff 239 are experienced veterans in the war against Child
Pornography. They, in fact, have conducted classes throughout the country teaching many others
how to search for and obtain child pornography convictions.

237

Ibid. Transcript of Trial Proceedings. Volume IV. Page 7, Line 18 to and including Page 8, Line 6. November 6,
2008.
238
Ibid. Transcript of Trial Proceedings. Volume II. Page 15, Line 8 to and including Page 17, Line 11. November 4,
2008.
239
Ibid. Transcript of Trial Proceedings. Volume II. Page 101, Line 10 to and including Page 106, Line 13.
November 4, 2008.
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For whatever reason, Agents Balliett and Huff knowingly acted in BAD FAITH when they:
1. Removed the hard drive from the computer in an uncontrolled environment and
endangered its value as evidence. They knew they were to “Keep the suspect’s
computer system intact. It is best to move the system as a whole, with all components
still connected together, if at all possible.” 240

2. Understood and ignored the possibility that there could be exculpatory evidence that
might reveal the SOURCE of the criminal evidence.

3. Knew when they left the residence without the entire Computer System, they had
destroyed the chain of custody for the items left behind.
4. Knew the evidence was “of such a nature the defendant would be unable to obtain
comparable evidence by other reasonable means.” 241

The Government Agents executed a search warrant at my home on September 21, 2006 in
Casper, Wyoming, in BAD FAITH. I challenge my conviction based upon the evidence that
was lost and destroyed (and cannot be replaced) when the chain of custody was broken for
my entire Computer System, which violated my Fifth Amendment right to due process.

I was deprived of my life, liberty and property, without due process of law.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled.

240

Use of Computers, Pg. 14.
USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Motion to Dismiss Hearing. Page 15,
Lines 17-19. May 30, 2007.
241
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CHALLENGE IV

I challenge my conviction based upon Amendment VI. I was deprived of my right to
confront the “witnesses” against me.

Agents Randall Huff and Nicole D. Balliett are reported to be competent investigators. They
were aware from training and experience that the “preservation of evidence in electronic form as
found at the scene of the crime is essential.” 242

They also know to “Keep the suspect’s computer system intact. It is best to move the system as
a whole, with all components still connected together, if at all possible.” 243
And, they know “that the computer and all of its contents constitute evidence.” 244

And, Special Agents Balliett and Huff, who have executed many search warrants, know, “If you
must disassemble the computer system, first take pictures of it. Photograph the front and
back of the system before you physically move it to identify how it is set up. For purposes of
analysis and courtroom presentation, a computer specialist can use the photographs to put the
system back together exactly as the suspect used it.” 245

No pictures were taken. The hard drive was then removed from the Computer System. This
ignored the warning of the U.S. Department of Justice to: “Keep the suspect’s computer system
intact.” 246 When the Hard Drive was separated from the Computer System, its evidentiary value
was, in fact, destroyed.
242

Use of Computers, Pg. 13.
Use of Computers, Pg. 14.
244
Use of Computers, Pg. 12.
245
Use of Computers, Pg. 14.
246
Use of Computers, Pg. 14.
243
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The decision to leave my home without the entire Computer System was made in BAD FAITH.

Since the prosecution did not seize the entire Computer System, there was no chain of
custody. No witness had viewed the evidence in the computer at my home and no witness
could view the evidence as found at the scene of the crime after the hard drive was removed
from the entire Computer System and taken from my home.

Thus, I was denied my right to confront a witness against me. That witness against me was
my entire Computer System. And the usefulness of that Witness was lost when it was not
seized – thus the Government intentionally destroyed my ability to defend myself. The
useful evidence was Lost and Destroyed in Bad Faith.

Special Agent Balliett admitted she knew the requirements to execute a successful search
warrant. And she chose to not follow them.

Tom Smith:

“Would you agree with me that in your affidavit you state that certain
things needed to be seized, were required to be seized, and then you
didn’t do it?”

SA Balliett:

“Yes.” 247

I challenge the Government’s denial of my right to be confronted with the witness against me.
Amendment VI.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled.
247

USA v. SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Trial Proceedings. Volume II. Page 73,
Lines 19-22. November 4, 2008.
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GROUND FIVE: INDICTMENTS

On November 10, 2008, I was found guilty of the charges in the Superseding Indictment
filed September 25, 2008. I challenge my conviction on the basis that the Government
acted in BAD FAITH in pursuing the charges against me without evidence and without
attempting to establish probable cause.

CHALLENGE I – AMENDMENT V & AMENDMENT VI
INSUFFICIENT EVIDENCE

AMENDMENT V:
I have been deprived of life, liberty and property, without due process of law.

AMENDMENT VI:
I have been denied my right to a fair trial by an impartial jury and to be confronted by the
witness against me.

I challenge that the Government did not have sufficient evidence that I KNOWINGLY
possessed and KNOWINGLY attempted to receive child pornography as charged in the
Superseding Indictment. In fact, I challenge that the Government did not have ANY
evidence against me that I KNOWINGLY committed this crime.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER, or any other relief to which I may be entitled.
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Superseding Indictment
Case 2:07-cr-00032-CAB Document 98

Filed 9-25-2008

THE GRAND JURY CHARGES THAT:

COUNT ONE

On or about September 20, 2006, in the District of Wyoming, the Defendant,
NATHANIEL SOLON, did knowingly possess a Maxtor Hard Drive, serial number Y35609QE,
containing one or more digital images of child pornography, said image or images being
produced using materials, including the Maxtor Hard Drive, that was mailed, or shipped, or
transported in interstate or foreign commerce.

In violation of 18 U.S.C. Sections 2252A(a)(5)(B) and (b)(2).

COUNT TWO

On or about September 20, 2006, in the District of Wyoming, the Defendant,
NATHANIEL SOLON, did knowingly attempt to receive child pornography that had been
mailed, shipped, or transported in interstate commerce, to wit: via the internet using a computer,
the Defendant attempted to download one or more digital image files depicting children engaged
in sexual explicit conduct.

In violation of 18 U.S.C. Sections 2252A(a)(2)(A) and (b)(1).
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WHAT IS CIRCUMSTANTIAL EVIDENCE?

“Circumstantial Evidence. Facts and circumstances from which a jury or a judge may reason
and reach conclusions in a case. Many nonlawyers erroneously believe that a criminal
defendant cannot be convicted of a crime on the basis of circumstantial evidence. In fact,
most convictions are based exclusively on circumstantial evidence, because, unless the
defendant has confessed or there is an eyewitness, circumstantial evidence is the only kind of
evidence available.” 248

It appears the Circumstantial Evidence that convicted me was:
1. I freely admitted I was home alone on the night of September 20, 2006. That is not
unusual. I live there alone.

2. I owned the Maxtor Hard Drive that is mentioned in the Indictment. I later learned it was
manufactured in Malaysia.
3. I freely admitted that I was on the computer on September 20, 2006 until about 9:15 pm,
which is my usual bed time. The child pornography began to download at 9:16:06 pm.

4. I played some online poker that night and I used Limewire to try to download Grand
Theft Auto. On September 20, 2006, Limewire was a widely-used, legal file-sharing
program.

248

BALLENTINE’S LEGAL DICTIONARY AND THESAURUS. Jonathan S. Lynton, Ph.D., J.D. The Thomson Learning.
Delmar, West Legal Studies. 1995.
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5. On June 23, 2006, SA Flint Waters, while searching for child pornography, found a file
with a title consistent with child pornography being shared from what was later identified
as my computer. Upon finding this file, Agent Waters initiated a “browse” of my
computer to see what other files I might be sharing that had names consistent with child
pornography.
The list of files being shared from my computer on June 23, 2006 was introduced into
evidence as Exhibit 9. Exhibit 9 is called a “browse list” and was the basis for
Government Exhibits 10, 11 and 12 played for the jury on November 5, 2008. The
“browse list” contained some files that had titles consistent with child pornography.

6. On August 9, 10 and 11, 2006, my computer was again identified sharing files with titles
containing words consistent with child pornography. Although the dates in August are
mentioned during trial, there were no exhibits, or “browse lists,” produced and distributed
to the jury from this date.

7. On September 21, 2006, a search was conducted at my home on the basis of the dates
June 23, 2008 and August 9, 2006. The Affidavit and Application for Search Warrant
particularly listed all the items that made up my entire Computer System to be seized.
SA Huff did a Knoppix preview of the operating system of my computer and found
nothing of evidentiary value.

8. On or about September 27, 2006, after my hard drive was mirror imaged using a writeblock device, a third forensic examination was done, but this time the exam was done
with the mirror image, rather than with the actual hard drive. On this attempt, child
pornography was discovered that was downloaded the night of September 20, 2006, less
than 24 hours before the search of my home.
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9. It was alleged to the jury that I used search terms to download the many child
pornography files that entered my computer on September 20, 2006 in rapid succession.
My use of search terms became an important element in the prosecution’s “proof” that I
knowingly attempted to receive and download these files.

10. Tami L. Loehrs, Defense Computer Forensic Expert’s testimony speaks for itself. I
submit her testimony, in its entirety, to be considered. 249

None of this circumstantial evidence includes any indication, let alone proof, that I
knowingly received or possessed child pornography. The prosecution used smoke and
mirrors to hide the fact they had no evidence.

Yes, I freely admitted that I was on the computer on September 20, 2006 until about 9:15 pm,
which is my usual bed time. The child pornography began to download at 9:16:06 pm. My
attorney, Mr. Smith, repeatedly requested to play Government Exhibit 19-B for the jury, which
was the audio recording of the interview Agent Balliett conducted with me at my home during
the search on September 21, 2006. The decision was made by the Court to not play that
recording because there was “not productive time” 250 available for its use.

During trial, the following conversation took place between the Prosecutor, Mr. Anderson, and
Judge Brimmer:
Vol. II, Page 65

14

MR. ANDERSON: Thank you, Judge. And rather than play

15

the document now, Your Honor, the Government would rely upon

16

the statements of the agent concerning her – the summary, and

249

USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Volume V. Page 4, Line 1 to and including Page
131, Line 9. November 7, 2008.
250
ibid. Transcript of Trial Proceedings. Volume II. Page 67, Lines 1-2. November 4, 2008.
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17

the statement, of course, is in evidence for the jury to review

18

at a later time.

19
20

THE COURT: Well, I’m sure the jury would like to hear
it eventually.

21

Vol. II, Page 66

22

assumed would be during deliberations simply to save in-court

23

time.

24

THE COURT: All right.

25

MR. ANDERSON: Pass the witness.

1

THE COURT: Mr. Smith.

2

MR. SMITH: Your Honor, with the Court’s permission, I

3

would ask that these tapes be played at this time. I

4

respectfully believe this is an appropriate time.

5

Vol. II, Page 67

MR. ANDERSON: That’s correct, Your Honor. What I

THE COURT: Well, if you wish . . . .

23

(Government Exhibit 19-A played.)

24

MR. ANDERSON: This is now 19-B, Your Honor.

25

(Government Exhibit 19-B played.)

1

THE COURT: Jim, stop it.

2

Mr. Smith, this is not productive time, and we have a

3

short day. I will ask you to go ahead with your examination.

4

The jury can – those who have already voted can stay here

5

after 4:00 and listen to it if they wish.

6

MR SMITH: Very good, sir. Thank you. 251

251

ibid. Transcript of Trial Proceedings. Volume II. Page 65, Line 14 to and including Page 67, Line 6. November 4,
2008.
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In his Closing Statement, Defense Attorney,Tom Smith, stated:

Vol. VI, Page 31

Vol. VI, Page 32

21
22

there’s reasonable doubt. One is Ned’s own testimony. I think

23

it took courage for a man who has a felony conviction to get up

24

on the stand and say, “Yes, I’ve got a felony conviction, but I

25

don’t know anything about why that stuff is on my computer.”

1

If you listen – and I ask you, please, to listen to his

2

statements that he gave primarily to Agent Balliett, also to

3

Agent Huff, because I think you can hear things in his voice

4

more than even from the transcript.

5
6

Vol. VI, Page 47

Now, I want to go through with you why I submit

7

His statements were voluntary, as Agent Balliett
pointed out. He wasn’t under arrest. 252

Now, folks, I ask you again to listen to Ned’s own

8

statements. I would submit to you that it makes no sense the

9

way no one else saw any indication of any interest in this

10

mess, no evidence in his house to support that he has any

11

interest in this mess. 253

If the jury had listened to that interview they would have heard shock, surprise, and complete
cooperation in order to get to the bottom of what was going on. If I were guilty, I would not
have freely admitted I had been home alone using the computer.

252

ibid. Transcript of Trial Proceedings. Volume VI. Page 31, Line 21 to and including Page 32, Line 15. November
10, 2008.
253
ibid. Transcript of Trial Proceedings. Volume VI. Page 47, Lines 7-11. November 10, 2008.
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As far as the “browse list” of files that were allegedly being shared by my computer on June 23,
2006 being used during trial as evidence, the “browse list” is only a list of files. Since Agent
Waters did not download those files he found on June 23, 2006 to his computer to investigate
further, and because the files were never found on my computer, it is questionable whether those
files even existed in a form that was illegal and able to be shared.

The date, June 23, 2006, was used repeatedly throughout the trial, and in the Prosecution’s
Closing Arguments, to reinforce in the jury’s mind my association with child pornography. The
problem is I was not charged with possessing or receiving child pornography on or about June
23, 2006.

Even though I was not charged with possessing or receiving child pornography on or about June
23, 2006, the prosecution proceeded to show child pornography to the jury that was not found on
my computer, but was alleged to have been on my computer. The following testimony for
Exhibit 10 also applies to Exhibits 11 254 and 12. 255

Defense Attorney, Tom Smith, questions Special Agent Huff:

Vol. III, Page 59

9

Q.

(BY MR. SMITH) Agent Huff, Exhibit 10 that’s been offered,

10

that is not taken directly from Mr. Solon’s computer?

11

A.

That’s correct.

12

Q.

All right. And where does Exhibit 10 come from?

13

A.

Comes from our database at our DCI office here in Cheyenne.

254

ibid. Transcript of Trial Proceedings. Volume III. Page 62, Line 22 to and including Page 63, Line 11. November
5, 2008.
255
ibid. Transcript of Trial Proceedings. Volume III. Page 63, Line 12 to and including Page 65, Line 5. November
5, 2008.
Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 173

14

Q.

And later when you did your forensic evaluation of

15

Mr. Solon’s hard drive, did you ever find this file on his hard

16

drive?

17

A.

No, I did not.256

On September 21, 2006, no child pornography was found during the search of my computer
while my hard drive was still a part of my entire Computer System, nor was anything found in
my home indicating an interest in child pornography. Because of that, the agents decided to
seize only the hard drive from my Computer System.
On September 22, 2006, after the hard drive had been separated from the entire Computer
System, it was hooked up to another system and a forensic preview was performed at the ICAC
office in Cheyenne. Special Agent Huff reports the results of the forensic preview: “I still
didn’t find anything of value.” 257

This forensic preview was, however, conducted against protocol. The agent failed to image my
hard drive using a write-block device to protect it from contamination. In his own testimony,
SA Huff outlines why it is important to follow forensic protocol to first make a mirror image of
the hard drive using a write-block device and why it is important to use the write-block
device.

258

However, while being questioned by Prosecutor Anderson, Agent Huff reveals he did not follow
protocol on September 22, 2006 when he forensically examined the actual hard drive before
creating a mirror image of that hard drive using a write-block device.
256

ibid.
2008.
257
ibid.
258
ibid.
259
ibid.

259

Transcript of Trial Proceedings. Volume III. VOIR DIRE EXAMINATION. Page 59, Lines 9-17. November 5,
Transcript of Trial Proceedings. Volume III. Page 86, Lines 6-7. November 5, 2008.
Transcript of Trial Proceedings. Volume III. Page 86, Lines 19-21. November 5, 2008.
Transcript of Trial Proceedings. Volume III. Page 86. Lines 4-22. November 5, 2008.
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Both the prosecution AND the defense experts agreed – a Write-Block device protects the
information on a hard drive from accidental damage or contamination. Defense computer expert,
Tami Loehrs, testifies that it is her habit to use a write-block device even when examining a
COPY of the hard drive.

260

Then on September 27, 2006, after my hard drive had been opened to contamination, another
forensic examination provided a new surprise. It revealed child pornography had been deposited
on my hard drive approximately sixteen hours before the search of my home. There was no
“browse list” exhibit for the September 20, 2006 pornography. It was simply on my hard drive.
The trial transcript clarifies this matter 261 better than I can.

After my Computer Experts reported the presence of the September 20, 2006 evidence, I
NEVER disputed it was there. I did not know it was there. I disputed HOW it arrived there and
wanted to know its POINT OF ORIGIN. However, in a hearing held January 3, 2008,
Prosecutor Anderson admitted that when child pornography is found, “things will be different”
and “the benefit of the doubt,” or the presumption of innocence, will be gone.

262

Mr. Anderson was correct. Once child pornography was discovered on my hard drive, the
investigation stopped. It did not matter to the Government how it got there. As far as they were
concerned, if it was on my computer, I was guilty.

No attempt was made to determine how the child pornography got on my computer. While
being questioned by Defense Attorney, Mr. Smith, the Prosecution’s Forensic Computer Expert,

260

ibid. Transcript of Trial Proceedings. Volume IV. Page 159, Lines 4-15. November 6, 2008.
ibid. Transcript of Trial Proceedings. Volume III. Page 125, Line 4 to and including Page 156, Line 13.
November 5, 2008.
262
ibid. Transcript of Sentencing Proceedings. Page 8, Lines 17-24. January 3, 2008.
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Agent Huff, testified that it could take thousands of hours to determine exactly what happened
with a particular computer:

Vol IV, Page 5

16

Q.

So someone could literally spend thousands of hours to try

17

to ferret out exactly what happened with a particular computer?

18

A.

Yes.

19

Q.

At some point you have to just call it good; would that be

20

a fair statement?

21

A.

22

our material, and at some point you have to stop, yes. 263

Well, we take the best information that we can glean from

Not only was no attempt made to determine how the child pornography got on my computer, but
while testifying in trial, Agent Huff admitted he could not determine whether or not I saw a
deleted file containing child pornography. 264 And again while being questioned by the
prosecutor, Agent Huff admitted there was no way to determine whether or not a file containing
child pornography had been viewed. 265

While being questioned by Mr. Smith, my defense attorney, Agent Huff continued to insist he
saw no indication that anyone viewed the images found on my computer.

266

And again when

questioned by Mr. Smith, Agent Huff testified he had no evidence certain files were viewed.

267

The prosecutor, Mr. Anderson, asked Agent Huff once again if he had any evidence that files
found on my computer had ever been viewed:

263

ibid. Transcript of Trial Proceedings. Volume IV. Page 5, Lines 16-22. November 6, 2008.
ibid. Transcript of Trial Proceedings. Volume III. Page 112, Lines 15-21. November 5, 2008.
265
ibid. Transcript of Trial Proceedings. Volume III. Page 152, Lines 10-14. November 5, 2008.
266
ibid. Transcript of Trial Proceedings. Volume IV. Page 13, Line 15 to and including Page 14, Line 4. November
6, 2008.
267
ibid. Transcript of Trial Proceedings. Volume IV. Page 55, Lines 14-17. November 6, 2008.
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Vol IV, Page 57

18

Q.

(BY MR. ANDERSON) In regards to those last couple of

19

exhibits that we played and the exhibits – the three files

20

that were found that were child pornography that were found in

21

the Recycler –

22

A.

Yes.

23

Q.

-- you said that you had no evidence that they were viewed;

24

is that correct?

25

A.

That’s correct. 268

In addition to testifying there was no evidence I had ever viewed the files that were on my
computer, Agent Huff also testified he saw indications there had been malware (viruses, Trojans,
worms) present on my computer. 269

Agent Huff, while being cross-examined by my defense attorney, Mr. Smith, testified he found
absolutely nothing in my home suggesting an interest in child pornography.

Vol IV, Page 9

9

Q.

Mr. Huff, did you find – other than the hard drive you

10

seized, on the day of this search, did you find anything in Ned

11

Solon’s house suggesting an interest in child pornography?

12

A.

Not that I recall, no. 270

The Defense Forensic Computer Expert, Tami Loehrs, corroborated Agent Huff’s testimony that
there was no evidence any of the files found on my hard drive had ever been viewed. She
agreed with Agent Huff that there were indications my computer had been infected with a
268

ibid. Transcript of Trial Proceedings. Volume IV. Page 57, Lines 18-25. November 6, 2008.
ibid. Transcript of Trial Proceedings. Volume III. Page 161, Line 22 to and including Page 162, Line 11.
November 5, 2008.
270
ibid. Transcript of Trial Proceedings. Volume IV. Page 9, Lines 9-12. November 6, 2008.
269

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 177

Trojan. And while Agent Huff found nothing in my house suggesting an interest in child
pornography, Ms. Loehrs, after examining email, web searches, and chat rooms, found nothing
on my computer suggesting an interest in child pornography.

Not only did Ms. Loehrs corroborate the testimony of the Prosecution’s computer expert, but she
testified even further as to the inconsistencies and vulnerabilities present on the hard drive. The
prosecutor had to challenge her testimony so at the start of the 2nd day of testimony from my
Forensic Computer Expert, the prosecutor proudly announced the presence of Todd Coleman, a
recently hired employee who is a “Master’s level forensic scientist certified in computer
forensics.” 271 Mr. Anderson indicated that Mr. Coleman would be sitting in for Mr. Huff on that
day, and on several occasions, Mr. Anderson indicated that the prosecution would present a
rebuttal to Ms. Loehrs’ testimony. During cross examination of Ms. Loehrs, the Prosecutor
advised, “And then – we will also, I think, develop some subsequent information about that from
another witness perhaps in rebuttal.” 272

Mr. Coleman was there to rebut the testimony of my computer expert, Ms. Loehrs. The problem
was that Ms. Loehrs’ testimony could not be rebutted. In the end, Mr. Todd Coleman, Master
Level Forensic Scientist certified in Computer Forensics, never even took the stand.

Special Agent Huff, the Government’s Forensic Computer Expert, repeatedly testified he found
no evidence I ever viewed the files found on my computer. He testified no evidence was found
in my home suggesting an interest in child pornography. He further testified he saw indications
malware had been present on my computer, which would make my computer vulnerable to
intrusions. Mr. Todd Coleman, the Government’s Master Level Forensic Scientist certified in
Computer Forensics, could not rebut the testimony of my Forensic Computer Expert. With that
kind of “evidence” coming from their own experts, the Government had no evidence. My Fifth
271
272

ibid. Transcript of Trial Proceedings. Volume V. Page 3, Lines 18-19. November 7, 2008.
ibid. Transcript of Trial Proceedings. Volume V. Page 71, Lines 21-23. November 7, 2008.
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Amendment right to Due Process was violated when the Government pursued a Superseding
Indictment against me without ANY evidence that I KNOWINGLY possessed or KNOWINGLY
received child pornography.

CHALLENGE II – AMENDMENT V & AMENDMENT VI
FILES SHOWN TO THE JURY

AMENDMENT V:
I have been deprived of life, liberty and property, without due process of law.

AMENDMENT VI:
I have been denied my right to a fair trial by an impartial jury and to be confronted by the
witness against me.

I challenge my conviction based upon the files shown to the jury on November 5, 2008. The
“evidence” was alleged to have been on my computer on June 23, 2006 and September 20,
2006. However, there was no evidence whatsoever that any of these files had ever been
viewed. In addition, none of these files were played from my hard drive and even if they
had been played from my hard drive, that hard drive had already been compromised when
Agent Huff conducted a forensic exam on the hard drive without the protection of a writeblock device (Ground Four, Lost and Destroyed Evidence, Challenge I, Pages 148-153).

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER, or any other relief to which I may be entitled.

The Government seized and examined my hard drive as noted in Items 7 and 8 above.

Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 179

The files that were alleged to have been on my computer on June 23, 2006 were listed on an
Operation Peer Precision “browse list.” Because the files listed on the “browse list” did not exist
on my hard drive when it was seized, the Government was unable to show these files from my
hard drive, or my computer. Instead, the prosecution chose three of those files from that “browse
list,” and then obtained those files from a library that DCI keeps of child pornography. The
Government placed those files from DCI’s library onto CD’s, and then distributed them to the
jury on November 5, 2008, marked as Government Exhibits 10, 11 and 12.

Prosecutor Anderson questions his Forensic Expert, Agent Huff, concerning the June 23, 2006
exhibits.

Vol. III. Page 56

11

Q.

Then how do you know – did you create three separate

12

images or documents – I should say images from that browse

13

list –

14

A.

I did.

15

Q.

-- to show the jury?

16

A.

Correct.

17

Q.

As representative of some of the images that were listed at

18

the end of the browse list; is that correct?

19

A.

That’s correct.

20

Q.

Let me hand you Government’s Exhibits 10, 11, 12. Did

21

you create these documents?

22

A.

Yes, I did.
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Vol. III. Page 57

23

Q.

And are those documents representative of the documents that

24

were obtained from the browse list by Agent Waters on June

25

23, 2006?

1

A.

Yes.

273

Defense attorney Tom Smith conducts voir dire examination of SA Huff about Exhibits 10, 11
and 12:

Vol. III. Page 59

12

Q.

All right. And where does Exhibit 10 come from?

13

A.

Comes from our database at our DCI office here in Cheyenne.

14

Q.

And later when you did your forensic evaluation of

15

Mr. Solon’s hard drive, did you ever find this file on his hard

16

drive?

17

A.

No, I did not.

18

THE COURT: Then what is the purpose of it, Mr. Huff?

19

THE WITNESS: The purpose is to show that that

20
21

particular file resided on that computer June 23rd, 2006.
MR. ANDERSON: And also to show the type of material. . . . 274

Government Exhibits 10, 11 and 12 distributed to the jury did not come from my computer. My
hard drive was not brought to court and not admitted into evidence.

ibid. Transcript of Trial Proceedings. Volume III. Page 56, Line 11 to and including Page 57, Line 1. November 5,
2008.
274
ibid. Transcript of Trial Proceedings. Volume III. VOIR DIRE EXAMINATION. Page 59, Lines 9-20. November 5,
2008
273
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The files found on my hard drive were alleged to have been put there on the night of September
20, 2006. They were introduced into evidence as Exhibits 22 through 28. 275 These exhibits
were not played from my hard drive or from my computer system. The Government had
my hard drive. That was the evidence. However, as I challenged in Ground Four, Challenge I,
Agent Huff compromised the integrity of my hard drive by examining it without the protection
of a write-block device so the question of where those files really came from was never
answered.

On November 5, 2008, whether the files were alleged to have been on my computer on June 23,
2006 or September 20, 2006, the Government showed files to the jury that were not shown from
my hard drive. Essentially, the prosecution produced child pornography and then distributed it to
the Court and the jury.

I challenge my conviction based on these facts.

I have been deprived of life, liberty and property, without due process of law.
Amendment V, and…

I was denied the right to a fair trial by an impartial jury and to confront the witness
against me – the only witness against me, my hard drive. Amendment VI.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER, or any other relief to which I may be entitled.

275

ibid. Transcript of Trial Proceedings. Volume III. Page 131, Line 5 to and including Page 133, Line 9. November
5, 2008.
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CHALLENGE III – AMENDMENT V
SEARCH TERMS

AMENDMENT V:
I have been deprived of life, liberty and property, without due process of law.

I challenge my conviction based upon the repeated accusation that I used “search terms” to
download child pornography. The following testimony indicates that the Prosecution’s Forensic
Computer Expert did not even know how to locate what “search terms” had been entered into my
computer.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled.

Prosecutor Anderson told the jury and the Court during his Closing Argument that I took the
substantial step of entering search terms. Mr. Anderson boldly stated this fact even though his
forensic computer expert could not testify to finding any search terms that had been entered.

Vol. VI, Page 19

2

So, ladies and gentlemen, even if you believe – even

3

if you believe that the defendant didn’t look at that filth

4

that was displayed in the ten exhibits that we showed you, if

5

you believe that he was typing in search terms, if you believe

6

that he was selecting files for download, he has committed the

7

crime of attempting receipt of child pornography.

8

A defendant – “In order to prove an attempt the
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9

Government must prove beyond a reasonable doubt that the

10

defendant intended to commit a crime; and two, that he took a

11

substantial step toward the commission of the crime.

12

A substantial step, what’s that?

13

THE CLERK: Two Minutes, Mr. Anderson.

14

MR ANDERSON: What’s that? A substantial step is

15

simply taking the step to pick it up. Taking the step to pick

16

up.

17

Instruction 38 goes on to say, “The superseding

18

indictment charges the defendant with knowingly attempting to

19

receive child pornography. Federal statutes criminalizing the

20

receipt of contraband require a knowing acceptance or taking

21

possession of the prohibited item. Therefore, to find the

22

defendant guilty of knowingly attempting to receive child

23

pornography, you must find that he knowingly attempt to take

24

or accept possession of child pornography.

25
Vol. VI, Page 20

Vol. VI, Page 20

1

child pornography name to download it to his computer? That’s

2

what must be shown.

7
8

Vol VI, Page 20

Did he type in a search term? Did he click on that

14

He took a substantial step. He entered a search term.
He clicked on the files. The files began to download.

Searching for and attempting to download child

15

pornography fits exactly within the crime charged. It fits

16

exactly within the crime charged. 276

276

ibid. Transcript of Trial Proceedings. Volume VI. Page 19, Line 2 to and including Page 20, Line 16. November
10, 2008.
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The following exchange occurred between Agent Randall Huff, the Prosecution’s Forensic
Computer Expert and my Defense Attorney, Mr. Smith. During this exchange, Agent Huff
testified that not only was he unable to retrieve any Search Terms from my computer, but that he
didn’t even know how to locate the search terms:

Vol. III, Page 165

Vol III, Page 166

17

Q.

And you have testified that you, because of a Limewire

18

program, you didn’t – you don’t know what search terms that

19

were employed to get these files to his computer; is that

20

correct?

21

A.

22

certainty based on the names of those files. I ran some

23

searches.

24

Q.

25

don’t know – there’s not a log of search terms he used during

1

Limewire --

2

A.

No.

3

Q.

-- or you think he used?

4

A.

There’s no log of search terms that are logged by limewire,

5

that’s correct.

6

Q.

7

computer would have used, say, for an ordinary Internet search

8

like a Google search?

9

A.

I’m not sure I understand that question.

10

Q.

Well, in addition to Limewire, if Mr. Solon used the

11

computer for other purposes just for surfing on the web, it is

Well, I could speculate and actually with a high degree of

All right. Now, that wasn’t my question, though. You

Is there a log of search terms that he or some user of that
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12

possible he would have used search terms to surf the web?

13

A.

Right. That’s correct, yes.

14

Q.

Now, is there a log of those search terms?

15

A.

Possibly. I’m not sure exactly. Depending on the type of

16

file browser that was used. I’ve never done any research on

17

that, though.

18

Q.

19

may have used just surfing on the Internet?

20

A.

So you didn’t look in to see what kind of search terms he
No, I did not. 277

However, while being questioned by Defense Attorney, Mr. Smith, my Forensic Computer
Expert, Tami L. Loehrs, testified there is a way to find search terms used in Limewire:

Vol. V, Page 47

Vol V, Page 48

17

Q.

(BY MR. SMITH) Miss Loehrs, during the break when I was

18

reviewing my notes – and this is really out of sequence, but

19

back early on you mentioned a downloads.dat file?

20

A.

Correct.

21

Q.

And did you – again, what is that file, just generally?

22

A.

That is created by Limewire, and that’s where it records

23

the file names that are sitting in the incomplete folder. And

24

again, it often records the search terms that are used, and it

25

records the SHA values that are associated with those

1

incomplete files.

2

Q.

3

hard drive?

4

A.

And did you review the downloads.dat file in Mr. Solon’s

Yes, I did.

277

ibid. Transcript of Trial Proceedings. Volume III. Page 165, Line 17 to and including Page 166, Line 20.
November 5, 2008.
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5

Q.

What did you find there?

6

A.

Essentially nothing. The downloads.dat file had the first

7

couple lines of code that you typically see, but all of those

8

incomplete files that showed did not show up in the

9

downloads.dat file, which again, very strange. Normally I find

10

information in these files.

11

Q.

12

found in those files in Mr. Solon’s case?

13

A.

14

would have expected to see those file names in the

15

downloads.dat file in addition to the search terms that would

16

have been used to bring those files in with Limewire. 278

What specific information would you have expected to have
All of those incomplete files that we saw on the 20th. I

In addition, while being questioned by Defense Attorney, Mr. Smith, my Forensic Computer
Expert, Ms. Tami L. Loehrs, testified that there is a way to locate the search terms used to search
the World Wide Web:

Vol. V, Page 9

13

Q.

Did you then review the index.dat files?

14

A.

Yes, I did.

15

Q.

What are those?

16

A.

Whenever you browse the Internet, a history of your

17

browsing activities is stored in what’s called the index.dat

18

file. Again, those are hidden system files that get created,

19

and there will be many of them on your computer for different

20

periods of time that maintain a history of your Internet

21

browsing. Internet Explorer creates the index.dat file and

278

ibid. Transcript of Trial Proceedings. Volume V. Page 47, Line 17 to and including Page 48, Line 16. November
7, 2008.
Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 187

22

Mozilla Firefox, which is another popular browser, creates a

23

history.dat file.

24

Vol V, Page 10

So I go into the computer, and I look for all of these

25

.dat files, and using another forensic tool called Net

1

Analysis. I open those files up and review the Internet

2

history. It is important to find out what the person has done

3

on the Internet, what types of interests they have, what types

4

of websites they’ve been to.

5

These files also store search terms that you use

6

online. I will often find search terms in here related to

7

child pornography. So I review the index.dat files, Mozilla

8

Firefox was not on this computer, as I recall. There was no

9

history.dat, so it was just the index for Internet Explorer.

10

I found the usual Internet history, you know, going to

11

MSN, et cetera. There was a few adult pornography sites. I

12

did find – in the interview of Mr. Solon he mentioned a Gonzo

13

site. I did find the freegonzo.com. I checked that. That’s

14

an adult pornography site. I also find that listed in the

15

Internet favorites. I found nothing related to child

16

pornography, really nothing out of the ordinary or anything of

17

evidentiary value.

18
19

I went through all of the search terms, and I found
pretty basic search terms. I found search terms for the Paris
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20

Hilton tape. I found a search term for sex. I think I

21

found a couple other adult pornography-type search terms, and

22

everything else I found was fairly – you know, of no interest

23

really, just basic stuff. 279

Special Agent Huff, the Government’s Forensic Computer Expert, testified he found no evidence
of any terms entered to conduct searches on Limewire or the World Wide Web. In fact, Agent
Huff testified he didn’t even know HOW to find search terms that had been entered to do
searches. Given those facts, it is inconceivable that Agent Huff could declare the following to
the Court:

Vol IV, Page 50

16
17
18

THE COURT: Now, the question is was this done
knowingly. What is your opinion on that?
THE WITNESS: I believe it was done knowingly, Your

19

Honor, based on the text searches that bring back material of

20

that type to your computer. 280

Again, I challenge my conviction based upon the repeated accusation that I used “search terms”
to download child pornography. These accusations were especially egregious considering the
Prosecution’s Forensic Computer Expert did not even know how to locate what “search terms”
had been entered into my computer.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER, or any other relief to which I may be entitled.
279

ibid. Transcript of Trial Proceedings. Volume V. Page 9, Line 13 to and including Page 10, Line 23. November 7,
2008.
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CHALLENGE IV – AMENDMENT V
MALWARE
VIRUSES AND TROJANS

I challenge my conviction on the basis of Government Exhibit 39, the AVAST (Anti-Virus
Software) Report from my computer, which confirmed my computer was infested with
viruses and Trojans that allowed my computer to be open to someone remotely accessing it
without my knowledge. The fact there is no proof that I knowingly committed this crime,
along with the fact that malware was present on my computer, which made my computer
vulnerable to hackers, is a combination that creates more than enough reasonable doubt.

AMENDMENT V:
I have been deprived of life, liberty, and property, without due process of law.

Prosecutor Anderson cross-examines Defense Computer Expert, Tami Loehrs:

Vol V, Page 95

6

Q.

All right. You mentioned that you thought that this

7

particular computer was subject to – or vulnerable because,

8

first reason?

9

A.

There were viruses and Trojans.

10

Q.

There were viruses and Trojans?

11

A.

Correct.

12

Q.

Although you don’t know if those viruses or Trojans had

13

been isolated or deleted?

14

A.

15

not deleted.

16

Q.

Actually, I reviewed your report over lunch and they were

They were all there, according to you?
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Vol V, Page 96

17

A.

Actually, if you look at report, the antivirus program

18

shuts itself off and starts up again on numerous occasions when

19

the virus activity was happening. The virus that it found on

20

the 4th, the Zlob, it deleted, but the Zlob virus that it found

21

on the 7th it doesn’t even mention in the report.

22

As well as the activity that starts happening on the

23

10th and 11th in your report, again the virus software starts

24

and stops. There’s some problems with the report, and that’s

25

when the viruses show up.

1

Q.

2

longer August 7th, it is now August 10th and 11th that we’re

3

going to say the invasion took place?

4

A.

5

the activity. There was activity in June and, again, the days

6

are close, like the 22nd, 23rd. Then there’s no activity

7

between the end of June and the end of July. And then there’s

8

my understanding, a file on the 29th and a file on the 30th.

9

Then it starts up again, it is either the 7th or the 8th, and

10

it goes through the 11th of August.

When did you – well, now we’ve shifted now. So it is no

No, sir. I’m not trying to be – I’m not trying to change

11

And I matched the warning logs with the report you

12

provided and the activity – there’s certainly a problem with

13

the antivirus on the computer. There’s absolutely was a problem,

14

and it absolutely was infected.

15

Q.

But you don’t know with what?

16

A.

I haven’t gotten to investigate.

17

Q.

You don’t know with what?

18

A.

That’s correct.

19

Q.

You don’t know with what, and you don’t know its function?
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20

A.

I don’t know the extent of how it was damaged.

21

Q.

Zlob really is a Trojan that attaches itself not to

22

Limewire but to Internet Explorer; isn’t that correct?

23

A.

24

attaches itself to. It came in through the games on Limewire.

25

Q.

1

mysterious download of child pornography to computers; isn’t

2

that correct?

3

A.

Once again. I have not finished my investigation –

4

Q.

That’s not what I asked you about, whether you finished

5

your investigation. I asked if there were any reports that you

6

are aware of, and let me preface it by that. You’re not aware

7

of any reports where Zlob has been responsible for the

8

downloading of child pornography through Limewire or any other

9

Gnutella-based system to a computer?

10

A.

11

Trojan is.

12

Q.

13

Zlob does?

14

A.

15

computer open up your computer to attack. It creates a

16

vulnerability, a hole. It opens it up. It doesn’t matter how

17

you get the Zlob virus, whether I e-mail it to you, or you

18

download it, or you get it from a website, once it is on your

19

machine and it is able to execute, it will open up your

20

computer. I don’t know to what extent that happened in this

21

case.

22

Q.

The Zlob came in through Limewire. I don’t know what it

And there’s no report of Zlob ever having resulted in the

Once again, I think that’s a misstatement of what the

And it is kind of a – you’re kind of misrepresenting what

No, Zlob is a backdoor Trojan that when put on your

And what would your computer be opened up to?
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23

A.

Attack from the outside, hackers. It would be like opening

24

up my front door and allowing you to walk in.

25

Q.

1

going to access Limewire, now this hacker that has the access

2

to the computer now knows when the computer is up and running?

3

A.

Correct.

4

Q.

He knows when it is being used?

5

A.

Correct.

6

Q.

He would know when someone was in the house, correct?

7

A.

Yes.

8

Q.

He would, wouldn’t he? And he would know when the

9

computer – when somebody had just gotten through with a hand

10

of PartyPoker, would that be the perfect time to start

11

downloading child pornography for the hacker?

12

A.

If I was a hacker.

13

Q.

How would the hacker not know that somebody was now going

14

to play some more PartyPoker after they recovered from the last

15

lost hand?

16

A.

17

computer, not mine. That’s – I can’t –

18

Q.

19

the practicality of what you’re suggesting to that jury.

20

A.

I’ve proven it on other cases, so –

21

Q.

I don’t care what you’ve proven. We’re talking about this

22

case in this courtroom on this afternoon.

Okay. Why would a hacker – tell me this. If a hacker was

If I was a hacker, I would commit my crimes on your

That’s a really nice canned answer, but let’s talk about
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23

A.

And give me about a hundred more hours and I may be able to

24

prove it on this one as well. That’s all I’m saying. 281

Prosecutor Anderson continues his cross-examination of Defense Expert Loehrs:

Vol. V, Page 100

4

Q.

How do you know that Zlob came through Limewire?

5

A.

Because it was attached to the Madden game.

6

Q.

How do you know that the Madden game came through Limewire?

7

A.

I saw the Madden game in the incomplete folder.

282

Defense Attorney, Tom Smith, questions Tami Loehrs about Government Exhibit 39:

Vol. V, Page 113

14

Q.

All right. Generally you’ve had an opportunity over the

15

noon hour to review this report?

16

A.

Correct.

17

Q.

This is a report Mr. Anderson questioned why you didn’t

18

review it earlier?

19

A.

Correct.

20

Q.

Does this report change your opinion about the presence of

21

viruses on Mr. Solon’s computer?

22

A.

23

about this computer being infected.

24

Q.

25

best to go through it sequentially on everything or –

Well, actually, no, this report kind of supports my opinion

All right. Well, let’s go through what – and would it be

281

ibid. Transcript of Trial Proceedings. Volume V. Page 95, Line 6 to and including Page 98, Line 24. November 7,
2008.
282
ibid. Transcript of Trial Proceedings. Volume V. Page 100, Lines 4-7. November 7, 2008.
Attachment 1 – Supporting Facts, Motion 2255, USA v Solon, Case No. 07-CR-032-B

Page 194

Vol. V, Page 114

1

A.

2

of start from the top and go down.

3

Q.

What’s the first items of any importance that you see?

4

A.

On August 4th at 3:45 pm. and again, this VPS file, this

5

is one of the update files. It has got the definitions, I

6

believe, that keeps the system updated. Here we see the Zlob

7

virus that’s in that temp folder that I was talking about. And

8

it does say – this log says that that file was successfully

9

deleted. So on the 4th at 3:45 it finds that file and deletes

10

it.

11
12
13

It finds another file here, Win32:Renos, and it
deletes that.
These two files here, I’m not quite sure, these are

14

downloader Trojans but they have an IP address. This appears

15

to come from the Internet, so I’m not quite sure why this is

16

seeing this or where this is located. I would have to research

17

that further. I’m not familiar with that.

18

Vol. V, Page 115

Well, we can skip over some sections, but yeah, if we kind

Then it comes down, and it appears to start

19

over again. It shows it is starting up again on Monday, August

20

7th, at 10:16 p.m. Somewhere between August 4th after all of

21

these viruses are found and deleted, this software stops. And

22

you will see later on in the report when it stops, it gives you

23

a run time. It stops. It says it ran for seven hours or three

24

days. There’s no stop time here. But somehow the application

25

stops which means the computer stopped being protected. It

1

starts up again three days later at 10:16.

2
3

If you remember from the warning log, the AVAST
warning log at 10:10 found another Zlob Trojan in this same
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4

folder, but that Zlob Trojan does not show up on this report.

5

It doesn’t mention it on this report. It doesn’t say it was

6

deleted. In fact, it appears that it was turned off, that the

7

antivirus protection was actually not running.

8
9

Right after the Zlob comes back into the system, it
starts up again.

10

Vol. V, Page 115

Vol. V, Page 116

If we can go to the next –

11

Q.

For the record, you’re holding in your hand what?

12

A.

Exhibit I. This is the AVAST warning log.

13

Q.

All right. And I believe you referenced something that

14

showed up on the AVAST warning log that did not show up on this

15

AVAST report, Government Exhibit 39; is that correct?

16

A.

17

August 7th and this as August 4th, so three days earlier it was

18

found and deleted; three days later it was found again, but is

19

never recorded again on this report.

24

Q.

25

says started Monday, August 7, 2006, 10:16.

1

A.

2

appears that the software has been turned off at some point in

3

between, about a 15-minute interval. And this just looks odd

4

to me. Because typically when they start and stop, they will

5

provide you some sort of information about it stopping – it

6

has been stopped, here’s the run time, and then it will start

7

up again. Antivirus protection should just continually run.

Correct, which shows up at the beginning of this log as

All right. Well, there’s a reference there – okay. It

Correct. Then again – it starts again at 10:35, so it
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8

So why this stopped, this 15 minutes, and started

9

again, I don’t know. It would be something I would have to

10

research, but it looks like odd behavior. 283

The testimony in Volume V, Page 116, Line 11 through and including Page 120, Line 18
continues in the same pattern – explaining Government Exhibit 39, the AVAST Activity Log.
Testimony is recorded again as we reach September 20, 2006:

Defense Attorney Smith continues his direct examination of Defense Expert, Tami Loehrs:

Vol. V, Page 120

16

Q.

I’m going to jump to about September 18 or 19th here.

17

A.

Do we have the 17th?

20

Vol. V, Page 121

Okay. And again here we have it starting on September

21

17th at 1:39 p.m. Now, on September 17th at 8:00 a.m. – oh,

22

here we go. Back here – we don’t have to go back, but it did

23

find some of these. Here is the Madden football. That file

24

was successfully deleted. It is in the report. There was some

25

action.

1

It starts up again on the 17th at 1:39. Again,

2

more – these are just Adaware. These are more just annoyances

3

type of things, no Trojans or viruses. Nonetheless, no action

4

is taken. Typically your antivirus won’t remove spyware. So

5

it will see it, but won’t remove it so that remains. Then it

6

again stops, and that has a run time of nine hours.

283
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Vol. V, Page 122

7

Q.

If this AVAST antivirus were working the way – and

8

isolating, detecting, deleting everything that was a virus,

9

would there be an indication on this log for everything that

10

you see on the warning log?

11

A.

12

on the warning log would show up in this report with an action,

13

that it was either successfully deleted or quarantined or

14

whatever AVAST has. Or if it wasn’t able to, it will say this

15

file wasn’t able to be deleted. But we do have things in the

16

warning log that do not show up on this report.

17

Q.

18

page up to 9/18?

19

A.

20

files. These, again, are the viruses coming in or the Trojans,

21

worms, Trojans coming in with the games. Here’s one with GTA

22

San Andreas. Here’s another one. Being successfully deleted.

23

This is on the 18th.

1

Q.

2

deleted?

3

A.

Absolutely. That’s what I would expect. Everything that’s

Let me just slide it down. Is there anything else on this
So the 18th it starts up again, 5:59 p.m. We find these

All right. Number of intrusions being successfully

Correct. And then we have it again starting up on the
st

4

21 . So we see all of these Trojans coming in. And then –

5

on the 18th. And then from the 19th to the 21st there’s no

6

report, no activity. At some point it is turned off because it

7

is started again on the 21st, and we have a run time of eight

8

hours.
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9

Vol V, Page 123

So it ran for eight hours, which would be sometime in

10

the evening, I guess, of the 20th, which is when we have a lot

11

of this activity. It turns back on late in the evening and

12

then runs again. Again, very strange behavior. And these logs

13

to me don’t look complete, and it looks like there’s a problem.

14

Q.

15

September 18 any number of files successfully deleted?

16

A.

Correct.

17

Q.

And that would have still appeared to be on the 18th, as

18

far as you can tell; is that correct?

19

A.

20

the warning log these things show up on the 17th. So we have

21

9/17 the warning log sees them. This report doesn’t have them

22

in here until the 18th.

23

Q.

24

to skip from September 18th to the 21st.

25

A.

1

on again. When it turns off between the 18th and the 21st, we

2

don’t know. But at some point, it turned off and then turned

3

back on again, and then stopped again at 2:17 which, you know,

4

likely that’s at some point during the seizure – well, I’m

5

sorry. It goes on to 2:25. So it does start up again.

6

Q.

All right. And then that’s the end of it?

7

A.

Correct. Done with me?

8

Q.

I believe so.

Again, let me go back to the page before. We were – from

Yes, these all appear to be on the 18th. And actually, in

I will go to the very next page. And we again would appear

This is the morning of the seizure. At 5:44 a.m. it turns
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9

So did Government’s Exhibit 39 destroy your thought

10

about the possibility of there being a Trojan or a virus on

11

Mr. Solon’s computer?

12

A.

13

No, sir, it did not. I think it supports my conclusions.
MR. SMITH: Thank you. That’s all I have. 284

The Government provided no proof that I knowingly possessed or received child pornography.
The Government unknowingly ended up providing proof in Government Exhibit 39 that when
my computer was seen offering to share child pornography, Trojans were attacking my computer
and my anti-virus software wasn’t working properly. My Forensic Computer Expert, Ms.
Loehrs, uncovered that information when she interpreted Government Exhibit 39 for them. Todd
Coleman, the Government’s Master’s Level Forensic Scientist certified in Computer Forensics,
could not rebut Ms. Loehrs’ testimony.

Vol V, Page 131

8

THE COURT: Miss Loehrs, you may step down now.

9

THE WITNESS: Thank you.

10

MR. ANDERSON: We have no witnesses –

11

THE COURT: Now that we’ve gone through the

12

formalities, does the defendant rest?

13

MR. SMITH: Yes, we rest.

14

MR. ANDERSON: And we rerest.

15

THE COURT: You rerest.

16

MR. ANDERSON: Not calling any rebuttal.

17

THE COURT: No rebuttal?

18

MR. ANDERSON: No rebuttal. 285
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My Fifth Amendment right to due process was violated when both the prosecution and
defense confirmed my computer was infested with Trojans that allowed my computer to be
open to someone remotely accessing it without my knowledge. The fact there is no proof
that I knowingly committed this crime, along with the fact that malware was present on my
computer, which made my computer vulnerable to hackers, is a combination that creates
more than enough reasonable doubt.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER, or any other relief to which I may be entitled.

285
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GROUND SIX: JURY PREJUDICE
My Fifth Amendment right to due process and my Sixth Amendment right to a fair trial by
an impartial jury were violated when the jury was prejudiced into reaching a verdict of
guilty.

RELIEF REQUESTED: SET ASIDE THE JUDGMENT AND DISCHARGE THE
PRISONER or any other relief to which I may be entitled.

Under the Federal Rules of Criminal Procedure, Rule 23(a):

If the defendant is entitled to a jury trial, the trial must be by jury unless:
(1) the defendant waives a jury trial in writing;
(2) the government consents; and
(3) the court approves. 286
I did not know there was child pornography on my computer. One way or another files
containing child pornography were placed on my computer without my knowledge. Given that I
didn’t know these files were there, coupled with the fact my computer was infected with Trojans
and viruses, means it is possible that child pornography came in through a virus.

I was essentially stripped of my right to waive a jury trial when Judge Brimmer announced in a
hearing held May 30, 2007 that he wasn’t going to “buy” the theory that child pornography came
in through viruses.

286

Legal Information Institute. Cornell University Law School. Federal Rules of Criminal Procedure.
http://www.law.cornell.edu/rules/frcrmp/Rule23.htm.
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Page 28

4
5
6

THE COURT: Are you trying to say that a virus looks
the same as a pornographic picture?
MR. SMITH: I’m trying to say we will present

7

evidence that these pornographic pictures very easily could

8

have come in on viruses. We have ample evidence.

9
10

THE COURT: The Court isn’t going to buy that, and I
doubt very much a jury would ever buy it. 287

In an exchange between Defense Attorney, Mr. Smith, and the Court, during a hearing held on
September 17, 2008, Judge Brimmer essentially said again you cannot have child pornography
on your computer without your knowledge; therefore, if it is on your computer, you are guilty:

Page 5

25

(MR. SMITH): Your Honor, I would submit that under Tenth Circuit

Page 6

1

case law regarding knowing possession that that’s not knowing

2

possession of child pornography. If that was the case, any of

3

us who knowingly possessed a computer that someone else had

4

stuck child pornography on could be guilty of possession of

5

child pornography.

6

THE COURT: It is mighty unlikely in my judgment that

7

a man in possession of a computer, and he’s the only one with

8

access to it, is going to get child pornography on his computer

9

without his knowledge. But that probably could be a question

10

of fact for the jury. 288

287

USA v SOLON. District of Wyoming. Case No. 07-CR-032-B. Transcript of Motion to Dismiss Proceedings. Page
28, Lines 4-10. May 30, 2007.
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With Judge Brimmer already making up his mind that child pornography cannot come into a
computer through a virus, I had no choice but to go with a jury trial. And just as Judge Brimmer
had predicted, the jury was prejudiced before they were even seated.

In a hearing held April 16, 2008, Judge Brimmer stated:

Page 16

Page 17

14

THE COURT: And they’re going to – I think their

15

testimony will be drastically different, and it strikes me that

16

a jury might believe your woman, but I would guess they won’t.

17

I would guess that the actual hard drive here with pornographic

18

images on it is what is going to be believed. And I think you

19

can take a look at what is going on next door in Courtroom

20

Number 1 where this man from Nevada has got the same sort of an

21

argument as Mr. Solon has – I didn’t know the pornography was

22

on there. It is a surprise to me – and it goes on like that.

23

And in Ned’s case there’s only five images. In this guy from

24

Nevada I think there’s thousands. But the effect of the

25

argument is going to be about the same. And you can get a

1

pretty good reading as to what a Wyoming jury would be likely

2

to do.

3
4

My guess from what I know about the case is that I
don’t think that woman’s argument will sway the jury much.

289

From the very beginning, I was doomed. Once the jury was seated and the trial began, the jury
continued to be prejudiced. The jury was prejudiced throughout the entire trial by not only the
prosecutor, Mr. Anderson, and defense attorney, Mr. Smith, but also by Judge Brimmer.
289
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I’ll begin with the Prosecutor, Mr. Anderson.

As outlined in Challenge II of Ground One (pages 11-26), my Sixth Amendment right to trial by
an IMPARTIAL jury was violated by Mr. Anderson when in bad faith he misled the jury and the
Court into trusting that his forensic computer expert was highly qualified in determining whether
or not a person KNOWINGLY possessed child pornography.

Special Agent Huff, the Prosecution’s forensic computer expert, is training officers all around
the country to FIND child pornography and he should be commended for that. Regrettably,
Agent Huff does not know how to train people to find the SOURCE of that child pornography.
The transcript clearly shows that Mr. Anderson used insinuations and outright lies to mislead the
jury into totally discounting Ms. Loehrs’ testimony, while at the same time giving credibility to
the only proof the prosecution had that I KNOWINGLY received and possessed child
pornography – Agent Huff’s opinion.

As stated earlier in Challenge VII of Ground One (pages 50-54), my Sixth Amendment right to a
fair trial and my Fifth Amendment right to due process were violated when Mr. Anderson in bad
faith “induced decision on a purely emotional basis” by showing child pornography to the jury.

Mr. Anderson showed ten images and videos to the jury with unquestionably no evidence from
either side that I had ever viewed those files and with absolutely no evidence from either side
that I even knew they existed. In fact, out of those ten files shown to the jury, only seven were
found on my computer. It was prejudicial and in bad faith for Mr. Anderson to show the jury
three images from DCI’s library simply because they did not exist on my computer.

Whether or not the files existed on my computer is irrelevant for this point. Mr. Anderson
acted in bad faith in violation of Rule 403 of the Federal Rules of Evidence when he showed
child pornography to the jury to induce a decision on a purely emotional basis.
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As previously outlined in Challenge VIII of Ground One (pages 55-68), my Sixth Amendment
rights based on the presumption of innocence and my right to trial by an IMPARTIAL jury were
violated when Mr. Anderson in bad faith confused the issues and wasted time.

The issue at hand in this case was whether or not I knowingly possessed and received child
pornography. Both sides agreed there was child pornography on my computer. That wasn’t the
issue because it was not disputed by either side. Yet Mr. Anderson spent almost two and a half
days wasting the Court’s time with irrelevant issues, and in the process of doing that, he
managed to confuse the jury and the Court.

If you read the entire trial transcript, it is clear that Mr. Anderson, in bad faith, spent close to two
days wasting the Court’s time, while presenting extremely confusing, prejudicial and irrelevant
information. Mr. Anderson’s behavior violated my Fifth and Sixth Amendment rights to due
process and trial by an impartial jury.

As stated earlier in Challenge IX of Ground One (pages 69-100), my Fifth Amendment right to
due process and my Sixth Amendment rights based on the presumption of innocence and the
right to trial by an IMPARTIAL jury were violated when Mr. Anderson in bad faith misled and
prejudiced the jury during his closing argument by outright lying about Ms. Loehrs’ testimony
and then proffering his own testimony in order to rebut Ms. Loehrs.

The distortion of recorded testimony by Mr. Anderson in order to deceive the jury was "nothing
more, nothing less than smoke and mirrors." 290

Todd Coleman, Mr. Anderson’s Master’s level forensic scientist certified in computer forensics,
was sitting right there in Court when Ms. Loehrs testified. Mr. Anderson announced to the Court

290
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he would have a rebuttal witness. Todd Coleman never testified. Neither Todd Coleman, nor
any other computer expert for the prosecution, ever refuted Ms. Loehrs’ testimony.

Because Mr. Anderson did not have the support of his own computer experts to rebut Ms.
Loehrs' testimony of reasonable doubt, he rebutted it himself in his summation with testimony
that was false and misleading. Mr. Anderson's flagrant violation of his oath to uphold justice is a
prime example of bad faith and prejudice.

Because I am a felon, Mr. Anderson, used that information to further prejudice the jury. While
cross-examining me, the following exchange took place:

Vol IV, Page 89

8

Q.

You can enter a string of letters like “P E T O”?

9

A.

I never done that, no.

10

Q.

I asked if you could.

11

A.

I could. Yes, I could. I can enter any word. I am

12

literate, yes.

13

Q.

And what is your educational background?

14

A.

The highest grade completed was eighth grade. I dropped

15

out in ninth, but I did get a GED in 2000.

16

Q.

When were you convicted of your felony offense?

17

A.

2000.

18

Q.

And what was the felony offense that you were convicted of?

19

A.

I’ve already answered that, but I was convicted of

20

possession with intent to distribute methamphetamine.
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21

Q.

I heard about the intent to – the intent, but I didn’t

22

hear the rest of it. And so getting back to your inability to

23

understand – excuse me. I will retract that.

291

During his closing argument, Prosecutor Anderson told the jury:

Vol VI, Page 22

Vol VI, Page 23

16

Now, let’s consider the defendant’s credibility. The

17

defendant – and you may consider the fact that he’s a

18

convicted felon only for the purposes of assessing his credibility,

19

but please, you may consider that. He can’t remember from the

20

witness stand what he did the night before he was questioned,

21

and then finally, “Yeah, probably I was playing poker. Yeah,

22

probably I was starting to download games.” He certainly

23

admitted to downloading games in the past. He may have

24

downloaded games on September 20. He may have played poker

25

that night.

1

And when questioned initially – read over the

2

statement. Listen to the statement. For the first three times

3

he was asked, “Ever download adult pornography?” he lies. He

4

lies. And finally he gives it up, says, “Oh, yeah. Yeah, I

5

guess I have used it for downloading adult porn.” Please

6

assess and think about his credibility and what he has to gain

7

or lose in this particular trial. 292
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ibid. Transcript of Trial Proceedings. Volume IV. Page 89, Lines 8-23. November 6, 2008.
ibid. Transcript of Trial Proceedings. Volume VI. Page 22, Line 16 to and including Page 23, Line 7. November
10, 2008.
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Essentially, Prosecutor Anderson told the jury that because I am a felon, they cannot believe
anything that comes out of my mouth. Because I am a felon, when I state I did not know there
was child pornography on my computer, the jury should make the assumption, I’ve lied.
Defense Attorney, Tom Smith, contributed to prejudicing the jury as outlined in Challenge I of
Ground Two (pages 101-118). Mr. Smith did not file timely motions in order for Ms. Loehrs to
continue her work, and there was an apparent lack of communication between Mr. Smith and
Ms. Loehrs. The end result was the following instruction from the Court to the jury:

Vol V, Page 42

11
12
13

THE COURT: All right. We will go ahead.
(Following in the hearing of the jury.)
THE COURT: Members of the jury, the witness just said

14

that she was stopped and coupled with her testimony yesterday

15

there is the implication that the Court stopped her from

16

working. That is absolutely untrue. It is a falsity, and you

17

are instructed to ignore it. And we will hear no more such

18

testimony. I never did stop this witness from working. I did

19

stop her from submitting excessive bills to the United States,

20

and that’s all I ever did.

21

Go ahead.
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Ms. Loehrs was under the impression the Court had stopped her work. That may be true in one
sense, but her work could have continued if Mr. Smith had effectively filed timely motions to get
authorization for more funding. Because of the ineffectiveness of Mr. Smith to file timely
motions and the ineffective communication between he and Ms. Loehrs, the Court was put into a
position of telling the jury that Ms. Loehrs’ implications that the Court stopped her from working
were “absolutely untrue” and a “falsity.”

293

ibid. Transcript of Trial Proceedings. Volume V. Page 42, Lines 11-21. November 7, 2008.
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This statement by the Court was extremely damaging to my defense. Prosecutor Anderson
repeatedly insinuated to the jury that Ms. Loehrs could not be trusted (see Ground 1, Challenge II
and Challenge IX). Now because of the ineffectiveness of Mr. Smith, the jury heard the same
sort of thing being told to them by the Court. With both the Prosecutor and the Court stating my
expert witness, Ms. Loehrs, couldn’t be trusted and to disregard statements she made that were
“absolutely untrue” and a “falsity,” the jury was swayed to completely disregard her testimony.

By making those statements, the Court contributed to prejudicing the jury. In his dissenting
opinion, Judge J. Lucero, Circuit Judge with the Tenth Circuit U.S. Court of Appeals, wrote:

09-8018

United States v. Solon

LUCERO, J., (concurring in part and dissenting in part).

Were this case simply about an innocent game of canasta, I would readily join the
opinion of my majority colleagues outright. However, the abrupt departure of the trial judge
from the bench while defense counsel was discussing the testimony of defendant’s star witness,
when coupled with the court’s earlier admonitions to the jury that the same witness’s testimony
was “absolutely untrue” and a “falsity,” can only be interpreted as a clear message to the jury
that the witness was not credible or worthy of the court and jury’s unbiased consideration.
Although I agree with the majority’s disposition of Solon’s speedy trial and complete defense
claims, I would hold that the judge’s actions were a clear violation of Solon’s due process rights
and constituted reversible plain error. Thus, I respectfully dissent. 294
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UNITED STATES v SOLON. Appeal from the United States District Court for the District of Wyoming. (D. Ct. No.
2:07-CR-00032-CAB-1). No. 09-8018. J. Lucero dissenting opinion. Page 1. February 17, 2010.
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Judge Lucero concludes with:

I have no confidence in the jury verdict under review. Had at least one juror credited
Loehrs’ testimony, Solon’s jury may well have found reasonable doubt. But the jury was unfairly
prejudiced against Loehrs by the comments and actions of the district court. In our adversarial
system, a criminal defendant is entitled to stage a credibility contest refereed by a jury of his
peers. Solon was not given this opportunity. Instead, the district court instructed the jury that
Solon’s primary witness was dishonest and that Solon’s theory was unworthy of the court’s time.
It may as well have directed a verdict of guilty.

Because the majority decides this case on the third prong of plain error review, it does
not address whether the court’s actions “seriously affect[ed] the fairness, integrity, or public
reputation of judicial proceedings.” Gonzalez-Huerta, 403 F.3d at 732 (quotation omitted). I
would hold that Solon has satisfied this prong as well. The district court went beyond what
might simply be described as negative feelings toward a defense witness, actively impeaching
Loehrs by word and deed in derogation of its duty of neutrality. When judges behave in such a
manner, our entire judicial system suffers. Neutrality in judges:

Preserves both the appearance and reality of fairness, generating
the feeling, so important to a popular government, that justice has
been done by ensuring that no person will be deprived of his
interests in the absence of a proceeding in which he may present
his case with assurance that the arbiter is not predisposed to find
against him.
Marshall v. Jerrico. Inc., 446 U.S. 238, 242 (1980) (quotation omitted).
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III
For the foregoing reasons, I respectfully dissent. 295

I couldn’t have said it better myself.

In conclusion, my Fifth Amendment right to due process and my Sixth Amendment right to
a fair trial by an impartial jury were violated when the jury was prejudiced by the
Prosecutor, the Defense Attorney, and the Court into reaching a verdict of guilty.
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A

s more and more people discover the ability to communicate faster and more efficiently through computers and
the Internet, the possibility that predators will use these
tools to advance their criminal activities also increases.
The first online services were oriented toward adults, but children
now make up one of the fastest growing populations of Internet
users. Nearly 30 million children and youth go online each year
to research homework assignments, play games, and meet friends.
This increased access to computer technology puts children at
greater risk of sexual exploitation.
Criminals involved in the sexual
exploitation of children use the
computer as a convenient
tool to enter the homes of
their victims, correspond
with one another, and
exchange images of illicit
activities with child victims.
Nineteen percent of children ages 10–17 surveyed in
the U.S. Department of Justice’s
(DOJ’s) Youth Internet Safety
Survey received unwanted sexual
solicitations online.1
What is child sexual exploitation? As used in this guide, the term
“child sexual exploitation” refers to the sexual victimization of
children and covers many different types of child sexual abuse.
Child sexual exploitation encompasses more than physical sexual
molestation. Any display or suggestion of sexual activity involving
children, including written or graphic material, can be considered
child sexual exploitation. Such material ranges from depictions of
explicit sexual acts performed by children with adults or children
with children to images depicting a fully dressed child in a sexual
pose. The material need not meet the legal definition of child
pornography. Nonsexual images of a child intermixed in a graphic
display with other media that suggests sexually oriented activity
can be considered child sexual exploitation.

D. Finkelhor, K. Mitchell, and J. Wolak, Highlights of the Youth Internet
Safety Survey, Fact Sheet (Washington, DC: U.S. Department of Justice,
Office of Justice Programs, Office of Juvenile Justice and Delinquency
Prevention, 2001).
1

1

Cases of computer-facilitated child sexual exploitation may
involve members of the child’s own family (intrafamilial offenders), although this is not typical. Most child sexual exploitation
investigations will involve one or more perpetrators victimizing
several children over long periods of time. The victims will engage
in explicit sexual activity, and the predators will document that
activity in text and/or graphics on some type of media. The evidence will show that the perpetrator sought out the child specifically for sexual activity—that his2 actions were premeditated as
opposed to being a “crime of opportunity.”
Because of the broad spectrum of what can be considered exploitation, you must know what is prosecutable in your jurisdiction. You must then obtain all available evidence—subtle as well
as blatant—to show the perpetrator’s state of mind and the entire
process of planning and ultimately committing the offense.
What do I need to know about investigating child sexual
exploitation involving computers? Rapid changes in computer
technology and the complexity of the legal issues surrounding
it can make even the most basic investigation of child sexual
exploitation involving computers a complicated undertaking.
These investigations typically require numerous investigators with
different areas of expertise. To be ready to respond, law enforcement should identify experts and resources available to assist in
computer-related cases. Local agencies can do much to prepare
themselves for dealing with the forensic complexities of this type
of investigation by establishing a formal working relationship with
their state or regional Internet Crimes Against Children (ICAC) Task
Force. (Contact information for the ICAC Task Force Program is
included in the Resources section at the end of this guide.)
Investigators should stay in contact with the prosecutor working
on the case at all times to make sure that all actions taken are
within the law. Mishandling of computer equipment or improper
investigative techniques that violate a defendant’s rights can
result in the loss of valuable evidence. Once that information is
lost, it may be impossible to recover.
Exploitation cases involving computers present many investigative
challenges, but they also present the opportunity to obtain a great
Women can also be child predators. In this guide, for simplicity’s sake,
the authors use the male pronoun to refer to all sexual offenders who
prey on children.
2

2

deal of corroborative evidence and investigative intelligence.
Investigating child sexual exploitation cases that involve
computers requires an understanding of:
✹ The behavior of child predators and how they use computers.
✹ The issues involved in investigations of computer evidence.
✹ The legal considerations governing the search and seizure of
computer systems.
Remember: The role of computers in child sexual exploitation
goes beyond that of other technological advancements such as the
Polaroid camera, video camera, and digital camera. Although the
principles established for investigating child predators in the past
are still relevant, investigators need specialized expertise when
confronted with predators who use computers in committing their
crimes.

Understand the
Behavior of
Child Predators
Child predators—sexual offenders who
act on their sexual interest directed
toward children—come from all economic
and social backgrounds. Other terms used for these offenders
include “pedophile” and “preferential sex offender.” However,
these terms have specific clinical definitions. This guide uses the
term “child predator” because it is a nonclinical term that anyone
can testify to in court.
Experience gained through hundreds of investigations and interviews shows that the behavior of child predators usually develops
in four stages:
✹ Awareness. An individual first comes to realize that he has a
sexual interest in children. This interest may manifest itself in
several ways. Usually, the individual gathers as much information as possible on the subject in an attempt to understand
his feelings. In this early stage, the Internet provides access
both to a variety of information sources—newspaper articles,
newscasts, groups such as the North American Man/Boy Love
Association (NAMBLA)—and to online chats with other individuals who may have similar interests.

3

✹ Fantasy. The individual uses the research that he has collected
as a source for sexual fantasizing and stimulation. Eventually,
the fantasy becomes more fixated, with an emphasis on child
pornography. An individual using a computer will exchange email with others who share the same interests and save these
messages and all other related material using some type of
computer storage medium.
✹ Stalking. Fantasy is no longer enough, and the individual
is now compelled to seek closeness to actual children. The
child predator will loiter at athletic events, parks, playgrounds,
school bus stops, and other locations where children are found
and may seek positions of trust in order to have access to children. Hardcore child pornography plays an important role at
this stage. An individual using a computer will progress from
online chats with others with the same interests to chats with
potential victims. He may send them photos of himself in sexual poses and request similar sexual photos in return.
✹ Molestation. The individual molests a child. The predator
using a computer sets up a meeting with the child he has
been corresponding with. Depending on the predator, the
meeting may lead either to a seduction or to abduction of the
child.
Understanding these behavioral patterns can help you structure
the investigation and predict what and how much material evidence a computer is likely to yield (see the sidebar on page 5).
However, be aware that an individual child predator may demonstrate all, some, or even none of these behaviors. Lack of evidence
of the sequence of behaviors described above does not in itself
clear a suspect. For more information on the general characteristics and behavioral dynamics of child predators, see Understanding and Investigating Child Sexual Exploitation, another guide in
this series.

Know How Child Predators
Use Computers
Like other child predators, those who use computers may be compelled to collect child pornography and child erotica (see sidebar,
page 6), correspond with other predators, and, ultimately, solicit
a child for sexual activity. The computer is a powerful tool that
offers child predators an easy, efficient, and anonymous means

4

Relationship of Computer Evidence to the
Behavioral Stage of the Predator
Behavioral Stage

Evidence

Awareness

News releases, research articles,
and chat room conversations with
organizations that promote child sex.

Fantasy

All of the above, plus child pornography
and explicit chat room conversations
with other suspects or unsuspecting
children.

Stalking

All of the above, plus more graphic,
hardcore child pornography, including
pornographic photos or digitally altered
(“morphed”) photos of local children.

Molestation

All of the above, plus images of actual
victims engaged in sexual acts with the
suspect and/or other suspects.

of achieving all of these goals within the confines of their home,
workplace, local library, or any other location that offers them
access to a computer.

Organizing Their Collections
A child predator who is also a collector may save everything that
relates to children. Before computers were widely available, predators often recorded their exploits in diaries. Now they can use
word-processing software to write about their experiences. Where
child predators once saved photos in albums, now they can store
and organize all information they collect on their computer’s hard
drive or a removable storage device. This material may include
chat room text, chat room user profiles, pictures chat room users
have placed in their profiles, any Internet correspondence with a
child, and child pornography. Child predators can hide text, digital images, graphics files, and video files by using passwords
and/or encryption techniques.
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Child Pornography
Computer technology and the Internet have made child pornography more readily available in the United States than ever before.
In addition to collecting and storing images, text, and video,
predators can use their computers to create and transmit child
pornography. Increasingly sophisticated graphics and multimedia
software have enabled child predators to manipulate and animate
images and even to create full-length DVDs of their own or someone else’s sexual molestation of a minor. Sexual predators may
use some of this pornography to solicit children. Twenty-five percent of the youth surveyed in DOJ’s Youth Internet Safety Survey
reported unwanted exposure to sexually explicit material.

Corresponding With Other Predators
Child predators may seek validation by communicating with
other adults who have similar interests. The Internet enables these
individuals to exchange information and share child pornography
with less risk of identification or discovery. For predators in the
awareness stage, the Internet offers a means to research their
interests anonymously from the privacy of their own home.

Finding Potential Victims
Previously, predators loitered in parks. Now they no longer need to
seduce a child in person. Using the Internet, a predator can enter
children’s chat rooms to develop relationships and, ultimately, solicit a child. Curious children may also stray into adult chat rooms that
advertise themselves as discussing adult/child sexual relationships,
where the children become vulnerable to sexual exploitation.
Child predators enter children’s chat rooms by posing as someone
friendly or interesting to a child. The type of chat room can vary
from educational to one devoted to a specific interest such as
sports, music, movies, or television programs. Chat room participants fill out a profile that other users can see, listing their name,
hobbies, and interests. The predator will check profiles of users to
look for victims. After carrying on a dialog with the parties in the
chat room, the predator usually will invite a potential victim into
a “private chat room” not accessible to anyone else. The predator
can download all conversation from the private chat room to a
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computer storage medium. Once the predator downloads this
conversation, he can use it for fantasizing, share it with other
child predators, or use it to blackmail the victim into a personal
meeting.

Know How To Investigate Cases
Involving Computers
Investigating cases of child sexual exploitation in which computers were used is complex. The demands of these investigations
may exceed the resources available to a jurisdiction. However,
you can eliminate or minimize many of the problems that may
arise if you follow the guidelines presented below and act within
the legal boundaries described in the section beginning on page
16. Your state/regional ICAC Task Force can provide assistance
with all of the issues outlined below.

Beginning the Investigation
When initiating an investigation, take the following issues into
consideration:
✹ Jurisdiction. Will your investigation remain local or extend to
federal or state jurisdiction? You may not know the answer to
this question until you have seized and analyzed the computer
system. Child exploitation investigations involving computers
may rise to the state or federal levels because of victims and/or
suspects identified in other locations. You must recognize this
possibility at the earliest moment so you can begin immediately to prepare for the future involvement of all agencies. Doing
so will ensure the continuity of the investigation.
✹ Expertise. Does your organization have the technical expertise
to deal with this investigation? Expertise means understanding
not only the child predator but also computer and software
technology. If you do not have this knowledge, look to other
agencies at the federal, state, or local levels for help. Key
resource organizations are listed at the end of this guide
(pages 27–30).
✹ Equipment. Does your organization have the equipment
needed to conduct this investigation or the resources to
obtain the necessary equipment? Forensic computer examinations, depending on the sophistication of the equipment seized
for evidence, may require significant resources beyond the
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capacity of your agency. You may need to purchase, lease, or
borrow the necessary equipment (e.g., search software and
state-of-the-art computer systems with DVD writers and other
high-end capabilities) from other agencies. The prosecuting
attorney’s decision about what evidence is needed and how
it should be presented to the court may affect this decision.
Early contact with the prosecuting attorney can save
time and significant expense.
✹ Time/Personnel. Does your organization have the time and
personnel to devote to this type of investigation? You may
need to consider seeking assistance from other agencies or
forming a task force. Advise your command staff of this need
and determine if they are willing to make the commitment.
✹ Followup. Can your organization perform the necessary followup on additional suspects and victims that may arise from
the investigation? Many of these investigations will uncover
more suspects and more victims—often a significant number
of both. Multiple jurisdictions are often involved. Before proceeding with the investigation, formulate plans for dealing with
such complications and for properly collecting and packaging
the evidence with a view to its future use.
Once you have answered these questions, consider the following
guidelines as a basis from which to proceed with your investigation. The guidelines describe what to do and what not to do
when investigating cases of child sexual exploitation involving
computers.

Establishing the Context
✹ Establish that a child sexual exploitation situation exists. You
must obtain the most complete, detailed, and accurate information possible. Your background investigation of the suspect
should obtain more than the date and place of birth, credit history, and criminal background checks. Other records—school,
juvenile, military, medical, driving, employment, bank, sex
offender history, and sex offender registry—can be valuable
sources of information.
✹ Establish that the suspect owns or has access to a computer
and uses it for child sexual exploitation. Ask the suspect, victim(s), witnesses, and others specific questions that will reveal
any knowledge related to the suspect’s use of any computer.
The knowledge may be firsthand or circumstantial.
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Basic Questions To Ask Victims,
Witnesses, and Suspects
Questions for Victims:
✹ Does the suspect have a computer?
✹ Did you play games on his computer? Was anyone else
present?
✹ Did he talk to you in a chat room?
✹ Did he send you any pictures? If so, what kind?
✹ Did he mail you anything (e.g., cameras, tickets, phone cards)?
✹ Did he tell you to delete files or take any other steps to hide
your actions?

Questions for Witnesses:
✹ Has he ever minimized the screen when you came in?
✹ Does he have a desktop computer or a laptop?
✹ Does he take his laptop computer to work, or does he use a
different computer at work?
✹ How much time does he spend on the Internet?
✹ Have you ever seen any pornography on his computer?

Questions for Suspects:
✹ Do you have a computer at home? If so, what kind?
✹ How long have you owned this computer?
✹ Do you have an Internet account? If so, with which
service provider?
✹ What is your screen name? How many screen names do
you have?
✹ Do you have any pornographic images on your computer?
✹ Who else uses your computer? Do they have their own
password and screen name?
✹ Do you give your password to anyone else?
✹ Do you use a computer at work? Do you share files with it
and your home computer, or do you use a laptop for both
work and home?
✹ Do you have a network at work or at home?
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✹ Determine the type of computer the suspect used and the
location of this computer. Is it a desktop or laptop? Is it at the
suspect’s residence or workplace or both? If the computer is at
the suspect’s residence, does the suspect have e-mail access
to computers in other locations, such as the workplace, the
homes of neighbors or friends, or the public library? Keep in
mind that other devices can also store valuable information.
These devices include handheld computers; personal digital
assistants (PDAs); mobile camera phones, some of which can
take and send movies; digital camera flashcards; and storage
media such as floppy disks, compact disks, digital video disks,
and memory keys.
Also be aware of wireless capabilities. With a wireless router
and remote wireless storage device, a suspect can store files in
an area of the residence away from the main computer area
or even outside the residence. A suspect also may tap into a
neighbor’s wireless system. Wireless hubs are beginning to
appear across many cities.
Devices are available that will enable you to detect the presence of wireless systems. When a suspect is tapping into
another’s wireless system, more investigative steps and technical expertise are necessary to show the connection between
the technical evidence seized and your suspect.
✹ Establish probable cause to show that the suspect used the
computer for the crime. Use appropriate interview questions.
Search warrants and searches of public information sources can
also yield important information.

Obtaining a Search Warrant
If sufficient probable cause exists:
✹ Obtain a warrant or subpoena to serve on telephone companies (for telephone records) and online services (for screen
names, account information, log files related to the suspect’s
use of the service, and e-mail records). Be aware that most
online services require accounts to be paid with a credit card
and do not accept Post Office boxes as mailing addresses.
Financial records that banks or other financial institutions
maintain also may contain information that shows the child
predator’s credit cards were used for illegal purposes online.

10

✹ Obtain a search warrant for the suspect’s computer system and
any related systems such as workplace computers, laptops, and
digital handheld devices.
In preparing the search warrant:
✹ Include all computer hardware and software. Note: You must
explain how the entire computer system played a role in the
criminal conduct you are investigating. Specify a reason for
seizing each component of the system. (See “What, Exactly,
Constitutes ‘the Computer’?” below.)
✹ List accounting records that will enable you to identify payments to online services in use currently and in the past. Keep
in mind that these records may be located on the suspect’s
computer system. Remember that payment for services could

What, Exactly, Constitutes “the Computer”?
Do not assume that any item connected to the target device may
automatically be seized. The fourth amendment to the Constitution specifies that a search warrant should “particularly” describe
the place to be searched and the persons or things to be seized.
This requirement presents challenges in drafting an affidavit of
probable cause to search and seize “the computer”: You must
have the entire computer system to replicate the suspect’s use of it
and to analyze that use; however, when drafting your affidavit for
the warrant, you may not know the exact configuration of the target computer or the kind of data storage media the suspect used.
State a basis for seizing each component of the computer system.
To protect your execution of the search warrant from serious
challenge in court, your application for the warrant should
include facts that justify the seizure of all components of the suspect’s computer system, namely, the base unit, each peripheral
device, and all software, manuals, data storage media, and related
items. Consider what role each component might have played in
the commission of the crime and, based on your training, experience, and knowledge about criminal conduct involving computers, state the facts that support seizing those items. To satisfy the
particularity requirement of the fourth amendment, the wording of
your search warrant must be reasonably specific rather than elaborately detailed.
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be charged to credit card accounts. You should seize the
accounting records to identify these accounts.
✹ Ask your prosecutor whether your original warrant should
include a “request for forensic examination.” Doing so may
save you the time involved in having to ask for another warrant
to search hard drives and software programs after the equipment is seized.
Work closely with the prosecuting attorney in all aspects of
obtaining search warrants. Case law in this area changes frequently. Depending on the suspect, you may need a “special
master” (an attorney appointed by the court to review privileged
or confidential information in an investigation to determine its
relevancy as admissible evidence) to search the suspect’s computer system. If the suspect uses the system as part of his business,
case law may limit your ability to search the system. (For more
about search warrants and probable cause, see pages 16–21.)

Handling Computer Equipment
✹ Make sure someone with expertise and training in the seizure
of computers for criminal investigations is present when you
execute the search warrant. If your agency does not have this
capability, try the private sector. Corporations are sometimes
willing to assist in the actual handling of the equipment. ICAC
Task Forces can assist and are located throughout the nation.
Local offices of federal agencies—e.g., the FBI and U.S. Immigration and Customs Enforcement (ICE)—may also provide
resources. The rule to follow is, “If you don’t know what to do,
don’t touch it.” Secure the system until you can find someone
with the proper expertise to handle the equipment safely.
(Contact information for the FBI, ICE, and other organizations
that can help is provided on pages 27–30).
✹ Remember that the computer and all of its contents constitute
evidence. The computer should remain the same from the time
you seize it until a forensic examiner examines it. Never turn
on a suspect’s computer system until a qualified examiner can
properly document the system and its contents. Once the system is turned on, the evidence is altered. (See “Chain of
Custody,” page 13.)
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Chain of Custody
Protecting the integrity of evidence seized in cases involving
computers requires the same considerations as that seized in
other cases: You must document the chain of custody of the evidence from the moment it is seized until the moment it is offered
in evidence and strictly control access to evidence to avoid challenges to the admission of evidence at trial. In cases involving
computers, an expert in computer forensics should be available
for law enforcement teams at all stages of the investigation.
The handling of electronic evidence during processing—how it
is collected, stored, and retrieved—is a new area for technical
experts and brings new challenges to law enforcement. Because
preservation of evidence in electronic form as found at the scene
of the crime is essential, an expert in computer forensics should
be present at the actual processing of the crime scene. This will
ensure that the manner of collecting and processing the electronic
evidence does not destroy, contaminate, or alter it, which would
compromise the investigation.
If your agency does not have a qualified computer forensics
examiner on staff, your affidavit of probable cause should request
the court’s permission to use expert personnel from the private
sector for the execution of the search warrant. Be specific about
why a private-sector expert is required and what the expert’s role
will be.

✹ Consult qualified technical personnel before disrupting the
power supply to the computer system. Disrupting the power to
the system will cause any data currently stored in the computer’s random access memory (RAM) to be lost. RAM is where
the computer temporarily stores data until the user saves it to
a storage medium such as a hard drive, flash drive, floppy disk,
or CD. Advances in technology have significantly increased the
RAM in today’s computers. Therefore, a system that is turned
on may hold many images, video clips, and text that could be
crucial evidence in an investigation. The power to the system
should not be cut until qualified technical personnel have the
opportunity to legally download any evidence located in the
computer’s RAM.
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✹ Do not make a printout of the contents of the screen. If the
computer is on and you find evidence on the screen, photograph or videotape the screen to create a visual record of the
evidence. Your use of the computer and printer could arguably
alter the electronic evidence and, therefore, change the nature
of the evidence as you observed it. If you cannot visually document what you observe on the computer screen, make sure you
can describe it in detail. Keep in mind the elements of the
statute that the child predator’s conduct violates.
✹ Look for passwords to the computer system while searching
the suspect’s residence and/or workplace. Most suspects use
passwords for better security. Passwords can consist of any
combination of letters and numbers. Some are as simple as the
suspect’s telephone number; others are more sophisticated.
Some companies specialize in decoding passwords. Check
with your nearest FBI or ICE office or ICAC Task Force for assistance in this area.
✹ Keep the suspect’s computer system intact. It is best to move
the system as a whole, with all components still connected
together, if at all possible.
✹ If you must disassemble the computer system, first take pictures of it. Photograph the front and back of the system before
you physically move it to identify how it is set up. For purposes
of analysis and courtroom presentation, a computer specialist
can use the photographs to put the system back together exactly as the suspect used it.

Analyzing a Computer System
✹ Keep track of court-imposed deadlines. The judge who grants
the search warrant may impose a deadline for completing the
forensic examination of the computer system. If your search of
the computer is delayed for a valid reason (e.g., insufficient
forensic laboratory resources to process the evidence in a
timely manner), request an extension of the deadline before
it expires. Failure to meet the court’s deadline could result in
suppression of the evidence recovered from the computer.
✹ Only a qualified computer forensics examiner should attempt
any forensic analysis of any seized computer system.
Completion of an 80-hour training course in computer forensics is usually the minimum requirement to qualify as an examiner. Expert computer forensic examiners usually obtain much
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more training than this and have extensive on-the-job experience. Note: If the computer forensics examiner is from the private sector, an experienced police officer should be present
during the analysis of the computer system.
✹ Full examination of the computer’s entire hard drive and all
other storage media is absolutely necessary. Both text files and
graphics files are important evidence in a child sexual exploitation investigation. The forensic examiner analyzes the computer
and its contents, but the best people to determine what is or is
not appropriate evidence in a particular investigation are the
primary child sexual exploitation investigator and the prosecutor, if one has been assigned at this point.
✹ Stay within the scope of your search warrant. If the search of
the computer’s files reveals evidence that was not anticipated
in the warrant, do not continue to open files looking for more
unanticipated evidence. Instead, use a description or printout
of the first file containing such evidence as probable cause to
obtain another search warrant for the new evidence.
✹ An expert in recovering erased files is critical to your investigation. With the proper software, an expert can recreate
deleted text and graphics files if the suspect has not written
over them with new data. Even though these files may not be
visible on the system directory, they may still exist. Child sexual predators who use computers are aware of this and sometimes will erase files to keep them from being detected. At the
scene, you will not be able to determine whether the suspect’s
computer contains recoverable erased files and should not try.
✹ The prosecuting attorney may require hard copies (i.e., paper
printouts) of all the data on the suspect’s computer system.
Child sexual exploitation experts can use the printouts to
determine what appropriate evidence exists on the system.
Note: Only the computer forensics examiner should make
such printouts, unless the prosecutor or the court authorizes
otherwise.
✹ Know your jurisdiction’s laws about duplicating child pornography for courtroom purposes. Duplicating child pornography,
even for courtroom purposes, may be illegal in your jurisdiction. If in doubt, consult your prosecutor before making copies
of any child pornography found on the suspect’s computer
system.
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Know the Legal Considerations in
the Use of Search Warrants
Search warrants are an invaluable investigative tool, and search
warrants on computers are an integral part of a comprehensive
investigation of child sexual exploitation. However, the search
and seizure of computers and related materials is rife with legal
pitfalls. Knowing the legal principles that govern the search and
seizure of computer systems can help you avoid violations that
could open your criminal investigation to a successful motion to
suppress evidence. Failing to observe these principles could turn
the defendant in your exploitation case into the plaintiff in a civil
suit that could leave you and/or your employer owing a great deal
of money to the individual you were investigating.

Drafting the Affidavit of Probable Cause
Courts have a strong preference for search warrants when the
evidence involves computers or other electronic devices and will
scrutinize a warrantless search. Your affidavit of probable cause
should contain specific articulable facts that show reasonable
grounds to believe that the contents of electronic communications, records, hardware, software, or other information are relevant and material to your investigation. The answers to the
following preliminary questions should form a solid basis for the
affidavit that supports your search warrant application:
✹ Was the computer used to produce child pornography, store
contraband (goods whose possession, importation, or exportation is prohibited by law), or disseminate materials or communications that are probative (i.e., offer evidence or proof) of
criminal conduct, or to perform all three of these functions?
✹ What are the facts that support your conclusions about the use
of the targeted computer?
✹ What is the suspect’s expectation of privacy, if any, concerning
the computer to be searched?
A frequent, significant shortcoming of affidavits of probable cause
is the failure to clearly state facts that specifically describe what
crime(s) are being committed. The sidebar on page 18–19 shows
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what to include in an affidavit of probable cause to search a computer for evidence of child sexual exploitation.
The warrant’s description of the contraband evidence contained in
the computer must be specific enough to guide and control the
investigator’s judgment about what to seize and what not to seize.
You should include any specific information about the images
stored in the targeted computer or other information about the
computer’s contents in the affidavit to assist the court in the analysis of probable cause. Provide a narrative description of such
images and describe their source. Mention that, on the Internet,
the exact locations (“addresses”) of such images may be in a constant state of flux. Explain that once the suspect’s computer has
been seized, a forensic analyst can use it to determine the exact
source of the images in question.

Use of discovered images to support your affidavit
Images depicting the lascivious exhibition of a child’s genitals usually are sufficient to support a search warrant. An undercover officer, posing online as a child, may receive child pornography or
other criminal evidence from a suspect. Parents of children may
discover such material and provide it to law enforcement. In some
jurisdictions, some of the images obtained from the investigation
might be attached to the affidavit. However, some judges are
loathe to examine images of child pornography. You need to know
whether the particular judge considering your application for a
search warrant deems it necessary to view the images that form
your probable cause to conduct a search or whether the judge
prefers a description of what the images show.
In some jurisdictions, so-called sunshine statutes allow the media
to view and copy attachments to an affidavit. If you are attaching
images to your affidavit, you should consider filing the application
under seal to prevent media access to these images. If the law in
your jurisdiction does not allow you to file such images under
seal, consider providing only a narrative description of the
images. The court reporter’s transcription of your narrative and any
descriptive comments the judge makes when examining the
images—including a finding that, in the opinion of the court, the
images meet the legal definition of child pornography—will
demonstrate probable cause while preserving the child victim’s
privacy.
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What To Include in Your Affidavit of
Probable Cause
✹ Introductory paragraph stating your training, knowledge, and
experience in the area of investigating child sexual exploitation. Relevant information includes:
❏ Current position within your department.
❏ Responsibilities of your position.
❏ Years on the job.
❏ Specialized training/experience in searching and seizing
electronic evidence.
❏ Knowledge of sexual offenders generally.
❏ Knowledge of sexual offenders who use computers to prey
on children.
❏ Other relevant information specific to the suspect or
investigation.
✹ Information to educate and inform the court about electronic
communications, the nature of the evidence, any challenges
that are specific to the search and seizure of electronic evidence specific to the relevant targets, and any privileged or
privacy concerns unique to the technology, including but not
limited to:
❏ The Internet.
❏ The World Wide Web.
(continued on next page)

A few jurisdictions have not yet ruled on the issue of whether the
court clerk may “possess” duplicated images of child pornography
that are a part of a search warrant application once the application is filed with the court. Even though no criminal or civil
actions have been filed against court clerks, law enforcement officers, judges, or prosecutors in such jurisdictions and qualified
immunity probably would protect against such actions, the legal
implications of attaching duplicate images to a search warrant
application remain an open question.
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What To Include in Your Affidavit of
Probable Cause (continued)
❏ E-mail.
❏ Instant messaging.
❏ Hotmail or other free e-mail services.
❏ News groups.
❏ Chat rooms.
❏ Bulletin board services.
❏ Electronic communications services.
❏ Remote computer services.
❏ Any other relevant information technologies and definitions
of computer terms.
❏ Shorthand descriptors or icons used in communicating
online and what their meaning is within the context of this
specific target.
❏ The make, model, and exact series of the targeted computer, if known. (An operating system manual may be attached
as an addendum to a search warrant.)
✹ Factual description of where investigators will find the targeted
evidence in the place to be searched.
✹ Trustworthy facts that demonstrate that a crime has been
committed—for example, evidence of child pornography and
where such evidence can be found.

Use of expert opinion
An expert’s opinion regarding the behavioral characteristics of
child predators may provide a basis for obtaining a warrant to
search a suspect’s residence, business, or computer system. You
can use expert opinion to show how case-specific, documented
behaviors commonly seen in known child predators apply to the
suspect. If your affidavit of probable cause uses expert opinion in
this way, you must set forth facts to support classifying the suspect
as a particular type of offender. The facts you include in the affidavit in turn corroborate the expert opinion.
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Avoid the use of boilerplate or generic language in describing
the behavioral traits of the offender. If your affidavit uses expert
opinion regarding the behavioral traits of child predators, you
should clearly describe not only the characteristics of the relevant
offender classification but also the particular facts about the suspect that support the conclusion that he belongs in the specified
offender category. Be aware that terms such as “child molester,”
“situational or preferential child molester,” or “pedophile” have
specific clinical definitions. If you use one of these terms to
describe the suspect, your evidence must meet the clinical
definition of the term.
In child sexual exploitation cases, use expert opinion in search
warrant affidavits only when necessary. Court decisions on such
warrants have not been consistent, so the use of expert opinion in
this way involves a certain amount of legal uncertainty.

Use of anticipatory search warrants
If, at the time you apply for a warrant, you do not have sufficient
probable cause to determine whether the contraband you will
seize is at the location specified in the warrant, you will need to
apply for an anticipatory search warrant. For a judge to issue this
type of warrant, you must have sufficient demonstrable evidence
to support probable cause that contraband will be in the place to
be searched at the particular time the warrant is to be executed.
In most cases, obtaining an anticipatory warrant requires you to
demonstrate precedent conditions or a pattern of criminal behavior that supports the warrant. Ideally, an anticipatory warrant
states what “triggering event” will place the evidence in the location described.

Warrants for privileged and confidential
communications
When gathering evidence, you may want to examine computer
materials that contain privileged or confidential communications,
such as the records of doctors, lawyers, and clergy. Special
statutes govern searches of such materials. When you draft an affidavit for a search warrant to examine privileged and confidential
communications, narrow your focus to include only data relevant
to the investigation. Describe such data as specifically as possible.
Generic, boilerplate affidavits are insufficient and often result in
suppression of the evidence.
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Before executing search warrants for privileged or confidential
communications, you should ask a knowledgeable prosecutor to
thoroughly brief you on the restrictions of the Privacy Protection
Act of 1980 (PPA),3 all accompanying regulations, and all applicable state privacy statutes. If your search involves communications
on computers or bulletin board services, your prosecutor should
brief you on the Electronic Communications Privacy Act of 19864
in addition to the PPA, so that you can avoid liability for violations of these laws. Note that because the PPA does allow for civil
remedies, investigators who violate this statute may be liable for
damages.

Conducting a Search Without a Warrant
The general exceptions to the search warrant requirement apply to
computer systems. These are summarized below.

Exigent circumstances
To be considered exigent, the circumstances must be urgent—that
is, you must be able to explain to the court why obtaining a
search warrant before seizing the evidence would have jeopardized your ability to obtain the evidence at all. The unique nature
of electronic evidence and its susceptibility to humidity, temperature, overwriting mechanisms, magnetic fields, “hot buttons,” and
“kill commands” make it vulnerable to instantaneous destruction.
Exigent circumstances may apply to computers simply because of
the fragile character of such evidence.
Remember: The authority to seize a container without a warrant
does not necessarily authorize a warrantless search of its contents.
While exigent circumstances may justify seizing a computer and/or
component attachments, you may not be authorized to search that
computer unless you obtain a warrant after the seizure.

Evidence in plain view
Evidence of a crime may be seized without a warrant if the investigator is in a lawful position to observe the evidence and if its
criminal character is immediately apparent. If you observe child
pornography on a suspect’s computer screen, you may seize, without a warrant, not only the computer that contains the unlawful
3

42 U.S.C §§ 2000aa–2000aa-12 (2002).

4

18 U.S.C. §§ 2510–2521, 2701–2711, 3121–3127 (2002).
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images but also access codes or notes taped to the computer that
are in plain view. You may not, however, search a computer
seized under the plain view exception and should not print the
contents of the screen. (See “Handling Computer Equipment,”
pages 12–14.) Obtain a warrant to search the hard drive, disks,
peripherals, manuals, or other items, based on the probable cause
that the computer contains visual depictions of child pornography.

Consent to search
Police officers may conduct a warrantless search of a suspect’s
computer, even without probable cause, if a person with appropriate authority voluntarily consents to the search (see “Multiple
users,” below). This consent may be expressed (“Yes, you may
search my computer.”) or implied (“Here is the password to my
computer data.”). The court determines the voluntary nature of the
consent by looking at several factors:
✹ The age of the person giving consent.
✹ That person’s mental capacity—including educational level and
intelligence—and physical condition.
✹ Whether the person was advised of his right to withhold
consent.
✹ Whether the person giving consent had the proper authority to
allow a search of a particular place or item.
✹ Whether law enforcement exceeded the scope of consent
given.
Multiple users. If more than one person has access to a computer,
you can usually rely on the consent of any person who has full
authority over the computer. If portions of the computer have
restricted access, then consent from each party with a restricted
account is needed. The test to determine whether a person has the
authority to consent is an objective one: Would the facts available
to you at the time consent was given cause a person of reasonable
caution to believe that the person who gave consent had authority
over the premises and, therefore, the authority to grant consent to
the search? (See sidebar, page 23.)
Scope of a consent search. A search based on voluntary consent
can raise any number of issues, depending on the context of the
search. Any person who consents to a search may expressly limit
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Consent To Search a Computer Used by
More Than One Person
The usual defense in multiple-user consent searches is that the
other users had no authority to give law enforcement consent to
search “my computer.” Courts analyze such claims of exclusive
authority by determining what, if any, special safeguards the
defendant took to protect his data from the scrutiny of others. The
defendant’s creation of a separate directory on the computer may
not provide the exclusivity necessary to prevent a search consented to by a co-user. However, if the defendant guarded the separate directory with a secret password, the court may hold that the
officer needed the defendant’s consent to search that particular
directory.
For example, if a wife and husband use the same computer and
the desk on which it is located, then the wife can consent to the
search of the desk and computer by virtue of her authority by use.
However, if the husband protects his files on the computer with
passwords that he has not shared with his wife, then her ability
to consent to the search of the computer stops at the passwordprotected files.
However, if the wife knows that her husband keeps his passwords
to the protected files in a spiral notebook in the top drawer of the
desk, she can give consent to the investigating officer to seize and
examine the passwords contained in the notebook because she is
a co-user of the desk. However, without a search warrant, the officer may not use those passwords to open the husband’s passwordprotected files. Based on the discovered passwords and other
probable cause, the officer can file an affidavit to obtain the
search warrant necessary to open the husband’s files.
As a user of the computer, the wife also can give consent to the
officer to seize the computer itself. If the officer, in good faith,
perceives that the computer and the evidence it contains are at
risk of being destroyed or moved, exigent circumstances justify the
officer’s seizing the computer without the consent of the wife.
However, in either of these circumstances, the officer is still prohibited from conducting a warrantless search of the husband’s
password-protected files.
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the scope of the search to a specified area, expand the scope of
the original consensual search, or withdraw their consent to the
search at any time. If a person attempts to prevent you from seeing a password to encrypted data, that act limits the scope of consent to data available without the use of the password.
Permission to look around the house does not constitute, by
itself, sufficient consent to search a computer in the house. If
you observe Web addresses such as “lolita.com,” “preteensex.
com,” or “altsex.com” on the computer screen in the defendant’s
house, that observation, by itself, does not authorize you to seize
or search the computer, regardless of your training and experience. Note that a suspect’s signing of a generic consent form only
proves voluntary consent and is not relevant to the scope of the
search.

No-knock warrant
In cases involving computer crimes, destruction of evidence is
of particular concern. Suspects knowledgeable in computer programming can destroy evidence of a crime in any number of
ways. The nonphysical nature of such evidence often allows
immediate destruction by suspects. Nevertheless, these facts
alone are not sufficient to dispense with the knock and announce
rule. In the majority of jurisdictions, law enforcement will need to
explain specifically to the court why particular premises and/or
people made it dangerous or unwise to knock and announce
before a search ensued. Boilerplate computer-related concerns
are not sufficient, and their use will result in suppression of any
evidence obtained.

Undercover agents
Undercover agents may, without a warrant, infiltrate computer
child pornography rings or bulletin board services (BBSs) that
facilitate illegal activities involving the sexual exploitation of
children. BBSs grant varying levels of access: (1) open to the
public, (2) open to paying members of organizations, or (3) open
to trusted individuals with secret passwords. Undercover agents
must adhere scrupulously to the scope of an invitation to join
the organization. They should operate only within the level the
system operator has authorized and not “hack” into areas of the
BBS to which they have not been granted access. A court would
suppress any evidence obtained by hacking into levels that the
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BBS operator has not authorized because such actions constitute a
warrantless search with no recognized exception to the warrant
requirement. There would also be significant civil exposure for
such activities.

Summary
The sophisticated use of computers in criminal activity complicates law enforcement efforts, but it should not deter the aggressive pursuit of those who use computer technology to victimize
children. Many of the legal issues regarding searching and seizing
computer evidence cannot be addressed in the space provided by
this guide. However, by following proper investigative procedures
and keeping in mind relevant legal considerations, investigators
can avoid losing valuable evidence. By keeping abreast of technological advancements, the criminal justice system can successfully
hold child sexual predators accountable for their behavior.
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Washington, DC
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(www.fbi.gov/innocent.htm), which enforces statutes involving
possession, production, and/or distribution of child pornography
facilitated by an online computer; interstate travel for sexual activity with a minor facilitated by the use of an online computer; and
sexual exploitation.
U.S. Immigration and Customs Enforcement (ICE)
Office of Investigations: Investigative Services Division
Cyber Crimes Center
866–DHS–2ICE
www.ice.gov/about/investigations/services/cyberbranch.htm
The mission of the Cyber Crimes Center includes combating the
exploitation of children, child pornography, and child sex tourism
by targeting individuals and organizations involved in the exploitation of children via the Internet. ICE Computer Forensic
Agents (CFAs) in field offices throughout the United States assist
case agents and can provide support to state and local law
enforcement.
National Center for Missing & Exploited Children (NCMEC)
Alexandria, Virginia
800–THE–LOST (800–843–5678)
703–274–3900
www.missingkids.com
www.cybertipline.com
NCMEC operates a 24-hour hotline and the CyberTipline, an
online service for reporting Internet-related child sexual exploitation. NCMEC also provides a wide range of free services, including technical case assistance, link and pattern analysis on cases,
forensic assistance, and educational material and publications.
NCMEC’s training series called Protecting Children Online offers
courses designed specifically for investigators, unit commanders,
and prosecutors.
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U.S. Secret Service
Forensic Services Division (FSD)
www.secretservice.gov/forensics.shtml
(Contact the field office in your state.)
FSD provides forensic/technical assistance to federal, state, and
local law enforcement agencies, the Morgan P. Hardiman Task
Force, and NCMEC. FSD forensic examiners provide analysis for
questioned documents, fingerprints, false identification, credit
cards, and other related forensic science areas. The division coordinates photographic, graphic, video, and audio and image
enhancement services and voice identification and forensic hypnosis programs. FSD also manages the Secret Service’s polygraph
program nationwide.
U.S. National Central Bureau (USNCB) of INTERPOL
U.S. Department of Justice
Washington, DC
202–616–9000
www.usdoj.gov/usncb/
USNCB serves as a point of contact for both American and foreign
police seeking assistance in criminal investigations that extend
beyond their national boundaries. USNCB extends assistance
equally to all U.S. federal, state, and local enforcement agencies,
as well as to police authorities in INTERPOL member countries.
U.S. Postal Inspection Service
www.usps.com/postalinspectors/
(Contact your local Postal Inspector’s office.)
The U.S. Postal Inspection Service conducts undercover operations to investigate individuals who use the Internet or a bulletin
board service to exchange child pornography or who correspond
with others who do the same.
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Child Exploitation and Obscenity Section (CEOS)
Criminal Division
U.S. Department of Justice
Washington, DC
202–514–5780
202–514–1793 (fax)
www.usdoj.gov/criminal/ceos/index.html
CEOS has supervisory responsibility for federal statutes covering
obscenity, child exploitation, child sexual abuse, activities under
the Mann Act, sex tourism, missing and abducted children, and
child support recovery. Section attorneys work with U.S. Attorneys
on child exploitation cases across the country, providing litigation
and support services.
National Clearinghouse on Child Abuse and
Neglect Information (NCCAN)
Washington, DC
800–394–3366
703–385–7565
nccanch.acf.hhs.gov/
NCCAN houses the nation’s largest collection of information on
child maltreatment and related child welfare issues. The Clearinghouse offers summaries and analyses of state laws concerned with
child abuse and neglect and child welfare and access to searchable databases. NCCAN publications are available both online
and in print.
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Titles in This Series
Currently there are 14 Portable Guides to Investigating Child
Abuse. To obtain a copy of any of the guides listed below,
order online at puborder.ncjrs.gov or call the National
Criminal Justice Reference Service at 800–851–3420.
Battered Child Syndrome: Investigating Physical Abuse and
Homicide, NCJ 161406
Burn Injuries in Child Abuse, NCJ 162424
Child Neglect and Munchausen Syndrome by Proxy,
NCJ 161841
Criminal Investigation of Child Sexual Abuse, NCJ 162426
Diagnostic Imaging of Child Abuse, NCJ 161235
Forming a Multidisciplinary Team To Investigate Child Abuse,
NCJ 170020
Interviewing Child Witnesses and Victims of Sexual Abuse,
NCJ 214124

Investigating Child Fatalities
NCJ 209764
Law Enforcement Response to Child Abuse, NCJ 162425
Photodocumentation in the Investigation of Child Abuse,
NCJ 214123
Recognizing When a Child’s Injury or Illness Is Caused by
Abuse, NCJ 214125
Sexually Transmitted Diseases and Child Sexual Abuse,
NCJ 160940
Understanding and Investigating Child Sexual Exploitation,
NCJ 162427
Use of Computers in the Sexual Exploitation of Children,
NCJ 214167

Notes

Additional Resources
American Bar Association
(ABA) Center on Children
and the Law
Washington, D.C.
202–662–1720
www.abanet.org/child/home.html

Missing and Exploited
Children’s Training Program
Fox Valley Technical College
Appleton, Wisconsin
800–648–4966
dept.fvtc.edu/ojjdp

American Humane Association
Englewood, Colorado
303–792–9900
www.americanhumane.org

National Association of
Medical Examiners
Atlanta, Georgia
404–730–4781
www.thename.org

American Medical Association
(AMA)
Chicago, Illinois
800–621–8335
www.ama-assn.org
American Professional Society
on the Abuse of Children
(APSAC)
Charleston, South Carolina
877–402–7722
apsac.fmhi.usf.edu
Federal Bureau of Investigation
(FBI)
202–324–3000
www.fbi.gov
National Center for the
Analysis of Violent Crime
www.fbi.gov/hq/isd/cirg/
ncavc.htm
Crimes Against Children
Program
www.fbi.gov/hq/cid/cac/
crimesmain.htm
Juvenile Justice Clearinghouse
(JJC)
Rockville, Maryland
800–851–3420
www.ojjdp.ncjrs.gov/programs/
ProgSummary.asp?pi=2
Kempe Children’s Center
Denver, Colorado
303–864–5300
www.kempecenter.org

National Center for Missing
and Exploited Children
(NCMEC)
Alexandria, Virginia
800–THE–LOST
703–274–3900
www.missingkids.com
National Center for Prosecution
of Child Abuse
Alexandria, Virginia
703–549–4253
www.ndaa-apri.org/apri/programs/
ncpca/ncpca_home.html
National Children’s Alliance
Washington, D.C.
800–239–9950
202–548–0090
www.nca-online.org
National Clearinghouse
on Child Abuse and
Neglect Information
Washington, D.C.
800–394–3366
703–385–7565
nccanch.acf.hhs.gov
National SIDS Resource Center
McLean, Virginia
866–866–7437
www.sidscenter.org
Prevent Child Abuse America
Chicago, Illinois
312–663–3520
www.preventchildabuse.org
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